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Executive Summary

Digital transformation. Migration to cloud. Data compliance. Agile development. Cyber threats.

The volume, magnitude and speed of the technological changes underway in organizations

today continue to increase in dramatic fashion, from business and digital transformation to the

growing complexity of data management. Many of these changes give rise to new risks, which

ultimately demand more from IT audit groups: more knowledge, more skills and training, more

advanced auditing technology and approaches, more resources, and more interaction between

the IT audit function and other business leaders, executives and board members.

The results of the latest global IT Audit Benchmarking
Study from ISACA and Protiviti paint a vivid picture
of the ways IT audit leaders and professionals are
succeeding, as well as where they need to “step up their
games,” especially given the omnipresent nature
of digital transformation efforts, cyber security risk
and technological advancements. This year’s results
identify several areas of progress. However, there is still
work to be done in order for IT audit functions to deliver
the strategic insights and real-time risk advice key
stakeholders expect, and also help their organizations
address the transformation of legacy technologies and
the rapid rise in the number and severity level of
cyber security risks.

The analyses of this year’s ISACA-Protiviti survey
findings will help IT audit leaders and professionals
understand and address gaps in their capabilities,
elevate IT audit’s focus beyond check-the-box
compliance, strengthen valuable partnerships with
the board and business leaders, demonstrate value
in strengthening organizational cyber security, and
ultimately, help ensure IT is delivering on current and
future business needs while also managing risk to
within organizational appetite.

Many IT audit functions concentrate on the basics in IT auditing with regard to areas of focus and frequency. Given

the pace of digital transformation and organizational change, however, IT audit groups need to become more agile,

dynamic and progressive in the ways they assess potential risk areas in IT initiatives and the overall IT environment.

— Andrew Struthers-Kennedy, Managing Director, Global IT Audit Leader, Protiviti

protiviti.com - isaca.org

Business and Digital Transformation’s Effects on IT Audit Groups - 1


http://www.protiviti.com
http://www.isaca.com

Our Key Findings

1]

Digital transformation and cyber security are influencing IT audit plans significantly — The importance IT audit
functions place on security and privacy issues is hardly unexpected, yet the magnitude of this priority has
never been greater. IT audit leaders and professionals continue to identify cyber security and privacy as the top
technology challenge their organizations face. Furthermore, IT audit plans are being assessed and updated more
frequently to address digital transformation efforts under way in most organizations.

02

There is greater visibility and awareness of IT audit’s role and responsibilities — Likely driven by the growing
volume of technology and digital initiatives, more organizations have a designated IT audit director, and the
number of IT audit reports issued relative to all audit reports has risen dramatically in recent years.

03

More partnering and collaboration are needed to counteract silo mindsets and behaviors — The accelerating pace
of digital transformation initiatives, the increasing speed with which businesses must exploit new opportunities in the
market, the rise of “shadow IT” applications, and the growing use of Agile and DevOps, among many other related
factors, require IT audit leaders and professionals to strengthen their collaborations with the IT function, IT compliance
groups, other parts of the organization, and the board.

04

IT audit needs to move the needle in boosting engagement with major technology projects — As new technology
implementations soar, especially those related to digital transformation, cloud migration, cyber security and mobile,
IT audit’s involvement throughout the entire project lifecycle is crucial, as is the need for IT audit to have the right
technical talent to allow for high-value engagement in these critical activities.

Co-sourcing is on therise, reflecting ongoing resource challenges — The number of companies co-sourcing the IT
audit function increased significantly over the past year. That said, a surprisingly high portion of IT audit groups are
not tapping external resources or technical specialists (via co-sourcing, outsourcing and/or the use of guest IT
auditors) to complement in-house IT audit teams by helping address growing and more complex workloads and
alleviate internal skills and expertise shortages. This could represent a barrier to boosting engagement with major
technology projects.
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Methodology

ISACA and Protiviti partnered to conduct the 7th More than 1,300 (n = 1,323) executives and professionals,
Annual IT Audit Benchmarking Study in the third including CAEs as well as IT audit vice presidents and

and fourth quarters of 2017. This global survey, directors, completed our online questionnaire. Detailed
conducted online, consisted of a series of questions respondent demographics can be found on pages 64-66.

rouped into seven categories: . . .
group g Since completion of the survey was voluntary, there is

e Emerging Technology and Business Challenges some potential for bias if those choosing to respond

) . have significantly different views on matters covered b

e IT Implementation Project Involvement Ve Sighitt v Vl, N v v
the survey from those who did not respond. Therefore,

e IT Audit in Relation to the Overall Audit Department our study’s results may be limited to the extent that
« Risk Assessment sucha p0551b111t¥ exists. I‘n addltlc?n, some respor%dents
answered certain questions while not answering

e Audit Plan others. There is also a disparity in the number of

« Cyber Security and the Audit Plan responses from each geographic region. Despite these
inherent limitations, we believe the survey results
e Skills, Capabilities and Hiring provide valuable insights regarding IT audit practices in

organizations today.
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Today’s Top Technology Challenges

Asked to identify their top technology challenges, IT
audit leaders and professionals cited IT security and
privacy/cyber security as their top concerns — by an
exceptionally wide margin. This mirrors the findings
of a recent global survey of board members and execu-
tives, in which cyber threats rank among the top risk
issues for organizations.:

Other pressing technology challenges include
infrastructure management, emerging technology and
infrastructure changes (transformation, innovation,
disruption), and resource/staffing challenges. In addition
to how they are perceived as top technology challenges,
these areas portray an interrelated dynamic. Emerging
technologies and digital transformation place greater
pressure on existing IT infrastructure while giving rise to
new cyber security and privacy risks. IT audit functions
are becoming increasingly pressed to develop new skills
and to acquire additional specialized resources amid
fierce competition for this expertise in the market.

IT audit needs to play a central role in helping to fortify
organizational cyber security at a time when security
risks pervade throughout the entire organization and
also extend to third-party vendors and partners. It is
incumbent upon the IT audit function to assert and
clearly articulate its role — to the rest of the business,
executive leadership, and up to the audit committee
and board of directors — in periodically testing and
evaluating the company’s cyber security capability.
Of note, our research indicates that in one out of three
organizations and nearly half of all large companies,
the board has a high level of interest and engagement in
information security risks (see page 9).

1 Executive Perspectives on Top Risks for 2018, North Carolina State University’s ERM Initiative and Protiviti, www.protiviti.com/toprisks.
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Cyber security concerns also have brought more attention
to vendor risk management, according to the latest
Vendor Risk Management Benchmark Study from the
Shared Assessments Program and Protiviti.? IT auditors
are intensifying their scrutiny of vendor- and third-
party-related risk. Last year’s IT Audit Benchmarking
Study marked the first time third-party/vendor
management ranked as a top technology challenge, and
it ranks even higher this year. This is understandable and
a positive development given many companies’ growing
dependence on cloud-based storage and external data-
management vendors. It behooves IT auditors to work
closely with business partners — in the IT function and
beyond — who increasingly are relying on these vendors
to manage data and services and ensure security.

Data management and governance is another technology
challenge that has increased in significance over the past
year. Technologies and business activities create and
capture volumes of data that far exceed the pace at any
time previously. As more organizations strive to enhance
their data classification and management frameworks, in
part to fortify cyber security as effectively and efficiently
as possible as well as to ensure their ability to turn masses
of data into meaningful business information, IT audit is
taking a closer look at the methods deployed for data
governance, and also for identifying and protecting the
organization’s crown jewels — i.e., its most vital and
sensitive data.

IT security and privacy/cyber security

Infrastructure management

Emerging technology and infrastructure changes —
transformation, innovation, disruption

Resource/staffing/skills challenges
Regulatory compliance

Budgets and controlling costs

Cloud computing/virtualization
Third-party/vendor management

Project management and change management

Data management and governance

DOOOOOLO ® OO

IT security and privacy/cyber security

Infrastructure management

Emerging technology and infrastructure changes —
transformation, innovation, disruption

Resource/staffing/skills challenges
Regulatory compliance

Budgets and controlling costs

Cloud computing/virtualization

Bridging IT and the business

Project management and change management

Third-party/vendor management

22017 Vendor Risk Management Benchmark Survey, The Shared Assessments Program and Protiviti, www.protiviti.com/vendor-risk.
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Privacy, Data and Security Are Shaping IT Audit Plans

Management and protection of organizational data,
together with the enduring risk of cyber security
threats, are among the most pressing concerns for
executive teams and boards of directors around the
world 2 These issues are being compounded by emerging
challenges presented by digital transformation and
other innovations organizations are pursuing. Our
results suggest that a significant number of boards
have a high level of engagement in the organization’s
information security risks. Yet, many directors and
executives with corporate governance responsibilities
are growing less, rather than more, confident in their
organization’s ability to protect important data.* Given
these concerns, many IT audit functions continue to
prioritize security and privacy, both of which appear to
be having significant impacts on their IT audit plans.

3 Executive Perspectives on Top Risks for 2018.

4 “Boards Seek Bigger Role in Thwarting Hackers,” The Wall Street Journal, Jan. 10, 2018, www.wsj.com/articles/boards-seek-bigger-role-in-thwarting-hackers-1515596400.

Throughout most enterprises, there is a growing
awareness that more value, as well as increasing risk,
resides in the vast and growing supply of organizational
data as digital transformation efforts gain momentum.
Global regulators are also aware of this dynamic, and
they are responding by establishing new compliance
requirements for privacy and information security,
including but not limited to the EU’s General Data
Protection Regulation (GDPR), which is effective in
spring 2018.5 More IT audit leaders recognize that
effective management and protection of organizational
data requires knowing what data the organization
possesses, where it resides, and the importance that
should be ascribed to governing and protecting various
data sets based on their value to the organization.

5 General Data Protection Regulation (GDPR), www.protiviti.com/US-en/general-data-protection-regulation-gdpr.
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Our results show that strong majorities of IT auditors However, more progress is needed. A significant number

view cyber security and privacy, IT governance and risk of organizations are not addressing cyber security in any
management, and emerging technology and infra- way in their audit plans. Given the enterprisewide threats
structure changes (e.g., transformation, innovation, that cyber security gaps pose to organizations today, every
disruption) to be affecting their current audit plans. audit plan in every company should include cyber security
Not surprisingly, most audit plans for the coming year in some fashion. Resource constraints (people, skills and/
include cyber security-related areas, as well as areas or auditing tools) represents the most commonly cited
tied to the technology challenges detailed earlier. reason why audit plans fail to address cyber security. Such

shortcomings need to be addressed with urgency.

+ + + Which of the following top technology challenges impact your 2018 audit plan?

Company Size (Annual Revenue)

Greater than [ US$1billion- | US$100 million - LSZ};%%“

US$5 billion | US$4.99 billion | US$999.99 million million
IT security and privacy/cyber security 81% 82% 80% 75%
IT governance and risk management 67% 75% 67% 64%
Regulatory compliance 63% 66% 63% 63%
changes. wanstormaton movatondiyuptin 7% ot 0% 0%
Cloud computing/virtualization 65% 55% 48% 57%
Project management and change management 47% 52% 50% 57%
Third-party/vendor management 59% 45% 49% 47%
Infrastructure management 55% 48% 49% 44%
Resource/staffing/skills challenges 49% 51% 47% 49%
Bridging IT and the business 48% 44% 48% 41%
Big data and analytics 51% 43% 37% 49%
Budgets and controlling costs 40% 46% 43% 41%
Lack of successful ERP implementations 23% 30% 24% 34%

and knowledge
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« + + Which of the following top technology challenges impact your 2018 audit plan?

. . Latin America/ | Middle North .
m

Region

IT security and privacy/cyber

. 71% 82% 84% 82% 64% 79% 96%
security
IT governance and risk management 65% 75% 68% 76% 68% 67% 72%
Regulatory compliance 68% 65% 65% 74% 45% 63% 60%
Emerging technology and
disruption
Cloud computing/virtualization 56% 55% 59% 45% 45% 56% 84%
E}:;)Jnegcet Q:::::;’::: and 68%  53%  46% 53% 55% 50% 64%
Third-party/vendor management 44% 62% 47% 45% 32% 51% 76%
Infrastructure management 44% 51% 49% 63% 50% 49% 52%
Resource/staffing/skills challenges 65% 51% 39% 45% 27% 51% 80%
Bridging IT and the business 62% 51% 45% 39% 64% 43% 52%
Big data and analytics 50% 51% 45% 53% 45% 42% 56%
Budgets and controlling costs 65% 38% 36% 42% 59% 41% 52%
Lack of successful ERP 44%  38%  22% 29% 36%  26% 24%

implementations and knowledge

@ Across region and organization size, cyber security and privacy are impacting audit plans.
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Q.

How engaged is your board of directors with information security risks relating to

your business?

Company Size (Annual Revenue)

Greaterthan | US$1billion- [ US$100 million - LS;;;%%"
US$5 billion | US$4.99 billion | US$999.99 million o
million
High engagement and level of understanding by 45% 28% 29% 30%
the board
Medium engagement and level of understanding 35% 49% 44% 35%
by the board
Low engagement and level of understanding by 15% 15% 23% 04%
the board
Don’t know 6% 8% 4% 9%
Region

. . Latin America/ | Middle North .

High engagement and level of

understanding by the board 26% 26% 34% 22% 29% 38% 36%
medﬂ?:aﬁr?i?te:; Zgg r'j"e' of 47%  43% 4% 43% 38% 4% 28%
Don’t know 0% 6% 5% 5% 19% 6% 8%

Boards show a significant level of engagement in and understanding of the organization’s information

security risks.

protiviti.com - isaca.org
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Has recent press coverage on cyber warfare and/or cyber security affected your interest

in, and focus on, the subject of information security? (Shown: “Yes” responses)

Company Size (Annual Revenue)

b

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region
Europe J
Asia

North America

gs

Latin America/South America

ik

19"

9—85%

Middle East

62"

Africa

i

Oceania

g0*
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e + + Cybersecurity included in the audit plan (Shown: “Yes” responses):

Company Size (Annual Revenue)

Greater than | US$1 billion - US$100 million - LS;;;%%"
US$5 billion | US$4.99 billion | US$999.99 million e
million
Previous 12 months 89% 87% 76% 69%
Next 12 months 89% 81% 78% 78%
Region
Europe

gok 75%
m )
ik

. e e
gg: 85% 84%

. Previous 12 months . Next 12 months

0) Cyber security continues to garner a high level of attention and interest, yet a number of organizations

still do not include it in the audit plan.
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* « «  Which of the following frameworks does the audit function use in performing assessments
of the organization’s cyber security posture/maturity? (Multiple responses permitted)

NIST Cybersecurity Framework 59%
COBIT 53%
I1SO 27000 44%
NIST 800-53 24%
CISTop 20 14%
FFIEC Cybersecurity Assessment Tool 13%
AICPA Trust Service Criteria 5%

« + « Whatcyber-related audit activities have been performed? (Multiple responses permitted)

Security program assessment/framework gap analysis 70%
Privileged access management 65%
Technical assessments (vulnerability assessment, penetration testing, “red team”) 53%
Security incident response — simulation/tabletop 46%
Data loss prevention (identification of “crown jewels”) 43%
Social engineering 26%
Cyber breach kill chain 10%
KEY FACT

i

Among organizations that are not addressing cyber security as part of audit activities, the percentage
of those that cite a lack of qualified/available resources (people or tools) as the primary reason
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e« + + How are cyber security audits typically resourced? (Multiple responses permitted)

Company Size (Annual Revenue)

Greater than | US$1 billion- | US$100 million - LS;;;%%"
US$5 billion | US$4.99 billion | US$999.99 million S
million
Exclusively with in-house (IT audit) resources 50% 38% 33% 41%
Co-sourced using external subject-matter experts 37% 30% 32% 29%
In-!']ouse re§ources leth support from technical 38% 33% 26% 299%
IT/information security resources
Outsourced 8% 19% 24% 22%

Region

. . Latin America/ | Middle North .

Exclusively with in-house

(IT audit) resources 35% 45% 43% 53% 33% 40% 28%
rcn‘;tstce":z;‘i‘rfs'”g external subject: 29%  25%  33% 19% 14% 36% 40%
In-house resources with support

from technical IT/information 24% 34% 35% 17% 48% 33% 20%
security resources

Outsourced 26% 17% 14% 11% 10% 17% 36%

0) Significant numbers of organizations are co-sourcing cyber security audits with external subject-matter

experts used to provide technical and comparative insights.
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IT Audit Needs to Become More Engaged With

Technology Projects

Given the increasing volume of technology system and
application implementations, as well as their evolving

nature, IT auditors should become involved with these

projects earlier, more often and in a more integrated

fashion. However, this year’s results point to a slight
decline in IT audit’s involvement in technology projects

compared to last year’s survey results. These findings
are surprising given the high levels of change underway
in many organizations.

One key to strengthening IT auditors’ involvement in
technology projects hinges in great part on human
factors, such as the function’s reputation with IT and
business partners, its ability to articulate clearly the
value it provides on these projects, and the quality of
its partnerships throughout the organization.

IT audit functions can fulfill a valuable role throughout
the entire technology project lifecycle, beginning with
project concept and business case development, into
planning and design phases, development and testing,
and continuing throughout the implementation and
post-implementation phases. As part of this work,
IT auditors can evaluate numerous components and
dimensions of the technology project, not only in areas
where IT audit has traditionally focused (e.g., project
governance, development and testing, data conversion,
documentation and training), but also in areas that are
not always a focus but often lead to issues in project
delivery (e.g., strategic and process alignment, corporate
culture, stakeholder engagement, human capital, and
organizational change readiness). IT audit functions
that are involved early and throughout the technology

implementation lifecycle can help to ensure project risks
are more likely to be identified, escalated, evaluated and
acted upon as close to real-time as possible, enabling
projects to stay on track. However, despite the value that
IT audit’s contributions can deliver, our results indicate
that this type of comprehensive IT audit involvement
in technology implementations remains the exception
rather than the rule.

The importance of risk advisory and independent
monitoring and testing during major technology and
digitalization projects has further increased as more
of these initiatives are conducted outside of the IT
department/organization. These include, but are not
limited to, “shadow IT” projects as well as sanctioned
projects by newly formed functions outside of IT
(for example, finance and marketing). There also

is the increased use within the IT function of Agile
development methodologies. These developments
can give rise to new risks, including those related to
project updates (in response to changing business
requirements), governance shortcomings, the absence
of a defined project management methodology, and ill-
defined goals, among many others. Such shortcomings
routinely thrust technology and digitalization projects
over budget and extend their planned timelines, which
spark other costly business disruptions. They also
imperil the achievement of long-term objectives
for these projects. Of note, many organizations do not
have a formal process in place to determine whether to
continue or postpone an IT implementation project if
new risks arise during the implementation.

IT audit functions can fulfill a valuable role throughout the entire technology project lifecycle, beginning with

project concept and business case development, into planning and design phases, development and testing, and

continuing throughout the implementation and post-implementation phases.
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When it comes to becoming more engaged in the
organization’s major technology projects, IT audit leaders
face an important challenge. First, they should focus
on building strong relationships with those leaders
and subject-matter experts in the organization who
can provide valuable top-down direction to others
that IT audit should be engaged in such key technology
projects. IT audit’s role also hinges on their reputation
in the organization. They must be able to add value
and insight through their engagement, particularly as
project environments are often high-stress. They need
to build reputations as capable risk advisers who help
ensure that guardrails are in place to assure technology

projects are managed in a risk-savvy manner, without
unduly impeding progress and innovation. This is
especially vital as organizations increasingly transition
to an Agile environment, necessitating that IT auditors
learn how to engage and audit Agile projects. That
process occurs through effective partnering and
collaboration with the IT function, IT compliance
teams and line-of-business leaders. Building strong
relationships with executive management and the audit
committee also helps spread the word about the IT audit
function’s capabilities and the benefits of involving IT
audit early in the technology implementation lifecycle.

protiviti.com - isaca.org
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Has your company implemented an IT system or application in the last three years?

Yes 90% 88%
No 7% 8%
3% 4%

Unsure

Region (“Yes” responses)

W . g

North America f
Middle East
Africa J 82
88% Oceania
Latin America/South America 94

94

@ Most organizations have implemented an IT system or application in the last three years.
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+ + + What was the primary purpose of the IT implementation project?*

Region
Latin Amerlca/ Middle North

Process automation 44% 40% 35% 41% 50% 30% 30%
Fore/foundatlonal infrastructure 33% 34% 25% 27% 21% 32% 23%
improvement

Customer interface: ease of use 6% 15% 9% 14% 11% 11% 17%
Business intelligence 6% 6% 10% 14% 11% 9% 7%

Collaboration 0% 0% 3% 0% 0% 4% 10%
Customer interface: personalization 0% 0% 2% 0% 0% 3% 10%

* Not shown: Percentage of “Other” responses.

« + + From the perspective of the board of directors or senior management, was the IT
implementation project successful in advancing organizational objectives?

Region (“Yes” responses)

Europe

% Asia
12 ®  po

Middle East
Africa J 7]
64% Oceania
Latin America/South America 70

b4®

protiviti.com - isaca.org Business and Digital Transformation’s Effects on IT Audit Groups - 17


http://www.protiviti.com
http://www.isaca.com

+ + « Whatlevel of involvement does IT audit have in significant technology projects?

Company Size (Annual Revenue)

Greater than | US$1 billion - US$100 million - LS;;;%%“

US$5 billion | US$4.99 billion | US$999.99 million million
Significant 16% 20% 20% 21%
Moderate 45% 35% 41% 40%
Minimal 33% 42% 26% 26%
None 6% 3% 13% 13%

Region
Europe

Lgh po%
hg® A g;’%

% Middle East
A T

o 7247 | g £
Zﬁlg: 28% 45%

. Significant/Moderate ' Minimal/None
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When does IT audit become involved in significant technology projects?

(Multiple responses permitted)

Planning
Design

Testing

Implementation

Post-implementation

No involvement

Region

Planning
Design

Testing

41%
37%
38%
40%
68%
10%

43%
35%
38%
37%
65%

12%

Latin Amerlca/ Middle North

Implementation

Post-implementation

No involvement

12*

GLOBAL LEADER
Africa

of IT audit functions have
a significant or moderate

44%
31%
61%
50%
69%

11%

level of involvement in major

technology projects.

33%
37%
46%
49%
70%

9%

32%
38%
30%
31%
69%
12%

30%
27%
30%
41%
73%

14%

40%
20%
20%
32%
64%

16%

46%
39%
41%
42%
66%

9%

48%
34%
38%
45%
79%

3%

Internal audit gets involved in all major projects. We

attend project steering committees, IT governance

committees and IT strategy committees. [We also]

integrate key IT processes in our business process reviews,

such as application security and user access rights.

— Chief audit executive, small financial services company, Oceania
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« « + ForlTimplementation projects that occurred in the last three years, which of the
following did IT audit evaluate? (Multiple responses permitted)

Project governance 52%
Test phases 50%
Post-implementation project review 50%
Data conversion process 50%
System development lifecycle (SDLC) 49%
Project risk management plan 48%
Documentation and training 46%
Interfaces 44%
Project plan 44%
Alignment of project success measures to desired business outcomes 43%
Project requirements 41%
Communication plan — project plan 32%
Reporting integrity 28%
Communication plan — stakeholders 27%
Project budget 27%
Define project success measures 26%
Organizational readiness 26%
Stakeholder identification 21%

It is interesting to find that “organizational readiness” is evaluated infrequently by IT auditors. This represents

O .2 akeyreason why projects do not deliver their intended results. Whether organizational readiness is
addressed by IT audit or other auditors, it should be evaluated.
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« + + ForlTimplementation projects that occurred in the last three years, which of the
following did IT audit evaluate? (Multiple responses permitted)

Region

Project governance 43% 71% 45% 53% 50% 43% 60%
Test phases 48% 36% 45% 47% 56% 48% 36%
Post-implementation project review 52% 71% 59% 48% 67% 52% 40%
Data conversion process 39% 43% 50% 38% 56% 39% 32%
System development lifecycle (SDLC) 34% 46% 52% 43% 33% 34% 44%
Project risk management plan 45% 54% 43% 53% 61% 45% 48%
Documentation and training 45% 43% 45% 49% 61% 45% 36%
Interfaces 32% 21% 38% 37% 33% 32% 32%
Project plan 43% 46% 39% 42% 56% 43% 44%
Alignment of project

success measures to 45% 54% 50% 49% 47% 45% 48%
desired business outcomes

Project requirements 27% 39% 32% 40% 39% 27% 32%
Communication plan — project plan 25% 36% 36% 31% 36% 25% 40%
Reporting integrity 18% 29% 23% 22% 19% 18% 36%
Communication plan — stakeholders 16% 36% 23% 25% 31% 16% 36%
Project budget 41% 36% 30% 33% 39% 41% 24%
Define project success measures 30% 39% 20% 30% 39% 30% 24%
Organizational readiness 18% 32% 23% 26% 28% 18% 32%
Stakeholder identification 18% 29% 18% 19% 22% 18% 28%
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« + « Whatis the most significant risk factor for IT implementation projects within
your organization?

Frequency of updates to project goals and outcomes based on changing business requirements 27%
Absence of a defined and documented project management methodology 11%
Goals and objectives are not clearly defined 10%
Lack of a formal project governance structure 10%
Frequency of change in project specifications without formal assessment 9%
Lack of stakeholder engagement 9%
Capabilities and skills of the project manager and/or broader project team 7%
Lack of a defined SDLC 4%
Level of employee turnover on project teams 3%
10%

Other

The most significant risk with IT implementation projects is the frequency of updates to project goals and

@ outcomes based on changing business requirements. Auditors should be very focused on this as well as
upfront activities related to requirements gathering and stakeholder engagement.

Business decisions made 5 to 10 years ago are impacting today’s capability to address existing and future

security threats.

— IT audit director, large healthcare provider organization, North America
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+ « -« |sthere aformal process to determine whether to continue or postpone the IT implementation
project if new risks are identified while the implementation process is underway?

Company Size (Annual Revenue)

Greaterthan | US$1billion- | US$100million- | Lessthan

US$100

US$5 billion | US$4.99 billion | US$999.99 million million

Yes, aformal process exists to determine
whether to continue or postpone the IT 56% 51% 46% 39%
implementation project

No, a formal process does not exist to
determine whether to continue or postpone 29% 36% 42% 52%
the IT implementation project

Unsure 15% 13% 12% 9%

Many organizations lack a formal process to determine whether to continue or postpone IT implementation
projects if new risks are identified midstream. Larger companies are more likely than smaller organizations

to have such a process in place, often because the business case evaluation processes (initial and ongoing) are
much more mature and they have a greater willingness to stop a project if new risks are identified.

Legacy systems are continuing to become burdensome to support. Solutions aren’t obvious and departments
want results without helping the replacement along.

— Chief audit executive, large government organization, North America
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e « « What portion of IT audit’s role in the IT implementation project involves a partnership
with the IT department?

Company Size (Annual Revenue)

Greaterthan | US$1billion- | US$100 million- | Lessthan

US$5 billion | US$4.99 billion | US$999.99 million | YUS$100

million
Less than 50 percent* 80% 79% 83% 81%
Greater than 50 percent 20% 21% 17% 19%

* Includes “Don’'t know” responses

Region

16" %g% 8]:
247 19
80*

% 0N Oceania
Latin America/South America 99]% 20 79%
21°

g0°
200

. Less than 50 percent* . Greater than 50 percent

* Includes “Don’'t know” responses
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e « « Whatportion of IT audit’s role in the IT implementation project involves a partnership
with the IT compliance function?

Company Size (Annual Revenue)

Greaterthan | US$1billion- | US$100million— | Lessthan

US$5 billion | US$4.99 billion | US$999.99 million | US$100

million
Less than 50 percent* 89% 86% 87% 81%
Greater than 50 percent 11% 14% 13% 19%

* Includes “Don’t know” responses

Region

1k %g% 8%6%
13® 16
i 80"

% 0N Oceania
Latin America/South America 8]2% 2 [] 9 3%
7%

g0°
20"

. Less than 50 percent™® . Greater than 50 percent

* Includes “Don’t know” responses

@ A majority of IT audit groups lack strong partnerships with the IT department or IT compliance function.
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« « « Which of the following methodologies does your organization use for the
IT project implementation?

Company Size (Annual Revenue)

Greaterthan | US$1billion- | US$100 million - LS;;%%"
US$5 billion | US$4.99 billion | US$999.99 million o
million
Traditional/waterfall methodology 30% 47% 54% 61%
Agile methodology 46% 38% 32% 25%
Other 24% 15% 14% 14%
Region*
Europe

49% Bl%
- e /4
v o 60"

58% - 28% Oceania

71332 25% 3]%

. Traditional/waterfall methodology . Agile methodology

* Not shown: “Other” responses

26 - Protiviti - ISACA



Profiling IT Audit’s Growing Role

IT audit’s role, and importance, within the internal audit

department and the organization is increasing, according

to several measures. This is encouraging news. Yet a
difficult question persists: Is IT audit moving as fast as
reasonably possible to evolve skills, leverage new tools and
develop deeper stakeholder relationships, given the organiza-
tion’s rapidly growing reliance on technology and data and the
risks associated with ongoing technology and digital transfor-

mation? Although the answers vary across organization
size, region and, naturally, individual companies, our

findings suggest that more progress is needed, especially
with regard to breaking down organizational silos and
fortifying IT audit’s relationships with stakeholders
throughout the organization and on the board.

From a leadership perspective, the results are encourag-
ing. This year marks the first time in our survey’s history
that at least half of all organizations have a designated IT
audit director (or equivalent position). Just five years ago,
only 33 percent of organizations had a designated IT audit
director. In more than two-thirds of the companies with
a dedicated IT audit director, the individual is a direct
report of the chief audit executive (CAE). In addition,
the percentage of IT audit reports relative to the total
number of audit reports issued has increased substan-
tially over the past several years and has reached a high
point this year, indicating that the importance of having
involved and capable IT auditors is increasing — no
surprise given the broader technology (and related)
trends discussed earlier.

Our research findings point to a valuable opportunity
with regard to how the IT audit function is viewed by
business partners and board members. For example,
despite the aforementioned growth in IT audit’s
activities, fewer than half of IT audit directors regularly
attend audit committee meetings. This figure remains
surprisingly low in light of the audit committee’s
soaring interest in the state of the organization’s cyber
security, data governance capabilities and technology-
involved business transformation. IT audit possesses
valuable insights into these and other areas of risk,
as well as the organization’s progress in addressing
them. Given the board’s growing hunger for this type
of information, more IT audit directors should strive
to share their insights directly with audit committee
members on a regular basis.

IT audit’s work and relationship with its partners in
the IT function is another significant opportunity
for growth. This relationship is vital, yet only half of
respondents indicate that their CAE or IT audit director
regularly meets with the CIO while developing the audit
plan. Even fewer CAEs and IT audit directors regularly
attend meetings focused on large-scale IT-enabled
projects, IT department staff topics or IT portfolio
reviews. Nearly one in five respondents indicate that
their CAE or IT audit leader does not regularly attend
any of those meetings.

IT audit’s role, and importance, within the internal audit department and the organization is increasing,

according to several measures. This is encouraging news. Yet a difficult question persists: Is IT audit moving as

fast as reasonably possible to evolve skills, leverage new tools and develop deeper stakeholder relationships,

given the organization’s rapidly growing reliance on technology and data and the risks associated with ongoing

technology and digital transformation?
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CAEs and IT audit leaders need to find ways to become
regular participants in these meetings for two reasons.
First, the growing adoption of Agile and DevOps
methodologies (along with the increasing development
and purchase of technology outside the IT function)
means that the pace of technological change — and
the nature of technology risks — is increasing. Regular
interactions with IT leaders, as well as all parts of the
organization where development and delivery of IT
services occur, can help IT auditors maintain a current and
accurate understanding of emerging technology risks and
build these into the audit plan. Second, regular meetings
with board members, IT leaders and other business
leaders can help strengthen IT audit’s reputation and
more effectively convey throughout the organization the
value it can deliver.

Finally, when it comes to resources, IT audit groups
should evaluate whether they have the right skills to
deliver against the evolving and increasingly technical
IT risk landscape that most organizations face, either
through enhancing their skills or internal resources,
or augmenting their staffs with external expertise. A
majority of organizations currently invest in some level of
external IT audit expertise via outsourcing, co-sourcing
and/or the use of guest auditors. Co-sourcing is the
most frequently used form of accessing IT audit expertise
outside of the IT audit function. The use of outside IT
audit resources reflects an understanding of the IT
audit group’s expanding workload and a willingness to
invest in the resources and expertise needed to conduct
this work. In fact, given the widespread need for IT audit
resources and the growing competition for this type
of talent, it is surprising that 40 percent of responding
organizations are not augmenting their IT audit staffs
with any outside expertise.
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« + + Doyouhave adesignated IT audit director (or equivalent position)?

70%

60%

50%

=

\
\
40% __—
/

30%

20%

10%

0%

2012 2013 2014 2015 2016 Current

W Yes B No

Half of all organizations now have a designated IT audit director. It is noteworthy that there has been

G) .2 asignificant increase among large companies that have this position, likely reflecting a recognition
among them that a designated IT audit director is needed more than ever.

Company Size (Annual Revenue)*

Current 2016 2015 2014
Greater than US$5 billion 71% 59% 60% 59%
US$1 billion - US$4.99 billion 46% 44% 40% 37%
US$100 million - US$999.99 million 31% 36% 31% 39%
Less than US$100 million 45% 38% 41% 37%

* Shown: Percentage of “Yes” responses.
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« + + Doyouhave adesignated IT audit director (or equivalent position)?

Region (“Yes” responses)

Europe J o
| %
North America J 45 ; 48%

b4

| Midd|%EaSt

§'§%J !
39"

Latin America/South America

Ag*

Data analytics is a challenge for our organization.

GLOBAL LEADER
North America

of organizations have
an IT audit director or
equivalent position.

Leveraging the data we consume to make timely and

accurate business decisions is a must have.

— IT audit director, large healthcare provider organization, North America
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+ + + Towhom within the organization does your IT audit director report?

Region
Chief Audit Executive 69% 57% 65% 82% 43% 70% 83%
Chief Executive Officer 15% 30% 16% 5% 14% 8% 0%
Report through some other function 8% 10% 8% 5% 21% 12% 8%
Adirector under the CAE 8% 3% 6% 8% 7% 8% 0%
Chief Information Officer 0% 0% 5% 0% 15% 2% 9%

* * <+ Doesthe IT audit director (or equivalent position) regularly attend the audit
committee meetings?

80%
70% N
60% \
50%
40%
30% /
7
20%
10%
0%
2012 2013 2014 2015 2016 Current

W Yes B No

@ In close to half of all organizations, the IT audit director regularly attends audit committee meetings,

though the number has declined from the prior year.
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« + + Doesthe T audit director (or equivalent position) regularly attend the audit
committee meetings?

Region (“Yes” responses)

North America EL§)§% J ar %
s 8 * 7

Middl(?%liast
g ! 0 -
.

Latin America/South America

13*

The board has been supportive in ensuring IT audit

GLOBAL LEADER
Asia and Latin/South America

has the appropriate resources and skills to adequately

cover technology risk to the company. Training is a
priority in our department to ensure our team’s skills

stay relevant. Staff development is critical as hiring
7 3 % of IT audit directors and identifying external candidates to fill open roles

regularly attend audit .
T e, has been challenging.

— IT audit director, large professional services firm, Europe

32 - Protiviti - ISACA



« + -+ If“No"™ Does the CAE have sufficient knowledge to hold a discussion about IT audit matters
with the audit committee? (Shown: “Yes” responses)

Company Size (Annual Revenue)

i i 7]% i

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region

| %
North America J Bg ; 67%

19*

Middle East

Africa J
% Oceania

Latin America/South America B U
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« « + Doesthe CAE or IT audit director attend any of the following meetings to help
construct the IT audit plan? (Multiple responses permitted)

. . Latin America/ | Middle North .

Region

Regularly scheduled meetings

with CIO 37% 33% 49% 46% 28% 56% 68%
Large-scale IT audit project meetings 32% 20% 27% 22% 24% 35% 45%
IT strategy meetings 24% 18% 26% 43% 34% 26% 26%
IT department staff meetings 7% 17% 18% 26% 21% 27% 23%
IT portfolio management meetings 10% 12% 16% 26% 14% 18% 19%

@ In most organizations, the CAE or IT audit leader is not attending IT meetings regularly to help develop the IT

audit plan, conduct periodic checkpoints and stay abreast of IT-related happenings.

An IT audit risk assessment is completed annually or whenever major changes occur in the IT environment.
Discussions are held with relevant management, e.g., head of IT and application owners, to ratify the results of
the IT audit risk assessment. In addition, the outcome of the risk assessment is discussed with risk management
to gather their feedback and comments.

— Chief audit executive, small financial services company, Oceania
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* « + How are T audit resources structured within your organization?

Company Size (Annual Revenue)

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999.99 million US$100 million

Current 2016 2015 Current 2016 2015 Current 2016 2015 Current 2016 2015

Part of the

internal audit

department, 49% 50% 56% 59% 61% 56% 58% 59% 63% 43% 46% 44%
not a separate

function

Part of the
internal audit
department, but
considered to
be a separate
function

Embedded in the

:';gei)';'f:ttéoa“uzsit 9%  10% 7% 3% 8% 7% 6% 10% 9%  21% 21% 27%

function

No IT audit
resources are
available within
the organization

41% 36% 35% 34%  26% 31% 28%  23% 22% 25% 22% 17%

1% 4% 2% 4% 5% 6% 8% 8% 6% 11% 11% 12%

Region

Latin America/ | Middle North

Africa Oceania

South America America

Part of the internal audit

. 32% 35% 52% 50% 37% 58% 55%
department, not a separate function

Part of the internal audit
department, but considered 46% 40% 32% 35% 50% 29% 32%

to be a separate function

Embedded in the organization as a

. . 12% 21% 13% 13% 10% 5% 10%
separate audit function

No IT audit resources are available

s o 10% 4% 3% 2% 3% 8% 3%
within the organization
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+ + + Doyouuse outside resources to augment/provide your IT audit skill set?
(Multiple responses permitted)

Company Size (Annual Revenue)

Yes, we use Yes, we outsource the Yes, we use We do not use
guest auditors IT audit function co-source providers outside resources

Current 2016 2015 Current 2016 2015 Current 2016 2015 Current 2016 2015

S;Zteb:”tf;” 28%  22% 24% 5% 6% 5%  53% 36% 40%  31%  43% 41%
322}1 t;'g'sirl‘li;n 18% 15% 17% 5% 5% 9%  42% 46% 34%  42%  40% 48%
nggg ;;”r::ilrlli;n 18%  24% 21% 6% 8% 10% 39% 30% 32%  44%  45% 47%

.y (] (o} (] (o] (] (] (] (] (] (] (] (]
bessg fggr;“”m 22%  22% 28% 9% 8% 11%  30% 23% 20% 47% 51% 49%

@ A growing number of organizations are relying on outside resources (either outsourced or co-sourced)

for assistance and support.
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+ + + Doyouuse outside resources to augment/provide your IT audit skill set?

Region (“Yes” responses)

| %
North America J 58 ; 48%

b4*

Middl%fast
54%J i o
g4

Latin America/South America

35"

IT audit groups should evaluate whether they have the right skills to deliver against the evolving and increasingly
technical IT risk landscape that most organizations face, either through enhancing their skills or internal resources,
or augmenting their staffs with external expertise.
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« + « Whatis the percentage of outside IT audit resource hours used compared to total
IT audit hours?

Company Size (Annual Revenue)

Greater than
US$5 billion

2016 BNV

Current AN

VIR 5% = 7%

US$1 billion -

US$100 million -
US$100 million US$999.99 million US$4.99 billion

Current REAR:YS 11%

2016 R 15% 23% 46%

Less than

20% 30% 40% 50% 60% 70% 100%
B Greater than 75% H 20-49% B Lessthan 10%
MW 50-75% W 10-19% Bl None/Don’t know

38 - Protiviti - ISACA



Please indicate the primary reason(s) your company uses outside resources to

augment IT audit skills. (Multiple responses permitted)

Company Size (Annual Revenue)

Lack of resources

In-house internal audit department lacks
IT audit skill sets

Different/outside perspectives

Provides the opportunity for people to learn
from the experiences of outside resources

Variable resource modeling

Region

Greater than | US$1 billion -

US$5 billion | US$4.99 billion

US$100 million -
US$999.99 million

Less than
US$100
million

39%

27%

26%

29%

20%

38%

25%

23%

22%

15%

34%

25%

22%

21%

12%

32%

26%

24%

22%

11%

Latin Amerlca/ Middle North

Lack of resources 17%

In-house internal audit department

O,
lacks IT audit skill sets 32%
Different/outside perspectives 15%
Provides the opportunity
for people to learn from the 22%
experiences of outside resources
Variable resource modeling 7%

36%

32%

32%

27%

17%

37% 20%
25% 15%
20% 20%
23% 12%
14% 2%

28%

17%

28%

21%

14%

40%

27%

24%

24%

16%

52%

19%

35%

32%

29%
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« « + Pleaseindicate the number of IT audit reports issued as a percentage of the total reports
issued by the internal audit department.

30%

25% T~ _—
T
- I S A N

10% \

0%

2012 2013 2014 2015 2016 Current

B Greater than 20% B Lessthan5%

@ The number of IT audit reports issued has risen dramatically over the past four years.
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+ « -+ Pleaseindicate the number of IT audit reports issued as a percentage of the total reports
issued by the internal audit department.

Greaterthan | yoy Trend 15-20% YOY Trend

Company Size (Annual Revenue)

Greater than US$5 billion 30% ’I‘ 31% ’I‘_
US$1 billion - US$4.99 billion 26% Q) 27% Q)
US$100 million - US$999.99 million 28% ™ 21% ©
Less than US$100 million 25% Q) 19% Q)
Region
Europe

i, RO .

5% Middle East

R
Latin America/South America 8% £} 4 55%
48: B

7 ]

. Greater than 15% . Lessthan 5%
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Please indicate the number of process audit reports (that included a review of the
underlying technology) issued as a percentage of the total reports issued by the
internal audit department.

Company Size (Annual Revenue)

Greater than | US$1billion- | US$100 million - LS;;;%%“
US$5 billion | US$4.99 billion | US$999.99 million million
Greater than 20% 33% 33% 31% 28%
15-20% 15% 14% 17% 20%
10-14% 16% 14% 18% 13%
5-9% 12% 8% 13% 12%
Less than 5% 9% 14% 11% 9%
None/Don’t know 15% 17% 10% 18%
Region

Latin Amerlca/ Middle North

Greater than 20% 26% 38% 30% 36% 18% 32% 26%

15-20% 16% 20% 14% 25% 25% 16% 13%

10-14% 24% 12% 19% 11% 25% 13% 23%

5-9% 11% 7% 14% 9% 7% 11% 16%

Less than 5% 13% 15% 7% 9% 18% 11% 13%

None/Don’t know 10% 8% 16% 10% 7% 17% 9%
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Company Size (Annual Revenue)

Increase by more than 20%
Increase by 11% to 20%
Increase by 5% to 10%
Remain about the same
Reduce by 5% to 10%
Reduce by 11% to 20%
Reduce by more than 20%

Don’t know

Region

Greater than

US$5 billion

5%
7%
18%
59%
1%
0%
1%

9%

8%
6%
13%
60%
0%
1%
1%

11%

US$1 billion -
US$4.99 billion

Increase by more than 20%

Increase by 11% to 20%

Increase by 5% to 10%

Remain about the same

Reduce by 5% to 10%

Reduce by 11%to 20%

Reduce by more than 20%

Don’t know

US$100 million -

12% 0% 14%
6% 9% 7% 11% 5%
12% 30% 10% 25% 24%
53% 42% 59% 42% 33%
0% 2% 2% 3% 5%
0% 0% 0% 0% 5%
0% 4% 2% 0% 0%
17% 13% 12% 13% 14%

@ Many IT audit groups plan to bring on more staff over the next 12 months.

6%
4%
13%
61%
1%
1%
1%

13%

US$999.99 million

ia | Europe Latin America/ | Middle North
P South America East America
o 8% 6% 5%

5%
15%
65%

0%

0%

0%

10%

What is your organization’s hiring plan for the next 12 months in relation to IT audit staff?

Less than
US$100
million
8%
7%
18%
51%
3%
0%
2%

11%

Oceania

20%
4%

12%

52%
0%
0%
4%

8%
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« « + Arethere specific areas of your current IT audit plan that you are not able to address
sufficiently due to lack of resources/skills? (Shown: “Yes” responses)

Company Size (Annual Revenue)

)@

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region

North Am&rz% J

Latin America/South America

06"

i I

Middl%iast
Af7riZ " J 43 0ceanli%a]
A4
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« « « ArelT audits conducted by individuals who are full-time internal audit professionals in the
internal audit department and who focus on IT audit projects? (Shown: “Yes” responses)

Company Size (Annual Revenue)

i 88% i i

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region

North America Elﬁjﬁ% J o1 %
: A%J * 75
Middl?%!fast
ﬁiﬁ%J b -
84

Latin America/South America

86"
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Assessing IT Risks Effectively — IT Audit Risk
Assessments and the Audit Plan

In recent years, organizations have made significant
gains in the frequency with which they conduct and
update IT audit risk assessments. However, as is the
case throughout our survey results, many companies
still have room for improvement when it comes to the
timing and nature of their IT audit risk assessments.

The segment of IT audit groups that demonstrate lead-
ing practices in IT risk assessments is growing, but it
remains small. Relatively few IT audit groups integrate
meaningful involvement in these risk assessments from
the audit committee or executive management (although
IT audit’s access to these leaders may be limited), nor do
they update their IT audit risk assessments on a frequent
basis (at least quarterly). The rapid speed of technological
innovation in the organization, including digitalization
initiatives, as well as the rapidly evolving cyber threat
landscape, should be drivers to performing IT audit risk
assessments more frequently given the potential IT risks
these activities may create.

On a positive note, progress is being made. While
relatively few IT audit groups updated their IT audit
risk assessments quarterly or more frequently last

year (a practice we encourage), more than 40 percent
of IT audit groups plan to update their IT audit risk
assessments quarterly or more frequently in the coming
year as a result of digitalization-related changes inside
the organization. That said, more than 10 percent of
organizations do not conduct any form of an IT audit risk
assessment; this figure really ought to be at or near zero
given the extensive (and increasing) reliance on tech-
nology by almost every organization. The pace of change
of internal and external factors necessitates a need for
frequent updates to the IT audit risk assessment or even
continual monitoring of IT risk indicators.

Collaboration and advanced auditing tools and tech-
nology can prove effective in helping IT audit groups
increase the frequency of their risk assessments.
Healthier partnerships with executive management,
the IT function, line-of-business executives and other
stakeholders will help alert IT auditors to changes in
various parts of the organization that create the need
for a new or updated IT audit risk assessment. Audit
analytics, continuous monitoring of risk and other
indicators, and machine learning applications can
provide similar signals that IT risks have evolved.
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« « « Doesyourorganization conduct an IT audit risk assessment?

Company Size (Annual Revenue)

Greater than | US$1billion- | US$100 million - LS;;;%%"
US$5 billion | US$4.99 billion | US$999.99 million o
million
Yes,' it I'S conducted as part of the overall internal 63% 66% 62% 549%
audit risk assessment process
Yes, it is conducted separately from the 22% 17% 17% 16%

overall internal audit risk assessment process

Yes, it is conducted by a group other than
internal audit, but internal audit relies on the 8% 6% 7% 11%
output to produce their audit plan

No, an IT audit risk assessment is not conducted 7% 11% 14% 19%

Region

. . Latin America/ | Middle North .
Africa | Asia | Europe South America East America Oceanla
Yes, it is conducted as part of

the overall internal audit risk 47% 50% 61% 43% 50% 67% 71%
assessment process

Yes, it is conducted separately
from the overall internal audit risk 13% 30% 17% 27% 32% 16% 16%
assessment process

Yes, it is conducted by a group
other than internal audit, but

o, 0, o, 0, 0, 0, O,
internal audit relies on the output 21% 8% 7% 7% e 6% 6%
to produce their audit plan
No, an IT audit risk assessment is 199% 12% 13% 21% 7% 11% 7%

not conducted

(.’) Small but meaningful numbers of IT audit groups do not conduct an IT audit risk assessment. A large

number perform this assessment in isolation, which can limit its effectiveness.
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+ « + Pleaseindicate the level of involvement of each of the following individuals/groups in
your organization’s IT audit risk assessment process. (Shown: Significant/Moderate

levels of involvement)

Region

North America

39"
62"

Latin America/South America

a(®

b3*

. Audit committee

51 Wk
ik - ?5;
et

7 Tk
ik g7b

. Executive management (e.g., ClO)
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« « <« Frequency with which the IT audit risk assessment is updated:

Company Size (Annual Revenue)

2t | vor | ustomion | vov | O550mien- | vov [ Lozt von

billion Trend | US$4.99 billion | Trend million Trend million Trend
Continually 19% (D 11% © 8% ™ 1w ©
Monthly 0% ® 1% © 1% @ o QO
Quarterly 7% (D 7% © 11% @ 1% @
Semi-annually 1% O 10% ™ 10% @ %
Annually a8% (L) 67% ™ 63% ™ ss% Q)
Less than annually 5% @ 4% @ 7% @ 8% @
Never 0% Q) 0% © 0% ©@ 2%
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* + « Frequency with which the IT audit risk assessment is updated:

Region

Europe

North America % Asia
2y 7

S 32" 56 3
5: 68% 7[]%

. Quarterly or more frequently . Semi-annually or less frequently

Over the last several years, the IT audit risk assessment

GLOBAL LEADER . . . Lo
Middle East has aligned itself with the overall enterprise risk

assessment. They use the same definitions and heat
map so there is consistency in reporting of risks.

— Chief audit executive, large healthcare payer company, North America
of organizations update their
IT audit risk assessments at
least quarterly.
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« « « Willdigitalization efforts impact the frequency of updates made to your organization’s
fiscal 2018 IT audit risk assessment? (Shown: “Yes” responses)

Company Size (Annual Revenue)

) (28 (3% 4

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region

Europe J o
| %
North America J 38 ; 65%

32"

Middl%iast
b 0 -
18

Latin America/South America

aJ*
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« « <« How frequently will your IT audit risk assessment be updated in fiscal 2018 due to
digitalization changes within your organization?

Company Size (Annual Revenue)

o . Less than
Greater than | US$1billion- | US$100 million - US$100

US$5 billion | US$4.99 billion | US$999.99 million million

Continually 26% 11% 8% 22%
Monthly 2% 2% 3% 2%
Quarterly 28% 19% 22% 18%
Semi-annually 22% 23% 25% 31%
Annually 18% 43% 39% 18%
Less than annually 4% 2% 3% 7%
Never 0% 0% 0% 2%
Region
Latin Ameri(.:a/ Nort.h Oceania
South America America
Continually 31% 15% 20% 0% 0% 21% 17%
Monthly 13% 3% 2% 0% 0% 2% 0%
Quarterly 19% 24% 26% 16% 42% 20% 33%
Semi-annually 25% 15% 30% 42% 25% 22% 33%
Annually 12% 43% 20% 26% 25% 31% 17%
Less than annually 0% 0% 2% 16% 0% 4% 0%
Never 0% 0% 0% 0% 8% 0% 0%

Digitalization-driven changes in the organization are influencing the frequency of IT audit risk assessments.

G) .2 Interestingly, these responses indicate a significantly higher level of frequency in updates to the IT audit risk
assessment compared to the general question on frequency (see page 48).
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« « « Which of the following activities is your IT audit function responsible for?
(Multiple responses permitted)

. . Latin America/ | Middle North .

Region

Collecting and analyzing

. 63% 46% 47% 76% 30% 46% 68%
data analytics
Conducting application audits 92% 76% 78% 85% 85% 79% 93%
Conducting cyber security audits 63% 68% 67% 61% 63% 75% 79%
Conducting integrated audits 66% 61% 65% 71% 44% 68% 61%
Conducting IT fraud investigations 39% 31% 37% 46% 37% 31% 29%
Conducting IT general control audits 84% 85% 88% 85% 85% 87% 96%
Conducting IT governance audits 71% 64% 75% 66% 63% 67% 82%
Conducting IT infrastructure audits 74% 64% 77% 76% 67% 71% 54%
Conducting IT process audits 82% 78% 82% 83% 67% 78% 79%
Conducting penetration testing 37% 22% 15% 20% 22% 20% 21%
Conducting physical security audits 66% 64% 50% 61% 37% 54% 57%
ﬁ;’;‘:‘:::n”é E;:S; t2°5t' 66%  51%  57% 51% 33% 59% 71%
Conducting social engineering audits 26% 17% 15% 17% 15% 14% 21%
Conducting social media audits 18% 12% 20% 20% 11% 19% 32%
Conducting vendor audits 37% 36% 36% 46% 19% 36% 36%
acsf’sr::s:nt;’;fs"“'”erab"'ty 55%  27%  28% 39% 22% 23% 25%
Maintaining internal control

. 24% 22% 19% 20% 11% 24% 14%

framework documentation
PCI DSS 21% 15% 15% 15% 15% 20% 21%
Performing continuous auditing 45% 25% 25% 46% 22% 25% 39%
Providing consultative services 55% 42% 41% 44% 26% 58% 54%
Providing external audit support 39% 27% 29% 37% 15% 45% 21%
Testing for IT Sarbanes-Oxley
or other related country- 13% 20% 17% 22% 0% 52% 7%
specific compliance
Testing IT compliance 58% 44% 46% 54% 41% 57% 25%
Testing business continuity/disaster 589% 26% 43% 56% 24% 549% 46%

recovery plans
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+ « « Ofthe total number of IT audits conducted annually, what percentage of total IT audit
hours are spent on the following areas?

Company Size (Annual Revenue) — Top 3 Audit Areas

Greaterthan | US$1billion- | US$100 million - ng;ti'&"
US$5 billion | US$4.99 billion | US$999.99 million e
million
Conducting IT general control audits () ) () ()
Testing for IT Sarbanes-Oxley or other related PS °®
country-specific compliance
Conducting application audits () ) () ()
Conducting integrated audits (]
Collecting and analyzing data analytics ()

Region — Top 3 Audit Areas

. . Latin America/ | Middle North .
Africa | ‘Asla || Europe South America East America Oceanla
Testing for IT Sarbanes-Oxley or

other related country-specific [ )
compliance

Conducting IT general control audits [ ) ([ ) ([ ] o o o
Conducting cyber security audits () o
Conducting integrated audits o

Conducting application audits ([ ] o (] o o

Collecting and analyzing
data analytics

Conducting IT process audits ([ ] o o
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e + + Onwhich of the following accepted industry framework(s) is the IT audit risk assessment
based? (Multiple responses permitted)

Region
COBIT 61%  62%  68% 94% 52% 63% 63%
COSO 32% 37%  31% 53% 28% 47% 22%
ISO 68%  44%  34% 44% 52% 15% 41%
NIST CSF 10%  12%  13% 9% 8% 39% 15%
ITIL 32%  33%  31% 34% 32% 15% 33%
Basel IlI 6% 4% 10% 6% 16% 1% 0%

« « + What percentage of time does the IT audit function spend on assurance vs. compliance vs.
consulting activities?

Company Size (Annual Revenue)

Greater than 75% 50-75% 25-49% None/Don’t know

Greater than US$5 billion

Assurance 25% 24% 28% 12% 7% 4%

Compliance 5% 14% 30% 26% 18% 7%

Consulting 0% 3% 14% 26% 44% 13%
US$1 billion - US$4.99 billion

Assurance 24% 32% 22% 13% 4% 5%

Compliance 10% 12% 21% 26% 23% 8%

Consulting 2% 5% 10% 31% 40% 12%

US$100 million - US$999.99 million

Assurance 23% 31% 23% 12% 5% 6%
Compliance 7% 11% 26% 24% 20% 12%
Consulting 1% 3% 16% 27% 40% 13%

Less than US$100 million

Assurance 20% 27% 26% 14% 5% 8%
Compliance 11% 12% 29% 26% 12% 10%
Consulting 2% 12% 18% 21% 32% 15%
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What percentage of time does the IT audit function spend on assurance vs. compliance vs.
consulting activities?

Region
Greater than 75% 50-75% | 25-49% None/Don’t know

Africa

Assurance 41% 35% 15% 6% 0% 3%

Compliance 6% 9% 21% 29% 24% 11%

Consulting 3% 6% 15% 26% 41% 9%

Asia

Assurance 22% 35% 28% 4% 11% 0%

Compliance 11% 13% 31% 26% 17% 2%

Consulting 2% 11% 19% 30% 35% 3%
Europe

Assurance 31% 23% 21% 15% 2% 8%

Compliance 3% 12% 25% 30% 18% 12%

Consulting 1% 5% 8% 24% 44% 18%

Latin America/South America

Assurance 16% 47% 11% 13% 8% 5%

Compliance 18% 3% 32% 21% 18% 8%

Consulting 0% 13% 13% 26% 39% 9%

Middle East

Assurance 19% 14% 48% 5% 10% 4%

Compliance 5% 10% 29% 24% 24% 10%

Consulting 0% 5% 24% 14% 38% 19%

North America

Assurance 19% 28% 26% 15% 6% 6%

Compliance 9% 15% 26% 23% 18% 9%

Consulting 1% 3% 15% 28% 40% 13%
Oceania

Assurance 36% 32% 28% 0% 0% 4%

Compliance 4% 0% 32% 24% 28% 12%

Consulting 0% 0% 28% 24% 32% 16%
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» « |If your company has an ERM program, does the IT audit risk framework used for the risk
assessment link to the ERM framework? (Shown: “Yes” responses)

Company Size (Annual Revenue)

Greater than US$1 billion - US$4.99 US$100 million - Less than
US$5 billion billion US$999.99 million US$100 million

Current 2016 2015 Current 2016 2015 Current 2016 2015 Current 2016 2015

49% 47% 47% 39% 36%  40% 42% 42% 44% 39% 33%  34%

Region

Europe J o
| % o
North America r 40 37%

Middle East
Africa J 40
55% Oceania
Latin America/South America 4]

25"
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Has your IT audit activity completed an evaluation and assessment of your organization’s
IT governance process, in accordance with ISACA’'s COBIT Framework and IlA Standard
2110.A2? (Shown: “Yes” responses)

Company Size (Annual Revenue)

COBIT

2110.A2

0% 10% 20% 30% 40% 50% 60% 70%
B Greater than US$5 billion B US$100 million - US$999.99 million
M US$1 billion - US$4.99 billion M Less than US$100 million

COBIT 5 is the latest edition of ISACA’s globally accepted framework, providing an end-to-end business view of
the governance of enterprise IT that reflects the central role of information and technology in creating value for
enterprises. The principles, practices, analytical tools and models found in COBIT 5 embody thought leadership
and guidance from business, IT and governance experts around the world.

lIA Standard 2110.A2 states, “The internal audit activity must assess whether information technology governance

of the organization sustains and supports the organization’s strategies and objectives.”

Source: The Institute of Internal Auditors International Professional Practices Framework
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+ + + Hasyour IT audit activity completed an evaluation and assessment of your organization’s
IT governance process, in accordance with ISACA’'s COBIT Framework and IIA Standard
2110.A2? (Shown: “Yes” responses)

Region

i 1
37 9 §d§eggast

96"~ - 3g" £

Latin America/South America %
g 9 oL

34

@ cosiT @ 211042

GLOBAL LEADER GLOBAL LEADER
Latin America/South America Middle East

of organizations have of organizations have
completed an evaluation completed an evaluation
and assessment of their and assessment of their
IT governance process, in IT governance process,
accordance with ISACA's in accordance with II1A
COBIT Framework. Standard 2110.A2.
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« + -+ |Ifyouanswered “No” to the previous question, indicate whether you intend to complete
an evaluation and assessment of your organization’s IT governance process.

Company Size (Annual Revenue)

Yes, within the next year Yes, but not within the next year

COBIT 2110.A2 COBIT 2110.A2
Greater than US$5 billion 12% 9% 22% 18%
US$1 billion - US$4.99 billion 20% 16% 27% 18%
US$100 million - US$999.99 million 11% 13% 27% 29%
Less than US$100 million 22% 10% 28% 31%

Region
COBIT 2110.A2 COBIT 2110.A2
Africa 53% 17% 27% 43%
Asia 7% 13% 38% 21%
Europe 10% 9% 26% 19%
Latin America/South America 7% 16% 36% 24%
Middle East 38% 15% 8% 15%
North America 16% 12% 24% 24%
Oceania 9% 16% 45% 26%
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* + « When planning, conducting and reporting the results of IT audits, does the IT audit
function utilize ISACA’s standards, guidelines and procedures, as incorporated in ITAF
(Information Technology Assurance Framework)? (Shown: “Yes” responses)

Company Size (Annual Revenue)

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region

Europe J o
| % o
North America J B] 59%

02"

Middle East

oy o 92"

Latin America/South America B U

68"
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When performing IT process assessments, does the IT audit function use ISACA’s

COBIT Framework? (Shown: “Yes” responses)

Company Size (Annual Revenue)

i

8%

0* )( 64

Greater than US$1 billion - US$100 million - Less than
US$5 billion US$4.99 billion US$999 million US$100 million
Region
Europe J
Asia

North America

5gs—

Latin America/South America

g2"

68"

®¢ 57%

Middle East

b7*

Africa

6

Oceania

68"
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e+ + Inyour most recently completed year of Sarbanes-Oxley (SOX) compliance, what percentage
of your organization’s IT audit hours are associated with SOX-related activities?

Base: Respondents required to comply with the U.S. Sarbanes-Oxley Act

Greater than 75%
50-75%
20-49%
10-19%

Less than 10%

None/Don’t know

0% 10% 20% 30% 40%

Bl Current H 2016
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Demographics

e « « Position

Chief Audit Executive (or equivalent) 13%
IT Audit Director 14%
Audit Director 4%
IT Audit Manager 30%
Audit Manager 6%
IT Audit Staff 21%
Audit Staff 5%
Other 7%

e « « Industry

Financial Services 26%
Government/Education/Not-for-Profit 13%
Insurance 7%
Manufacturing/Engineering 7%
Professional Services 6%
Energy 4%
Healthcare Provider 4%
Technology 4%
Retail 3%
Technology Services Consulting 3%
Telecommunications 3%
Consumer Products 2%
Real Estate 2%
Utility 2%
Distribution and Transportation 1%
Healthcare Payer 1%
Hospitality 1%
Life Sciences/Biotechnology 1%
Media 1%
Transportation 1%
Other 8%
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Size of Organization (by gross annual revenue in U.S. dollars)

$20 billion or greater

$10 billion to $19.99 billion

$5 billion to $9.99 billion

$1 billion to $4.99 billion

$500 million to $999.99 million
$100 million to $499.99 million
Less than $100 million

Type of Organization

Publicly traded
Private
Government
Not-for-profit
Other

Organization Headquarters

North America

Europe

Asia

Latin America/South America
Africa

Middle East

Oceania

14%
7%
9%

23%
11%
15%
21%

39%

34%
17%
8%
2%

52%
22%
9%
5%
5%
4%
3%
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* « -« T Audit Department Headquarters

North America 51%
Europe 21%
Asia 9%
Latin America/South America 6%
Africa 6%
Middle East 4%
Oceania 3%

e + « Audit Department Headcount

Lessthan 5 18%
5to9 20%
10to 19 19%
20to 29 11%
More than 30 32%

e« « Total Number of Full-Time IT Auditors

0 7%
1 23%
2 16%
3 10%
4 7%
5 7%
6-10 15%
More than 11 15%
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ABOUT PROTIVITI

Protiviti is a global consulting firm that delivers deep expertise, objective insights, a tailored approach and unparalleled collaboration to help leaders
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