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SOX Compliance Amid a New Business Equilibrium | Protiviti’'s 2020 Sarbanes-Oxley
Compliance Survey

The COVID-19 global pandemic has caused seismic shifts in companies of all sizes. The impact worldwide has

been well-documented and will continue to evolve not only for the remainder of 2020, but certainly in the
years to come as organizations transition to the new equilibrium.

We conducted this year’s Sarbanes-Oxley Compliance Survey in the first quarter of 2020, before the full
scope and impact of the COVID-19 pandemic was realized. However, since the results largely reflect SOX
programs and work performed in fiscal year 2019, the findings remain highly relevant. In addition, trends
we've identified with regard to the use of automation and technology tools are illuminated even further in
this crisis, with offices worldwide closed and a massive percentage of the workforce — likely more than at any
time in history — is working remotely.
These are unprecedented times. But CAEs and internal audit and SOX leaders are well-aware that their
obligations to perform internal controls reviews and testing continue. And as we learned from our survey,

challenges endure with regard to managing costs and time, as well as leveraging automation and technology
tools to achieve long-term savings and efficiencies.
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https://www.protiviti.com/sites/default/files/china/insights/cn-protiviti-2020-sox-compliance-survey.pdf
https://www.protiviti.com/sites/default/files/2020-sox-survey-protiviti.pdf
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Board Perspectives: Risk Oversight — Is Your Board Digitally Savvy?

Boards and business leaders are well aware of the digital revolution taking place across the globe and how
digital leaders were able to navigate the choppy COVID-19 seas much more effectively than their less
resilient peers. But what’s being done to advance their organisations’ digital capabilities? Specifically, does
the board possess the digital savviness needed to support the CEO’s efforts to continuously improve the
company'’s business model, customer experience, decision-making processes, and operational efficiency and
effectiveness?

This edition of Board Perspectives offers some suggestions to the question '"How does a board gain that
next-generation knowledge?'
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Flash Report - PCAOB Issues Staff Update and Preview of 2019 Inspection Observations

On October 8, the Public Company Accounting Oversight Board (PCAOB) published its Staff Update and
Preview of 2019 Inspection Observations. In 2019, the PCAOB inspected approximately 175 audit firms and
reviewed portions of roughly 710 public company audits in the United States and abroad. Through the
inspections, the board identified potential areas of improvement for all firms and good practices that enhance
audit quality. It also reviewed how auditors are responding to technology-related developments.

In this Flash Report, we highlight some of the most notable areas the PCAOB underscored in the findings.

Read More m
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https://www.protiviti.com/sites/default/files/china/insights/cn-bpro-issue129-is-your-board-digitally-savvy.pdf
https://www.protiviti.com/sites/default/files/newsletter-bpro-issue12-is-your-board-digitally-savvy-protiviti-global.pdf
https://www.protiviti.com/sites/default/files/united_states/insights/protiviti-pcaob-flash-report-preview-2019-inspections-observations-100920.pdf
https://www.protiviti.com/sites/default/files/china/insights/pov-aml-model-validation-cn.pdf
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China’s Cybersecurity Law: Multiple-level Protection Scheme

In part one of our Point of View series Interpretations of the updates to China’s Cybersecurity Law, we
highlighted the updated legal requirements that impact organizations looking to do business in mainland
China. One of these is the Multi-Level Protection Scheme (MLPS), an administrative requirement found

in Article 21 of the Cybersecurity Law. Initially introduced in 1994, an updated MLPS 2.0 was issued in
2019, requiring network operators to ensure their networks are protected against interference, damage, or
unauthorized access.

Read More m

China’s Cybersecurity Law: Critical Information Infrastructure

As part of our series providing insights into the Cybersecurity Law of the People’s Republic of China

(PRC), this fourth installment focuses on the requirements in Section Two, Chapter Three, pertaining to
Critical Information Infrastructure (Cll) operators. According to the Cybersecurity Law, Cll is defined as any
information infrastructure that can endanger national security, national strategy, and civil welfare in the
event of a data breach, compromised network, or system malfunction.

Read More L?'

China’s Cybersecurity Law: Data Cross-Border Transfer

As part of our series providing insights into the Cybersecurity Law of the People’s Republic of China (PRC),
this fifth installment focuses on the cross-border transfer of data — or data localization — that is outlined in
Article 37. This article covers the transfer and access of personal information and important data collected by
critical information infrastructure (Cll) operators in mainland China. However, other measures and guidelines
currently under discussion (including Cross-Border Transfer Assessment Measures for Personal Information
and Important Data as well as Security Assessment Guideline for Data Cross-Border Transfer) could extend
network operator requirements.

Read More m
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https://www.protiviti.com/sites/default/files/china/insights/pov-finance-and-business-integration.pdf
https://www.protiviti.com/sites/default/files/china/insights/pov-multiple-level-protection-scheme-cn.pdf
https://www.protiviti.com/sites/default/files/china/insights/pov-critical-information-infrastructure-cn.pdf
https://www.protiviti.com/sites/default/files/china/insights/csl-pov5-data-cross-border-transfer-cn.pdf
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https://www.protiviti.com/sites/default/files/china/about_us/client-story-risk-management-practice-in-soe-cn-protiviti.pdf
https://www.protiviti.com/sites/default/files/china/insights/best-practice-iaaw16-express-cn.pdf

