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Board Perspectives: Risk Oversight

Ten Risk Oversight Principles

Issue 7

In October 2009, the National Association of Corporate
Directors (NACD) published its Report of the NACD
Blue Ribbon Commission — Risk Governance: Balancing
Risk and Reward. This report recommends 10 principles
to assist boards in strengthening their oversight of
the company’s risk management.

Key Considerations

According to the report, “... the Commission believes

that [the 10] principles provide a foundation that boards
can use to build a more comprehensive risk oversight
system tailored to the specific needs of their respective
companies.” We agree. Offered as guidance to directors,
these principles provide a context for understanding the
risk oversight process.

Principles 1 and 2 are especially important because
they focus on understanding the risks inherent in the
corporate strategy. It is vital that directors understand
the business, including the risks inherent in the business
model, and understand and agree with management
on the company’s risk appetite.

Principle 3 is important as directors collaborate in
clarifying risk oversight responsibilities for the full
board and various standing committees. The NACD
Blue Ribbon Commission (BRC) asserts that “... as a
general rule, the full board should have primary respon-
sibility for risk oversight, with the board’s standing
committees supporting the risks inherent in their
respective areas of oversight.” To that end, the NACD
BRC discusses five categories of risks facing each board
— governance risks, critical enterprise risks (i.e., risks

Ten Principles of Effective Risk Oversight
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. Understand the company’s key drivers of success.
. Assess the risk in the company’s strategy.
. Define the role of the full board and its standing

committees with regard to risk oversight.

. Consider whether the company’s risk manage-

ment system — including people and processes —
is appropriate and has sufficient resources.

. Work with management to understand and agree

on the types (and format) of risk information the
board requires.

Encourage a dynamic and constructive risk
dialogue between management and the board,
including a willingness to challenge assumptions.

. Closely monitor the potential risks in the

company’s culture and its incentive structure.

. Monitor critical alignments — of strategy, risk,

controls, compliance, incentives and people.

. Consider emerging and interrelated risks: What’s

around the next corner?

Periodically assess the board’s risk oversight
processes: Do they enable the board to achieve
its risk oversight objectives?

Source: Chapter 4, Report of the NACD Blue Ribbon Commission — Risk

Governance: Balancing Risk and Reward, National Association of
Corporate Directors, October 2009, pages 14-19.

protiviti.com


http://www.protiviti.com

BOARD PERSPECTIVES: RISK OVERSIGHT

that threaten the company’s strategy and business
model), board-approval risks, business management
risks, and emerging and nontraditional risks (e.g.,
climate change) — and delineates between manage-
ment’s and the board’s responsibilities.

Principle 4 is important because, too often, risk is an
afterthought to strategy and risk management is an
appendage to performance management, i.e., risk
management is often what the NACD BRC describes
as a “side activity.” This principle addresses looking
beyond mere risk identification to consider the
adequacy of other dimensions of managing risk,
including policies, processes, people, reporting,
incentives and culture.

Principle 5 is a common issue for many boards. We
often hear directors complaining of being overwhelmed
with reports while being underwhelmed with insightful
information for decision-making. Reporting should
consider the importance of providing different perspec-
tives on a given risk as opposed to sole reliance on
quantitative models.

Principle 6 addresses the need for constructive engage-
ment between boards and management on risk matters.
This principle’s reference to challenging assumptions
is especially important in light of the global financial
crisis. As a result, many have questioned whether boards
really understand the key variables driving success and
the sensitivity of those variables to changes in markets.

Likewise, Principle 7 points to another lesson of the
financial crisis — the importance of the potential impact
of a company’s culture and incentive compensation
structure on its risk profile over time.
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Principle 8 speaks to alignment of strategy, risk, controls,
compliance, incentives and people, for without it, there
is likely to be a disconnect between a company’s strategy
and its execution. Principle 9 asks the question, “What’s
around the next corner?” This question is anticipatory
in nature and deals with emerging risks that currently
are not on management’s radar. Finally, Principle 10
advocates applying the best practice of periodic board
self-evaluations to the risk oversight process.

Questions for Boards

Following are some suggested questions that boards of
directors may consider, in the context of the nature of
the entity’s risks inherent in its operations:

* Has the board articulated its risk oversight objectives?

* Has the board evaluated the effectiveness of its risk
oversight processes in achieving its risk oversight
objectives? Does the board plan to conduct this
evaluation periodically?

* Is the board proactively taking steps to address any
gaps that impede its risk oversight effectiveness?

How Protiviti Can Help

Protiviti assists boards and executive management
with assessing the risks inherent in the enterprise’s
strategy and business plans, either across the entity
or at various operating units, and the capabilities for
managing those risks. We help organizations identify
and prioritize the risks that can impair their reputation
and brand image and lead to failure to execute the
corporate strategy successfully.

Protiviti (www.protiviti.com) is a global business consulting and internal audit firm composed of experts specializing in risk,
advisory and transaction services. The firm helps solve problems in finance and transactions, operations, technology, litigation,
governance, risk, and compliance. Protiviti’s highly trained, results-oriented professionals provide a unique perspective on a
wide range of critical business issues for clients in the Americas, Asia-Pacific, Europe and the Middle East.

Protiviti has more than 60 locations worldwide and is a wholly owned subsidiary of Robert Half International Inc.
(NYSE symbol: RHI). Founded in 1948, Robert Half International is a member of the S&P 500 index.

[ ] [ ] [ J
protiviti-
Risk & Business Consulting.

© 2010 Protiviti Inc. An Equal Opportunity Employer. PRO-0510 A
dua “ep VTPV Internal Audit.

Protiviti is not licensed or registered as a public accounting firm and does
not issue opinions on financial statements or offer attestation services.


http://www.protiviti.com

