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The United Arab Emirates (UAE) Federal Personal Data Protection (PDP) Law No. 45 of 2021 (UAE
PDP Law), which came into effect on 2 January 2022, provides a legal framework to ensure the
security and privacy of personal information.

It is designed to protect and empower UAE 6 months. Under UAE PDP Law, businesses (data
citizens' and residents' data privacy rights to controllers) and their suppliers (data processors)
reshape the way organizations address data are required to demonstrate compliance. Though
security and privacy requirements. The UAE the penalties are yet to be released, under the UAE
cabinet has established the UAE Data office as PDP Law, the appointed bureau can carry out
Competent Supervisory Authority to ensure investigations/audits against the organizations
federal law enforcement. Once the Executive found violating the provision of the law and
Regulations are issued, organizations will need to impose administrative penalties.

comply with UAE PDP Law within a period of

The UAE PDP Law has a territorial reach and applies to:

—n Individuals residing in —a Organizations —a Organizations

or who have a place of established in the UAE established outside
business in the UAE that process personal the UAE that process
that processes data of individuals personal data of
personal data. located within or individuals located
outside the UAE. within the UAE.
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What or whom does it NOT apply to?

Exclusions The provisions of the decree do not apply to the following:

Data generated and managed by the Government sector

Government authorities that control or process personal data

Free-Zone companies which are already subject to data protection legislation

Security and judicial authorities who process personal data

Health personal data that is already subjected to data protection legislation

n Banking and credit personal data subject to legislation regulating data processing and protection

Individuals that process data related to them for personal purposes

Core elements of the law

The UAE PDP Law combines the leading practices management, compliance, legal obligations, data
from a variety of current, world-class data protection, data governance, and record
protection laws, such as the General Data management. The PDP Law requires organizations
Protection Regulation (GDPR), California to adopt a holistic, structured, and collaborative
Consumer Privacy Act (CCPA), and other forward- approach to establish a privacy program that aims
thinking technology-agnostic concepts. The key to uphold the privacy rights of individuals in the
requirements of the UAE PDP Law cut across UAE.

various areas incorporating aspects of risk

The section below provides a high-level overview of the key obligations:

Privacy Obligations

e Key principles including data minimization, storage limitation, data quality, security etc.,
@ ¢ Need to justify processing activities

¢ Increased transparency to data subjects around data processing

¢ Empowered individual’s rights over their personal data (including right to erasure)

Privacy
Principles

Record Management Obligations

e Controllers/ processors need to maintain record of processing activities
&8 {_%. ¢ Adequate protection measures to be adopted for cross border transfer
Legal Basis ' * Third parties should be vetted and subject to contractual commitments towards
for Processing Record of data protection prior to sharing personal data

Processing

Data Protection Obligations
e Controllers/ processors to implement appropriate data
K 2 protection measures considering risks to data processing
Privacy Data * Need to communicate data breaches to regulators and data
Notices - Security subjects

T * Need to assess privacy impacts to data processing activities
ross

Border Data
]

Data Governance Obligations
Transfer

e Controllers/ processor are required
Il to appoint a DPO(Data Protection
Officer) under specific circumstances

Consent Breach
Management Notification

DPO
Appointment

8 | 8 Third Pe;rty 8|8'

Individual Management

Privacy Impact
Privacy Rights Assessment
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What should companies do?

The UAE PDP Law brings about a paradigm shift in the way businesses view the collection and processing of
personal data impacting businesses across industries involved in processing personal data. The section below
illustrates certain key considerations for businesses to navigate the UAE PDP Law Compliance journey:

[

Visibility over personal data

Over the last few decades, technological
advancements and business transformations
have resulted in collecting and processing
large volumes of data, including personal
data. However, the need for greater visibility
and control, specifically for personal data,
arises with large volumes considering the
UAE PDP Law requirements. Multiple
requirements under the UAE PDP Law, such
as providing privacy notices, maintaining a
special record of processing activities,
fulfilling data subject requests, and ensuring
confidentiality and integrity, raise a key
question that businesses must address — "Do
I know what personal data my business
collects/ process?" Therefore, it is pertinent
for businesses to carry out a data discovery
exercise to identify and map out the
collection, storage, processing, and transfer
of personal data within their environment to
tackle this issue.

Ensuring processing is fair and legitimate

Today, personal data and its associated
processing activities are an essential and
often unavoidable part of business
operations. While the UAE PDP Law does not
stop businesses from collecting or processing
personal data, it expects businesses to ensure
that personal data is processed legally, fairly,
and transparently. Therefore, it is important
for businesses to retrospect their business
processes to ensure the processing of
personal data is legitimate and aligned to the
acceptable lawful basis identified under the
UAE PDP Law. Further, businesses should
review and update their privacy policies/
notices to increase transparency over their
processing activities concerning collecting
and using personal data. Additionally,
businesses should establish/ update
mechanisms to obtain and record consent
(where necessary) from Data Subjects to
continue processing their personal data.

&

A

Upholding individuals privacy rights

Under the UAE PDP Law, Data Subjects have
rights over their personal data, including the
"right to information and access", "right to
rectification/ blocking/ erasure", "right to
data portability", and the "right to object".
For example, this would mean that the data
subject can request organizations for a copy
of all personal data or request for correction/
deletion of certain personal data that the
organization is expected to fulfil subject to
certain allowed exemptions. This would
require businesses to enforce better control
over personal data and establish standard
operating procedures to manage the lifecycle
of such requests received from Data Subjects.

Addressing cross-border concerns

The UAE PDP Law prohibits the transfer of
personal data outside the UAE, barring
certain exemptions factored under the law.
This may impact businesses with a global
presence, utilize cloud hosting (outside UAE),
or leverage outsourcing arrangements. As a
result, they may need to re-assess the data
hosting/ transfers and implement necessary
measures to ensure compliance.

Use of third parties

Businesses constantly engage third-party
service providers to support their business
processes. With the advent of the UAE PDP
Law, the traditional approach towards
vendor onboarding and management should
be accordingly assessed and redefined. The
UAE PDP Law requires businesses to
implement additional measures prior to
sharing personal data with third-party
vendors ("'Data Processors"), such as
conducting data privacy and security due
diligence before engaging with third parties,
incorporating contractual obligations around
data privacy and security and monitoring
compliance.
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Consent management

The UAE PDP Law recognizes 'Consent' as one
of the lawful basis to justify processing
activities. The PDP Law further clarifies
requirements around the use and
management of consent like GDPR, which
requires businesses to evaluate the traditional
practices and assess the validity of consent
collection. For consent to be valid, it should
be freely given, explicit, unconditional,
specific, and informed. Additionally,
mechanisms to facilitate consent withdrawal
should be established, which should be as
seamless as the process followed for
obtaining consent.

Assessment of the impact of personal data
protection

The UAE PDP Law requires businesses to
assess the privacy impact of processing
activities that meet specific criteria to ensure
data privacy risks are proactively identified/
mitigated, enable maximum privacy, and
ensure adequate measures are implemented
to minimize impacts on data subjects.

Specific obligations for Data Processors

The UAE PDP Law recognizes specific
obligations for data processors that process
personal data upon specific instructions from
data controllers. This means that processing
activities concerning data subjects in the
region, carried out by service providers

How Protiviti can support?

within the region or outside, are regulated
under the UAE PDP Law. These obligations
include ensuring the purpose of processing is
aligned to the written instructions of the
data controller, implementing appropriate
technical and organizational safeguards, and
following appropriate data retention/
disposal procedures.

Breach Notification

The UAE PDP Law requires businesses to
report data breaches or violations of personal
data that may impact its privacy,
confidentiality, or security within specific
time periods (as required under executive
regulations that are expected to be published
shortly) to the bureau and in certain
circumstances to data subjects as well.

While the above list highlights some of the
key obligations for businesses, it is key for
businesses to establish a formalized Data
Privacy Program to successfully govern,
manage, operate, and monitor business
processes to ensure compliance with the UAE
PDP Law requirements. This would
necessitate businesses to develop policies &
procedures, assign roles and responsibilities,
formalize a risk management program, and
establish mechanisms for effective
governance and compliance to effectively
manage Data Privacy risks and ensure
compliance with the UAE PDP Law
requirements

Protiviti has developed the following phased approach to help clients comply with the UAE PDP Law

requirements. Our approach is flexible and identifies the following four key phases to support clients with their
privacy compliance obligations. This aligns with many privacy programs and how we have helped other clients.
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¢ Conduct initial e Determine exposure ¢ Implement changes ¢ Provide evidence of

requirements.
¢ |dentify high-risk
areas to ensure a

Determine business
obligations for
compliance.

program structure
and governance.

kick-off meetings and prioritize to achieve accountability and
and review the compliance compliance. compliance.
scope of activities. e Establish compliance ¢ Implementation of

monitoring tools and
processes.
¢ Testing and validation.

focused approach.

Identify high risk areas to
ensure a focused approach

Determine exposure and Implement changes to Provide evidence of
prioritize compliance actions achieve compliance accountability & compliance

Phase duration and level of effort is highly dependent on personal data processed, the size and scope of your environment and process

complexity and maturity.
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About Protiviti

Protiviti (www.protiviti.com) is a global consulting firm that delivers deep expertise, objective insights, a
tailored approach, and unparalleled collaboration to help leaders confidently face the future. Protiviti and its
independent and locally owned Member Firms provide clients with consulting and managed solutions in
finance, technology, operations, data, digital, legal, governance, risk and internal audit through its network of
more than 85 offices in over 25 countries.

Named to the 2022 Fortune 100 Best Companies to Work For® list, Protiviti has served more than 80 percent
of Fortune 100 and nearly 80 percent of Fortune 500 companies. The firm also works with smaller, growing
companies, including those looking to go public, as well as with government agencies. Protiviti is a wholly
owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P 500 index.
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Our offices in Middle East Region

Abu Dhabi

Al Ghaith Holding Tower

9th Floor, Airport Road

P.O. Box: 32468, Abu Dhabi
United Arab Emirates

Phone: +971.2658.4640

Email: abudhabi@protivitiglobal.me

Egypt

Cairo Complex

Ankara Street Bureau 1

Second Floor, Sheraton Area
Heliopolis - Cairo, Egypt
Phone: +20.22.586.4560
Email: egypt@protivitiglobal.me

Qatar
Palm Tower B, 19th Floor
P.O. Box: 13374, West Bay

Bahrain

Platinum Tower, 17th Floor

Bldg. 190, Rd. 2803, Blk. 428, Seef
P.O. Box: 10231, Diplomatic Area
Manama, Kingdom of Bahrain
Phone: +973.1710.0050

Email: bahrain@protivitiglobal.me

Kuwait

Al Shaheed Tower, 4th Floor
Khaled Ben Al-Waleed Street
Sharqg P.O. Box: 1773

Safat 13018, State of Kuwait
Phone: +965.2242.6444

Email: kuwait@protivitiglobal.me

Saudi Arabia
Al-Ibdaa Tower, 18th Floor
Building No. 7906, King Fahad

Dubai

U-Bora Tower 2, 21st Floor
Office 2104, Business Bay

P.O. Box: 78475, Dubai

United Arab Emirates

Phone: +971.4438.0660

Email: dubai@protivitiglobal.me

Oman

Al Ufug Building, 2nd Floor
Office No. 26, Shatti Al Qurum
P.O. Box: 1130, PC 112

Ruwi, Sultanate of Oman
Phone: +968.2469.9403

Email: oman@protivitiglobal.me

Doha, Qatar Branch Road, Al-Olaya, P.O. Box 3825
Phone: +974.4421.5300 Riyadh 12313, Kingdom of Saudi Arabia
Email: gatar@protivitiglobal.me Phone: +966.11.298.7100

Email: saudiarabia@protivitiglobal.me

This publication has been carefully prepared, but should be seen as general guidance only. You should not act or refrain from acting, based upon the
information contained in this presentation, without obtaining specific professional advice. Please contact the persons listed in the publication to
discuss these matters in the context of your particular circumstances. Neither Protiviti Inc. or its Member Firms, nor the shareholders, partners,
directors, managers, employees or agents of any of them make any representation or warranty, expressed or implied, as to the accuracy,
reasonableness or completeness of the information contained in the publication. All such parties and entities expressly disclaim any and all liability
for or based on or relating to any information contained herein, or error, or omissions from this publication or any loss incurred as a result of acting
on information in this presentation, or for any decision based on it.

protivitr

© 2022 Protiviti Member Firm for the Middle East Region



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5

