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Survey: 2022 and 2031 Executive Perspectives on Top Risks

We are pleased to announce the release of our latest Executive Perspectives on Top Risks Survey. In this
10th annual survey, Protiviti and NC State University’s ERM Initiative assess the top risks on the minds of
global boards of directors and executives in 2022 and over the next 10 years, into 2031. Our respondent
group includes 1,453 board members and C-suite executives from around the world - a record number in the
history of our study.

Major themes for 2022 and 2031

e People and culture are at the top of the agenda.

e Concerns with the pandemic continue to linger near term.

e Buckle up; a disruptive and volatile decade lies ahead.

e Economic uncertainty remains significant and its long-term impact has increased.

e Cybersecurity and data privacy remain long-term concerns, as do regulatory matters.
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https://www.protiviti.com/sites/default/files/survey-report-20222031-top-risk-survey-cn.pdf
https://www.protiviti.com/sites/default/files/nc-state-protiviti-survey-top-risks-2022-final.pdf
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Survey: IT Audit Perspectives on Today’s Top Technology Risks | IT Audit Technology
Risks Survey

The results of the latest IT Audit Technology Risks Survey from ISACA and Protiviti, in which more than 7,500
IT audit leaders and professionals from around the world participated, show a dynamic threat landscape that
has notably increased in severity since the last survey.

Key takeaways:

e The greatest IT audit concerns lie with cybersecurity-related breaches and related risk issues — Across
nearly every industry and organization type, cybersecurity is the top-ranked technology risk. Related
cyber issues such as data privacy, managing security incidents, disaster recovery, access risk and third-
party risk also rate as top concerns given that they can lead to reputation damage, loss of revenue/
customers and regulatory fines/scrutiny.

e Data governance and data integrity are being scrutinized — These risk issues are proving difficult given
the frequency and magnitude of internal changes and transformations as well as external disruptions and
volatility.

e Regulatory compliance burdens and risk are increasing rapidly — IT audit teams, as well as other
departments (e.g., legal, compliance, IT), are scrambling to keep pace with new data privacy and data
security rules as well as changing legal and regulatory compliance requirements that have growing
implications for organizational data management and technology-related activities.

IT audit leaders unquestionably have a lot on their plate as they structure their functions and teams to
address current and future demands along with technology risk issues their organizations must manage.
When it comes to these challenges, strategic-minded business leaders aren’t thinking only about next quarter
or next year; they're thinking about the next decade. IT audit leaders across industries should embrace a
similar mindset when addressing technology risk concerns as well as defining and executing the strategies
and processes they use to assess and monitor them. The IT audit function of the future begins now.
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https://www.protiviti.com/sites/default/files/survey-it-audit-technology-risks-cn.pdf
https://www.protiviti.com/sites/default/files/10th-annual-it-audit-technology-risks-survey-isaca-protiviti.pdf
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https://www.protiviti.com/sites/default/files/flash-report-corporate-governance-code-cn.pdf
https://www.protiviti.com/sites/default/files/retail-risk-big-data-application-status-survey-report-cn.pdf
https://www.protiviti.com/sites/default/files/case-analysis-marketing-expense-audit-issue1-kol-promotion-management-cn_protiviti.pdf
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https://www.protiviti.com/sites/default/files/pov-hr-system-transformation-under-the-background-of-soe-reform.pdf
https://www.protiviti.com/sites/default/files/pov-interpretation-of-commercial-bank-policy-.pdf
https://www.protiviti.com/sites/default/files/pov-ot-security-cn.pdf
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https://www.protiviti.com/sites/default/files/pov-improving-the-effectiveness-of-financial-institutions-aml-efforts-issue1-cn.pdf
https://www.protiviti.com/sites/default/files/pov-key-regulatory-requirements-for-esg-disclosure-cn.pdf
https://www.protiviti.com/sites/default/files/pov-key-regulatory-requirements-for-esg-disclosure-other-countries-cn.pdf

