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Calamities and setbacks continue to be a part of today’s 
environment. Twenty-four-hour news coverage full of headlines of 
disasters and catastrophes around the world — severe weather, 
oppressive heat, earthquakes, mass shootings, geopolitical 
events, health concerns (e.g., mpox, COVID-19 variants), data 
breaches, and terrorist attacks — have become increasingly less 
shocking. Oftentimes, we are tempted to change the channel, or 
turn down the volume or scroll past the headline.

However, as business and process owners, team leaders, and business 
continuity practitioners, we do and must pay attention. We worry 
daily about all things impacting business continuity — the newly 
formed hurricane and how it may impact next week’s shipments, the 
cloud outage that disrupted e-commerce overnight, new regulations that 
may create additional operating bottlenecks, or the market’s possible 
reaction to missing a reporting deadline. Business continuity demands 
contemplating all disruption scenarios and potential responses, regardless 
of the event’s cause and whether it was within our control. 

In the current environment, in which businesses of all sizes and types are 
being tested in unprecedented ways by disruption scenarios, business 
continuity and resilience has become a critical discussion in boardrooms 
and C-suites around the world. The current landscape has forced 
organizations to revisit business continuity planning (BCP) and how to 
embed BCP practices in day-to-day operations. Operational resilience 
has taken on new urgency, as the expectations of business leaders to 
lead resilience efforts, not by assumptions, but with meaningful and 
substantiated data, intensifies. 

As we consider the ongoing landscape changes brought on by the 
pandemic, it’s important to remember that other business risks continue 
to threaten business continuity. Natural and man-made disasters, as well 
as technology risks, abound. How can organizations stay prepared for 
these events? How can they develop a business continuity management 
(BCM) program that responds to all crisis types and scenarios? Who is the 
right person in the organization to own and manage the BCM program? 
And, what are the critical elements of a business continuity policy?

INTRODUCTION



In Protiviti’s Guide to Business Continuity & Resilience, we answer these 
critical questions along with many other pressing questions about BCM and 
related practices. The complete fifth edition covers many areas, including:

 • COVID-19 and large-scale disasters

 • Business continuity management basics

 • Ownership and governance

 • Program and plan development

 • IT disaster recovery and other technology considerations

 • Third-party risk management and BCM

 • Regulations, standards and guidance

 • Testing, training and maintenance

Also in this edition is an appendix that includes a glossary of key BCM 
terms and definitions, links to regulatory information sources, and BCM 
program testing options. No one can predict when the next disaster 
or business disruption will strike; the only certainty is that something 
unplanned and disruptive will happen. Staying informed is the first step 
toward becoming prepared and building resilience for the unknown. Our 
goal is to help companies keep ahead of risks by building sustainable 
business continuity and resilience programs. 

Protiviti 
September 2022
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PANDEMICS AND OTHER 
LARGE-SCALE DISASTERS



Q 1 Considering the continuing implications of the COVID-19 pandemic, what role should business 
continuity management (BCM) programs play in pandemic planning and response?

As we have seen, pandemic preparedness presents 
unique challenges for businesses, given a pandemic’s 
far-reaching geographic impact and difficulty with 
predicting its scale and duration. The wide range of 
impacts on businesses (e.g., worker displacement, 
technology constraints, decreased production and 
challenges with third-party capabilities) are now in the 
forefront. Below we list a few of the critical roles BCM 
can play in pandemic planning and response:

 • During a pandemic response, BCM should ensure the 
crisis management function remains engaged, particularly 
as it relates to following a defined protocol and crisis 
communications. Following a defined protocol that also 
can be flexible to the fluidity of any disruptive situation is 
key to a successful response. Since a pandemic can cause 
the workforce to be dispersed, which can lead to feelings 
of isolation and disconnectedness among employees, 
teams and even third parties, crisis communications 
can and should include strategies for both internal and 
external audiences. 

 • The business continuity program provides critical 
information that can be utilized as key inputs to the 
pandemic response plan. Similar to other plans (e.g., 
business resumption and IT disaster recovery plans), 
the contents of a pandemic response plan should be 
informed by foundational activities such as the business 

impact analysis (BIA) and continuity risk assessment. 
Outputs of these efforts should include elements such 
as the criticality of business processes, expected impact 
to the business caused by a disruption, and maximum 
tolerable downtime. This information can be used to 
shape or inform a company’s response.

 • Another important data element that can be useful to 
pandemic response is the identification of critical third 
parties essential for each business process to function. 
These critical third parties can be identified during 
the BIA, along with the resulting impact if they are 
disrupted or unable to provide products and services. 
This information will serve as a guide to develop 
subsequent strategies and planning discussions. 

 • Business continuity planning often requires developing 
playbooks that contemplate a variety of events or 
disasters that can impact the business, and then outlining 
how organizations should respond during and/or after 
those events or disasters. These playbooks can take the 
form of checklists or detailed step-by-step procedures 
and plans, and are typically scenario agnostic (i.e., an 
all-hazards approach). The most effective way to manage 
the impact of a pandemic, or any other crisis or disaster, is  
to implement playbooks that have been developed as part  
of a mature business continuity program. 

Q 2 What are some key business continuity considerations or priorities when developing a pandemic 
response, and what lessons have we learned so far from COVID-19 that would inform future 
business continuity planning?

The health and safety of personnel, the welfare of 
customers, and concerns about other human life should 
be the priority. Continued operation of the business, 
or maintaining or preserving business assets, must be 
secondary to preserving human life, health and safety. 
Once this is addressed, attention can shift to a more 
traditional risk management process, which focuses on 
the key people, processes and technology driving the 

business. Following are some key considerations when 
developing a pandemic response:

 • It is important to understand the key business objectives 
and which pandemic-related risks could impact your ability 
to meet those objectives. Having a firm understanding 
of your business objectives allows you to focus your 
time, resources and attention on mitigating those risks 
to an acceptable level. 
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 • For a protracted event such as a pandemic, it is 
essential to have an ongoing and evolving process for 
identifying, tracking and managing risks. As new risks 
emerge or existing risks evolve, companies should 
continue to monitor those changes and adjust their 
responses accordingly.

 • Organizations should revisit the results of any previous 
business impact analysis to determine whether the 
perceived impact pre-pandemic was accurate, particularly 
as it relates to process dependencies, key personnel risks, 
key third parties and critical applications.

 • Comparing the previously established impact tolerance 
to the actual impact experienced during a disruption, and 
using that comparison to recalibrate the organization’s 
true impact tolerance, can help the organization enhance 
its strategies and plans going forward. 

One of the positive aspects about business continuity 
planning is that the discipline is ever evolving. Most 
organizations have already launched after-action activities 
— even though the COVID-19 crisis is not over yet — to 
understand what happened, what was learned from it 
and what should change about their response so they can 
be more effective if it ever happens again.

Q 3 How should your BCM program provide support for returning to normalcy post-pandemic?

The core building blocks of any good BCM program are 
business resumption, crisis management and IT disaster 
recovery. Each plays an important role in a business continuity 
lifecycle, which extends beyond the duration of an event. It 
also addresses how organizations return to normalcy after 
the event. As an example, the crisis management team formed 
during a crisis to make critical business decisions in a timely 
manner that will direct and guide the response is the same 
team that will guide activities to restore normal operations.

Simultaneously, the group of IT professionals who 
executed an IT disaster recovery program that allows, 
for example, an entire workforce to go remote all at 
the same time, along with all of the bandwidth and 
infrastructure implications necessary to make that a 
possibility, are also responsible for helping that same 
workforce return to normalcy.

Q 4 What are some of the common lessons learned from large-scale natural disasters  
that organizations should be aware of when developing their own BCM programs?

Regardless of what causes a disruptive event, the “signa-
ture” of that event is unique unto itself. The same is true 
for outages caused by environmental or natural events, 
such as hurricanes, pandemics, etc. As such, the detail of 
lessons learned will be specific to each company based on 
the products or services they provide, geography in which 
they operate, locations that may have been impacted, and 
nature of the disruption and its impacts. There are general 
lessons learned from these events that can apply to most 
every organization.

 • Communications — At the top of most lessons learned 
from an event is the need to ensure appropriate communi-
cation to employees, executives, key internal stakeholders 
and third parties. Communication mechanisms must 
be well-vetted and familiar before an event occurs 

for communication to be effective during and after an 
event. While email seems ubiquitous, especially when 
hosted in a cloud environment, other communication 
mechanisms may be necessary. Many organizations are 
utilizing Emergency Mass Notification Systems, or EMNS 
(e.g., AlertMedia, Everbridge, OnSolve), to utilize personal 
and business-related email, text messaging, and phones to 
contact employees and obtain immediate confirmation of 
their well-being. This is especially important when people 
are forced to disperse and life-safety considerations are 
critical. Developing communication teams for internal and 
external audiences, rehearsing roles and responsibilities, 
and testing-related systems are all valuable exercises that 
provide a baseline for senior management to use as it 
makes decisions following an event. 
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 • Availability of employees — Most business continuity 
planning assumes employees will return to work to 
support business recovery; however, employees without 
a strong economic incentive who are forced to evacuate 
an area for an extended period are less likely to return. 
Ensuring employees can work remotely and connect to 
necessary systems is essential and practically a necessity 
for most organizations. If employees are simply not 
available, basic cross-training of critical processes should 
be performed to ensure there are no single points of 
failure related to critical personnel.

 • Employee assistance plans — Since employees’ first 
concern naturally will be for their families and their 
homes, developing and communicating an assistance 
plan for a disaster is both compassionate and pragmatic. 
Companies that provide material assistance for affected 
employees will find that their workers are able to return 
to their jobs substantially earlier than if they had not 
received assistance. These plans will likely need to be 
tailored to fit the event and the specific issues facing 
their employees.

 • Proactive evacuation — It is not uncommon for people to 
spend 24 hours or more trying to leave a pending disaster 
area. When a hurricane or other disaster is imminent, 
businesses may want to encourage their employees to err 
on the side of caution and relocate early. This increases 
the likelihood that workers will be able to obtain hotel 
rooms or other accommodations near the business 
recovery site and that they may retrieve all necessary 
materials and equipment before they evacuate.

 • Supporting infrastructure services — Basic services 
such as utilities, trash collection and publicly acces-
sible healthcare can be interrupted for an extended 
period. Frequently, following regional disasters, some 
organizations recover their own operations only to find 
the supporting infrastructure, sanitation, utilities, mass 
transit, telecommunications, hotels, restaurants, etc., are 
not as well-prepared. Organizations should determine 
in advance how they will compensate for the absence 
of such services, including contracting with third-party 
vendors in the private sector to provide these basic 
services to employees until supporting infrastructure 
services resume.

 • Decentralized critical processes — Companies located 
in disaster-prone regions whose critical processes 
(e.g., information systems, call centers, distribution 
centers, manufacturing) are concentrated in the 
region may find that they have lost — and therefore 
have to recover — everything. Companies that have 
decentralized their processes may find that while 
one area is affected, other critical processes remain 
operational and can support customers and sites 
affected by the disaster. 

 • Testing and exercising — Many organizations with 
plans to relocate people and resources have never tested 
them in preparation for a disaster of regional scope. Some 
plans fail to consider the competition for everyday 
resources (e.g., rental cars/trucks, hotel rooms, shipping 
providers) which occurs after a massive event, or they fail 
to consider the difficulty in obtaining custom or highly 
specialized equipment, such as in the manufacturing 
industry. Others identify in general terms the types of 
people, vital records, and equipment they would like to 
relocate, but do not have a system to quickly identify, 
gather and transport these resources. Businesses 
also must anticipate and plan for secondary damage 
(e.g., flooding, fires, theft). This includes obtaining the 
appropriate insurance to assist with recovery. 

 • Actionable plans — When disaster strikes, it is not 
uncommon for businesses to ignore their plans. This 
is because plans might be too general, overloaded 
with detail, or unfamiliar to the personnel intended to 
use them during the crisis. Companies should diligently 
read through and critically evaluate the information 
contained in their plans and ensure the information is 
complete, accurate, comprehensive and actionable. This 
will help ensure the plan reflects the current state of the 
business and can serve as a useful guide during a disaster 
and its aftermath.

 • Emergency funds — Disaster events prove that the 
adage, “cash is king,” is still correct. In the absence of 
infrastructure to process credit cards or other forms of 
electronic payment, cash is still the most effective way 
to acquire resources — especially those in short supply 
and high demand. Companies should consider how cash 
will be made available in a secure fashion to meet the 
needs of the business continuity effort.
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Q 5 How should firms integrate climate resilience into their business continuity management 
program and address regulatory requirements? 

Building climate change resilience is now a top business 
priority for various industries, but specifically the financial 
services industry. On November 8, 2021, the Office of the 
Comptroller of the Currency (OCC) set climate response as a 
banking priority, as regulator interest amplifies. In response 
to this current challenge, building resilience in the face of 
emerging risks such as climate change requires a broader view 
than traditional BCM. Improving climate resilience involves 
assessing how climate change will create new, or alter current, 
climate-related risks, and taking steps to better cope with 
these risks. The climate resilience crisis is deeply embedded in 
business continuity management but challenges firms to go a 
step further as organizations aim to understand and address 
the risks and pronounced effects of climate change. 

 • Program considerations — Implement or enhance 
programs to proactively address climate control risks 
(e.g., enterprise risk management, third-party risk 
management, agility).

 • Risk assessments — The first step is that boards 
should seek to balance “top-down” and “bottom-up” 
approaches to assessing their firm’s exposures to 

climate change. Understanding the potential effect 
of extreme weather on the continuity of critical 
operations is an important part of effective climate risk 
management. Organizations should be conducting risk 
assessments that include climate-related risks for all of 
their various locations.

 • Resiliency planning — Location strategy and work area 
recovery alternate location analysis can help to reduce 
the risk of potential impacts associated with weather 
and site unavailability. A full view of alternate recovery 
strategies is required, including the identification of 
improvement opportunities or gaps in recovery time 
objectives (RTO) and/or recovery point objectives 
(RPO) in connection with critical business activities.

 • Testing/exercising and training — Firms should engage 
in scenario testing that challenges their teams and 
capabilities. Think about the “what if” scenarios in 
connection with climate change risk and develop the 
frameworks to challenge what currently is in place so 
the organization can effectively manage the risks from 
climate change.
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BUSINESS CONTINUITY  
MANAGEMENT BASICS



Q 6 What is business continuity management?

Business continuity management (BCM) is the design, 
development, implementation and maintenance of strategies, 
teams, plans and actions that provide protection over, or 
alternative modes of operation for, those activities or busi-
ness processes which, if they were to be interrupted, might 
bring about seriously damaging or potentially significant loss 
to an enterprise. As BCM has evolved, the threat landscape 
has grown considerably to include both internal and external 
events, as well as extreme-but-plausible incidents.

BCM consists of three core disciplines:

 • Crisis management and communications — This 
discipline enables an effective and cohesive response 
to an event. Crisis management processes focus on 
stabilizing the situation and supporting the business if 
alternate modes of operation are needed, using effective 
planning, leadership and communication protocols.

 • Business resumption planning or business recovery 
planning — This discipline focuses on the resiliency of 
business functions and processes that relate to or support 
the delivery of core operations (i.e., products or services) 
to a customer. The objective of business resumption 
planning is to mitigate potential impacts from disruptions, 
regardless of the cause, by developing plans that guide 
personnel through operations with diminished capabilities 
and toward business as usual. Business resumption 
processes typically consider dependencies of the function 
or process such as the people, processes, technology and 
other resources vital to supporting operations.

 • IT disaster recovery (ITDR) — This discipline encompasses 
technology resilience and addresses restoration of critical 
IT assets, including systems, applications, databases, 
data storage and network assets. An ITDR strategy also 
should encompass all technology service provider (TSP) 
relationships (e.g., cloud service providers, SaaS partners, 
co-located data center providers) to ensure that all 
technical stakeholders remain aligned.

In addition to the traditional BCM disciplines listed above, 
many organizations manage other closely related programs as 
part of their overall BCM program. These programs include:

 • Incident management (or incident response) — This term 
commonly refers to identifying, analyzing and managing 
the response to a disruptive event. Regardless of nomen-
clature, incident management programs typically include 
emergency response measures such as evacuation of facil-
ities, first-aid response and first-responder interactions. 

 • Cybersecurity incident response — This is specific to the 
planning for, response to and recovery from a cybersecurity 
incident such as a data breach, ransomware attack, phishing 
attempt or distributed denial of service (DDoS) attack. 

Finally, due to the nature of business continuity, it is common 
for several functions to be integrated at various phases of 
business continuity planning. For example, facilities or phys-
ical security teams may engage in emergency management 
activities. Environmental, health and safety teams may have 
input in developing recovery strategies. Integration of these 
enterprise-impacting functions, depending on the organiza-
tion or industry, can be confusing and should be considered 
when developing a BCM program.

Q 7 What is the value to an organization in designing and deploying BCM programs?

The value of BCM lies in risk mitigation — minimizing the 
risks associated with any disruption to business as usual. 
In the wake of recent catastrophic natural disasters, 
geopolitical uncertainty and the COVID-19 pandemic, 
business leaders are more mindful than ever of the need 
to plan for and respond to business disruptions.

The business environment is fraught with risks that can 
impact businesses’ ability to not only continue operations, but 
also protect their people and brand, earn revenue, maintain 
relevance and remain compliant with regulations. Companies 
need to stay ahead of these risks by understanding priorities, 
planning for disruptions, employing good business practices 
and exercising forethought to increase their ability to course-
correct quickly when things go wrong. 
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Organizations realize value when they proactively design 
and deploy business continuity solutions to manage a 
specific risk or multiple risks. For example, understanding and 
developing contingency plans for the loss of a key supplier 
can help a business mitigate potential financial, operational and 
reputational impacts. 

Financial risk — This is the most evident and quantitative area 
of risk. Companies can minimize financial loss and maintain 
market share by focusing on several factors, including:

 • Responding to customer demands and maintaining  
a viable supply chain

 • Understanding officer liability or potential revenue 
impacts from business disruptions

 • Inventorying potential replacement loss (i.e., the cost of 
replacing damaged assets)

To protect the supply chain and ensure that supply keeps up 
with customer demand, a company may hold its suppliers 
accountable for disruptions to the supply chain that impact 
its operations. For example, a company can use contract 
provisions to hold a supplier accountable for timeliness in 
delivery of products or services, as well as for quality of 
products or services delivered. 

A company can implement BCM solutions to minimize 
the potential for huge unexpected costs stemming from 
single points of failure and critical external dependencies. 
For example, if a company depends on a single critical 
supplier that suddenly is unable to provide core products 
or services, a well-designed BCM solution would provide 
contingencies to mitigate the financial loss. 

Operational risk — This area of risk stems from the inability 
of companies to produce core products and services as 
expected. This can include risks associated with equipment 
or technology obsolescence, a failure in internal functions, 
and unexpected changes to a leadership team. Other 
operational risks directly impacting business as usual include:

 • Loss due to failed single points of failure and critical 
external dependencies

 • Productivity loss (employees unable to perform their 
jobs for any period)

 • Response loss (cost of time/materials required to 
respond to the disruption)

A company should implement BCM solutions to minimize 
operational gaps and ensure that the delivery of products 
and services continues, even during unusual circumstances. 
Comprehensive implementation of a BCM program will lower 
risks associated with readiness, planning and response, which 
can decrease overall operational risk.

Regulatory risk — Regulatory bodies are increasingly holding 
companies accountable for maintaining validated capabilities, 
teams and plans, and can issue fines to those that operate 
without a BCM program. Depending on the regulator, a 
repeated and unmitigated issue at a regulated entity could 
result in a reportable item, which could impact the company’s 
creditworthiness or reputation. Generally, companies that 
violate regulations or compliance requirements face:

 • Fines, penalties and judgments

 • A Matter Requiring Attention (MRA) or similar rebuke 
from a regulatory body, which could invite an additional 
level of scrutiny or a higher expectation of performance

 • In some extreme cases, a temporary shutdown of operations

Reputational risk — Bad press can cause a decline in revenue, 
unwanted social media attention, lower market capitalization 
and, in the long term, a negative opinion of an organization 
in the eyes of the discerning public. In today’s 24-hour news 
cycle and social media-driven world, a measured, empathetic, 
rapid and relevant response to any event is crucial to 
maintaining a positive reputation. A mature BCM program 
drives value by protecting a company’s brand and adeptly 
managing the ever-changing business landscape in the face 
of growing competition.

Q 8 BCM incorporates many different terms that appear to be very similar. What are the similarities 
and differences with some of the common terms?

One of the more confusing aspects of BCM is its terminology. 
The confusion is mostly due to differences in how regulators 
and industry groups use and define terms in the BCM 

lexicon. Below are a few examples grouped according to the 
core discipline to which they are most aligned. 
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Crisis Management and Communications

 • Continuity of operations plan (COOP) — Federal 
government agencies and entities typically use this term 
to establish policies and guidance for essential functions 
related to a broad range of events and disasters.

 • Emergency management and operations — This phrase 
is commonly used in the healthcare field, particularly 
in the clinical (i.e., patient-facing) side of contingency 
planning. It is sometimes used interchangeably with 
“crisis management” in other industries, but typically as 
a reference to the initial response aspects immediately 
following an event. 

 • Emergency response — This term refers to the 
immediate actions taken to preserve life and safeguard 
property and assets, often a subset of a broader crisis 
management program. A building evacuation plan is an 
example of an emergency response component.

 • Incident management and response — This is often 
used interchangeably with “crisis management.” 
It is also commonly used to refer to responses to 
any number of events impacting a particular entity 
or location, such as a hurricane on the Gulf Coast, an 
earthquake in California or a supply chain disruption 
for a logistics provider. Recently, firms have been 
developing incident response plans as part of their crisis 
management programs to leverage the shared, high-level 
protocols associated with escalating and reporting an 
event. This strategy enables companies to quickly and 
efficiently put into action predefined plans designed for 
scenarios that may impact a function or facility. 

 • Major incident management (MIM) — This term refers 
to a response program for serious interruptions of 
business activities. It is frequently used interchangeably 
with “crisis management.”

 • Resilience — This is an evolving concept that refers 
to the ability of companies to withstand and quickly 
adapt to disruptions while attempting to maintain 
continuous operations. Resilience focuses on preserving 
business services and relies on regular maintenance to 
ensure that the entire business operation, or process 
or function, maintains its ability to remain flexible in 
all circumstances. Recently, this term has been used 

to describe a focus, such as technology resilience, 
business resilience and cyber resilience. 

Business Resumption Planning

 • Business recovery planning — This term refers to various 
steps taken for an individual process or business line as 
it relates to the planning of inputs/outputs, personnel 
resources, information technology and physical work 
locations in the aftermath of a disruption. This term is 
often used interchangeably with “business resumption,” 
“contingency planning” or “business continuity planning.”

 • Business continuity planning (BCP) — This term is 
used to denote the planning aspects of business conti-
nuity management (BCM). BCM usually refers to the 
comprehensive program, while BCP is the predefined 
set of steps taken to recover a business process in 
the event of a disruption. This term is often used 
interchangeably with “business resumption,” “contin-
gency planning” or “business recovery planning.”

 • Business resumption planning — This process 
focuses on recovery of business functions. The term is 
often used interchangeably with “business recovery,” 
“contingency planning” or “business continuity 
planning.”

 • Contingency planning — This phrase refers to the 
set of tactical steps a team or function may take to 
resume a disrupted process. Often the term is used 
interchangeably with “business recovery,” “business 
resumption planning” or “business continuity planning.”

IT disaster recovery (ITDR)

 • Disaster recovery — This is a term reserved for 
recovery and resumption of critical technology assets 
in the event of a broad and unplanned outage. Disaster 
recovery can include tasks such as resuming individual 
systems or recovering all critical aspects of the IT 
environment. Disaster recovery is a component of an 
overall BCM program.

(Note: The above list is not comprehensive. The practices 
within a specific industry or regulatory landscape may 
influence how BCM terminology is used.)
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Q 9 Is there a best practice approach to business continuity planning?

Although vague, this frequently asked question is a 
valid one. BCM approaches and scopes vary widely; one 
size does not fit all. The primary driver of a BCM program 
should always be the recovery requirements of the 
business. However, several recommended attributes or 
program characteristics should be integrated into every 
BCM program. The process of embedding each of these 
into the program may vary:

 • BCM program governance — This involves 
identification and formalization of the BCM steering 
committee and executive-level risk management 
oversight to determine BCM program requirements. 

 • BCM program and implementation design — This 
includes definition of policies, standards and tools to 
support business continuity efforts. An effective BCM 
program should also define the operating model, which 
includes who is accountable and responsible for each key 
discipline of the program (e.g., crisis management, business 
resumption and IT disaster recovery), technology tools 
used to monitor and manage the program tasks, and any 
defined key risk indicators (KRIs) and key performance 
indicators (KPIs). 

 • Business impact analysis (BIA) — The BIA, a type 
of risk assessment that serves as the foundation of 
a BCM program, enables organizations to capture and 
effectively measure the potential business impacts of 
a disruption (i.e., operational, reputational, financial, 
regulatory or compliance impacts). The objective 
of the BIA is to establish recovery priorities for 
business processes and the resources (i.e., technology, 
workspace, equipment, personnel and third parties) on 
which each of those processes rely.

 • Risk assessment — In BCM parlance, this may be 
referred to as the continuity risk assessment (CRA), 
which includes identification and prioritization of threats 
and failure scenarios to which the organization may be 
vulnerable. The CRA is not an enterprise risk assessment 
(ERA). Rather, the scope of the CRA encompasses 
those scenarios that pose a direct risk to operations (e.g., 
a supply chain disruption, a technology outage, a data 
breach, or severe weather in a densely populated area 
where operations reside). 

 • Strategy design and implementation — Identification 
and implementation of continuity strategies that best 
meet the organization’s needs, based on a cost-benefit 
analysis and operational risk tolerance, is crucial. 
The results of the CRA and the BIA should inform the 
design of the recovery strategies.

 • Plan documentation — Following the design of a 
viable recovery strategy for a particular risk, the 
response, recovery and restoration procedures should be 
documented to enable effective business continuity  
operations. Each discipline employed (i.e., crisis manage-
ment, business resumption and IT disaster recovery)  
should have a documented strategy and plan. 

 • Testing — A BCM program that is not tested 
regularly cannot be confidently relied on. Testing 
and continuously improving the validity of business 
continuity strategies and corresponding teams 
and plans are critical. Rigorous testing of each key 
discipline’s teams and plans, both separately and in 
tandem, should be conducted to ensure confidence in 
the BCM program.

 • Training and awareness — An organization is better 
prepared operationally if its employees are knowledgeable 
about their respective roles and responsibilities regarding 
business continuity activities. Training should be provided 
to all employees, including those directly responsible 
for response/recovery team efforts, as well as to 
those not directly engaged on a recovery team.

 • Compliance monitoring and audit — Conducting 
regular, objective reviews of the BCM program 
contributes to the continual refinement of the 
effectiveness, completeness and rigor of the program 
overall. When executed under the oversight of the 
organization’s internal audit or compliance function, it 
creates an opportunity for a broader communication 
with leadership regarding the strengths and 
weaknesses of the current program and generates 
support, both organizational and financial, to address 
unmitigated program risks. 
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Q 10 What is the connection between operational resilience and business continuity management?

Regulators around the world remain resolute in their 
expectations aimed at strengthening the operational 
resilience of the financial services sector, an effort that 
has been spearheaded by supervisory authorities in 
the United Kingdom. Operational resilience defines the 
ability of an organization to withstand adverse changes 
in its operating environment and continue the delivery of 
business services and economic functions. Below are the 
various approaches by which an operational resilience 
program can enhance and extend traditional BCM practices 
and concepts.

 • Identifying important business services — These 
include most critical product suites or lines of business 
that may directly impact end consumers any time there 
is a disruption (e.g., ATM accessibility interruption or 
degraded payment processing).

 • Setting impact tolerance — Under traditional BCM 
programs, risk appetites are not easily quantifiable, and 
most risk appetite statements lack forward-looking 
metrics or documented thresholds for triggering 
actions (e.g., containment options) in a crisis. Under 
operational resilience, institutions are expected to 
develop quantitative impact tolerances for each important 
business service.

 • Testing — Testing various aspects of a BCM program 
and capabilities is typically discrete and segmented 
within the IT, operations or crisis management 
teams. In most cases, these tests are not scoped 
or facilitated in a manner that validates all aspects 
of the function or line of business being tested. 
Under operational resilience, institutions are 
expected to test extreme-but-plausible scenarios 
to better understand realistic recovery times 
versus established impact tolerance. Additionally, 

full scenario testing is key to helping institutions 
identify areas of failure or vulnerability, as well as 
concentration risks that could result in a business 
disruption. Testing will also indicate where 
investment in technology or processes is needed to 
stay within established tolerances.

 • Mapping — Front-to-back process mapping and more 
comprehensive and integrated testing activities 
are essential elements of an effective operational 
resilience program. Though process mapping has been 
recommended for years, accuracy and completeness 
are not regularly enforced. Under operational resilience, 
front-to-back mapping is expected to help institutions 
better understand what constitutes an important 
business service. Institutions can use mapping to:

 — Identify people, skill sets, processes, technology, data, 
third parties, operations, reporting requirements 
and legal entities, along with clearly defined cross-
functional/business dependencies and handoffs.

 — Identify important business services and rank them 
in order of priority or criticality.

 • Understanding economic impact across stakeholders —  
Beyond identifying their own important business 
services and setting impact tolerance, organizations 
are expected to demonstrate a firm understanding 
of the impact of an adverse event on the financial 
sector and the broader economy. For example, banks 
must look at all upstream and downstream impacts, 
employ a systemic look at potential service degradation 
scenarios and how they may need to prioritize clients 
and channels, and consider the effects of prolonged 
disruptions or outages. Under most traditional BCM 
programs, there are no formal or consistent definitions of 
important business services, testing or severity levels. 
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Q 11 Where should the BCM program be placed in the organization?

As organizations begin to develop their BCM program 
capabilities and plans, they are confronted with a common 
question and dilemma: Where should the overall program 
sit and/or who should own it? A successful BCM program 
requires various levels of accountability and responsibility 
within an organization. While some organizations may 
ultimately decide to create a separate business function or 
unit to own the program, many choose to utilize existing 
resources and/or personnel. 

Organizations typically provide leadership to the BCM 
program through one of three roles: sponsors, owners or 
custodians. Sponsors provide and ensure organizational and 
financial support. Given that consistent visibility to the board 
and senior leadership is essential, sponsors should be exec-
utives. Owners have direct accountability or are responsible 
for ensuring support and overall program execution. BCM 
owners are department leads with an understanding of 
strategy and direct working relationships with those imple-
menting the annual plan and managing day-to-day tasks. 
Finally, custodians have the primary responsibility for coor-
dinating BCM tasks executed throughout the organization. 
Custodians understand the various roles needed for each 
aspect of a comprehensive program and are empowered to 
escalate a concern in a timely and coherent manner. 

It is not uncommon for these oversight roles to be aligned to 
the respective BCM discipline. For example, the CTO, CIO or 
CISO may own the IT disaster recovery program, and the head 
of marketing may own crisis management. It is common for 
organizations to have a BCM steering committee or other similar 
decision-making and governance group providing oversight. 

There is no single recommended structure for a BCM program 
and no “best-fit” placement functionally. The nuances of a 
company’s industry, risk profile, culture and operations can 
influence the decision about where the BCM should reside. 
Sometimes the biggest hurdle to adoption is a perception 
that BCM is strictly an IT or business problem. Placement in 
one group or another may lend credence to that perception, 
whether warranted or not. Some examples include: 

 • Finance — The CFO’s function or vertical.

 • Executive council — A subset of the senior manage-
ment team, which may include the general counsel 
and the directors of human resources or corporate 
communications.

 • Operations — The COO’s function or vertical.

 • Risk management — The CRO’s function or vertical; this 
is most common, as a designated and qualified business 
continuity practitioner would align most directly within 
an operational risk program and provide “second-
line” effective challenge to owners of crisis, business 
resilience, and technology resilience strategies and plans.

 • Information technology — The CTO’s, CIO’s or CISO’s 
organization or vertical.

As a matter of practice, it is recommended that BCM 
program ownership be maintained at an executive level 
within the organization so that it remains visible to decision-
makers and influences enterprise adoption while supporting 
all aspects of a mature program. 

Q 12 How do you structure an internal business continuity function or planning team?

The size and composition of an organization’s business 
continuity function depends on various characteristics of 
the enterprise, including:

 • Total employee headcount

 • Amount and geographic dispersion of company locations

 • Similarity of operations between business departments, 
subsidiaries and organizational units

 • Degree to which management oversight and leadership 
are centralized versus decentralized

 • Risk profile of the organization (e.g., highly regulated, 
governed by external oversight bodies)

While it is common for companies to have a few 
individuals responsible for the organization’s overall 
business continuity efforts, many businesses have realized 
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that maintaining an effective BCM program truly takes 
a village. Nobody knows the intricacies of a particular 
department or underlying business processes like the 
respective leaders and their supporting team members 
who are the “boots on the ground.” BCM leaders and their 
teams bring domain expertise and serve as risk, impact and 
mitigation advisers to business and technology personnel. 
This collaborative assessment of “what ifs” ensures that 
a BIA and the resumption plan for a department reflect 
current risks and are actionable based on agreed impact 
criteria and prioritization.

Similarly, a BCM lead must act as a conduit for relaying 
important recovery priorities to the IT organization and 
for ensuring that relevant IT disaster recovery plans and 
supporting technologies are in alignment with the recovery 
needs of the business. In industries like manufacturing or 
energy and utilities, where operational technology is not 
managed in the same manner as the enterprise or corporate 
aspects of an IT organization, specialized knowledge may 
not be readily available. These organizations or industries 
may have critical resiliency and recovery requirements that 
a BCM lead can help identify and prioritize. Further, the 
BCM lead can influence how subsequent recovery planning 
documentation addresses those priorities.

BCM leads must have clearly defined roles and 
responsibilities, as well as the support and sponsorship 
of the executive management team. Further, in many 
organizations, it is not uncommon for some BCM 
responsibilities to be delegated to several levels of 
personnel. If this occurs, executive sponsors should be 
engaged to ensure that all stakeholders remain aligned and 
that the needs of the organization are the focus when the 
time comes to manage all aspects of the program.

From an operation model standpoint, BCM programs 
can be organized into one of three primary models: 
centralized, divisional and federated. 

 • Centralized — Under this model, a central continuity 
office serves all business units and/or geographies by 
providing policy, guidance, tools, templates, metrics and 
maintenance as well as program execution. 

 • Divisional — Multiple continuity offices serve the different 
region and business lines, aligned to unique needs.

 • Federated — A central continuity office, linked to 
various regional/business line centers of excellence, 
provides dedicated services to different regions and 
business lines.

Q 13 How do you convince executive management to fully support the organization’s business 
continuity efforts?

When not a compliance requirement, BCM is often viewed 
as discretionary, since the value of time and resources spent 
planning, training, documenting, testing and validating all 
aspects of a program cannot be realized until something truly 
goes wrong. In the absence of regulatory requirements, audit 
findings or specific customer demands, the most effective 
way to convince executive management to fully support 
BCM efforts is to conduct and share results from an exercise 
that highlights risk (e.g., tests or validations of a plan, the 
business continuity risk assessment, or the BIA). Results 
from the exercise, which typically include recovery priorities, 
corresponding recommendations and industry benchmarking 
data, should provide executive management a complete view 
of the organization’s business continuity needs. 

Communicating the value of business continuity efforts to 
executive management can also be accomplished through 
a cost-benefit analysis. The cost analysis addresses the 
funding and resources necessary to add resiliency and 
recoverability to key areas of the existing business and 
technology environment, while the benefit analysis relates 
to avoiding the potential impacts of a disruptive event (e.g., 
revenue loss, downtime, property damage and reputation 
degradation). To aid this cost-benefit analysis, the FAIR 
(Factor Analysis for Information Risk) methodology, 
commonly used for analyzing cybersecurity risk, is an 
emerging method for quantifying potential disruption loss.

Another data point that can be shared with executive 
management is business interruption premium savings 
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from the organization’s insurance provider as the result of 
implementing a tested BCM program. Program implementa-
tion can also help firms realize savings in the cost of procur-
ing directors and officers (D&O) liability insurance. From a 
fiduciary perspective, if the directors and officers understand 
that they can be held personally liable for the organization’s 
response to a business interruption, they are more likely to 
support implementation of robust BCM programs. 

Additionally, it is becoming more common for customers 
to require (as part of the contract) that their suppliers and 
business partners have a robust business continuity plan in 
place, inclusive of business and technology service delivery 
as well as supplier-customer coordination. A company may 
hold its suppliers accountable to maintain continuity plans 
and protect its supply chain. It is now common practice 
for customers to have a vendor management department 
that will review a partner’s or supplier’s business continuity 

program, through either the completion of a standardized 
information-gathering questionnaire or requesting third-
party service provider audit reports. They may also require 
active participation by both parties in mutual exercises.

Finally, lessons learned by peer companies in past events or 
their experiences related to increased focus by regulators 
in a particular industry carry a lot of weight with leaders. 
Business continuity actions taken by other organizations 
(of a like size or in the same industry) often drive action or 
increase maturity in others. This is particularly the case if 
an organization successfully recovered from a perceived 
catastrophic failure (although the opposite also can be true). 
Regulatory areas of focus by an examiner at one financial 
services institution tend to become themes at their next 
stop, and leaders will discuss their experiences with their 
counterparts in industry groups.

Q 14 What are the critical elements of a business continuity policy?

A growing number of organizations are developing formal, 
documented business continuity policies to support their 
BCM programs. Typically, the content and format of the 
policies differ based on existing standards and the culture 
of the organization. Below are the critical elements of a 
business continuity policy:

 • Accountability — Identifies the executive or executives 
accountable for BCM program planning and execution, 
as well as those responsible for resourcing and strategy 
decision-making.

 • Roles and responsibilities — Establishes roles and 
responsibilities for all employees regarding planning and 
activities before, during and after a disaster.

 • Program scope — Defines program tenets and recovery 
priorities via the continuity risk assessments and a 
business impact analysis. Further, this foundational 
effort establishes the criteria for the type and scale 
of incidents to be addressed in the BCM program. 
Importantly, this also documents any exclusions, known 
gaps in capabilities, and planned/in-flight initiatives 
which could impact the program.

 • Recovery strategy development — Identifies specific 
actions necessary to develop relevant and right-sized 
strategies to enable preparation for, response to and 
recovery from impactful events. Recovery strategies 
should be developed to mitigate impacts from the loss of 
key personnel, key processes and technology, or primary 
workspace and facilities. Cost and time to design and 
implement recovery strategies should be commensurate 
with the loss potential and impact tolerances determined 
in the business assessment lifecycle phase.

 • Plan development and maintenance — Defines 
the standards for putting recovery strategies into 
action via playbooks to be executed by business and 
technology personnel, and considers disruptions to 
one or more of people, processes, technologies and 
suppliers/service providers.

 • Testing (exercising) — Defines the various types, 
frequency and required participants (e.g., internal 
employees and external business partners or third-party 
service providers) of testing activities. Planning of each 
discrete exercise (e.g., defining scope, objectives and 
success criteria) and capturing test results should also 
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be enforced by policy. As organizations adopt aspects of 
operational resilience, policy should also direct planners 
and participants to focus on exercise scenarios with 
similar “extreme but plausible events.” Additionally, 
business end users should participate in BCP exercises 
(in conjunction with technology, operations and BCM 
teams) for a more comprehensive simulation of actual 
events and to enhance readiness across the organization.

 • Training and awareness — Establishes standards 
for role-based training of personnel named in the 
response and recovery plans, as well as general 
awareness for employees affected by the business 
continuity strategies.

 • Legal, regulatory and contractual alignment — If 
applicable, captures the organization’s understanding of 

legislation, regulation and industry standards, as well as 
customer contractual requirements impacting business 
continuity requirements.

 • Internal audit participation — Defines the role of 
internal audit in the planning process and/or the review 
of compliance with the requirements set forth in the 
BCM policy.

 • Reference — Provides linkage to a glossary, industry 
source, standards, guidelines, regulations and policies 
that the BCM program relies on within the organization.

These key elements of a business continuity policy will 
assist an organization’s planning team with gathering the 
necessary support and resources to manage the BCM 
program effectively.

Q 15 What is the role for internal audit in the BCM process?

Due to their perspective, exposure to all areas of the 
organization, and associated influence, internal audit 
departments are well-positioned to add considerable 
value in terms of BCM. Here are several ways the third 
line of defense can make an impact:

 • Act as an internal salesperson — Support the business 
case for business continuity through participation in the risk 
assessment and BIA processes (tasks that internal audit may 
address through the development of annual audit plans).

 • Ensure creation and maintenance of business continuity 
policies — Because of its familiarity with policies, 
controls and the key components associated with BCM 
processes, internal audit can assist with the development 
of initial policies and standards (in line with reasonable 
maturity levels and business objectives).

 • Maintain project management standards — Similar to 
the development of business continuity policies, internal 
audit is typically familiar with project management 
standards and project risk management programs.

 • Understand the fluid landscape — In addition to 
encouraging the development of a comprehensive 
program (i.e., governance, business and technology), 
internal audit can assist in the necessary maintenance 
efforts of all program components, as opposed to a sole 

focus on plan documentation. Specific attention should be 
paid to the planning and execution of business continuity 
tests and exercises as teams, plans and recovery strategies 
evolve. Internal audit should observe such tests and follow 
up on action items captured in observation/gap logs. 
Internal audit can also play a role in event after-action 
reporting, playing a similar role to simulated exercises.

 • Encourage continuous improvement — Based on 
familiarity with internal and industry standards/
requirements, internal audit is positioned to regularly 
review the planning process and strategies to ensure 
compliance. Internal audit also can remain engaged 
through the development of recommendations to 
address opportunities for improvement.

 • Communicate to management — Internal audit can 
formally communicate program status and capability to the 
board and management to ensure expectations are met 
and that the BCM program continually matures over time.

Because BCM is a management-owned process, internal 
audit can be an active participant and adviser to the 
organization’s business continuity executive sponsor and 
steering committee, suggest key performance indicators 
and program health metrics, and then evaluate actual 
results over time. 
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Q 16 How often should the business continuity program be audited?

The answer is organization-specific, based on internal 
standards, regulatory requirements and changes to the 
business. In most cases, an audit should be conducted 
every 12 to 24 months to ensure compliance with internal 
policies and procedures, with emphasis on the execution 
of testing, training and maintenance activities. In a 
growing number of firms, internal audit is an observer 
of all major testing activities, as opposed to a reviewer of 
test summary documentation. As such, the frequency of 
audit-related activities increases.

The Institute of Internal Auditors (IIA) published Global 
Technology Audit Guide (GTAG) 10: Business Continuity 
Management (most recently updated in 2014), which 
states that BCM-related audit activity should take place 
“on a regular basis” and can include:

 • Playing a role in the organization’s planning, to include 
the risk assessment. (It is typical for internal audit to 
help with an assessment of an organization’s internal 
and external environment.)

 • Evaluating the business continuity and disaster recovery 
plans during the planning and development phases. 
(Internal auditors have a thorough understanding 
of the business and the individual functions and 
interdependent relationships and can contribute to the 
BCP process.)

 • Reviewing the proposed business continuity and 
disaster recovery plans for design, completeness and 
overall reasonableness/viability.
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Q 17 How has the Business Impact Analysis (BIA) process evolved?

The BIA is used to identify and prioritize an organization’s 
business processes and supporting dependencies, as well as 
how long each business process can operate in a degraded 
state before intolerable harm is caused. The BIA process 
is constantly evolving, but how each process is measured 
should include an assessment of the collective impacts from 
operational, financial, customer, reputational, technological, 
regulatory, legal and compliance standpoints. 

A primary metric gathered as part of the BIA is the 
Recovery Time Objective (RTO), expressed in time and 
captured for each process and associated technology 
dependency. The use of metrics like the RTO has 
been a part of the BIA for years. As operations and 
technology continue to become more integrated, critical 
processes rely on technology, thereby causing that 
technology to also be critical. These dependencies 
highlight complexities requiring analysis and the need 
for a tailored and flexible approach particular to the 
operational environment.

In the past, practitioners used BIAs to explore a range of 
threats to an organization. However, more recently, the 
BIA has adopted an event-agnostic approach, meaning it is 
more common to focus on possible impacts of a disruption 
on each business process. The collective impacts on the 
organization become the driver, rather than the triggering 
event, for the development of recovery strategies and 
planning. Further, current best practice is for process 
owners, information technology teams and the executive 
team to agree on the resultant RTOs for each critical 
process and supporting technology.

A facilitated BIA with interviews and discussions is 
recommended. Ideally, the person or team responsible 
for business continuity management leads all BIA 
discussions. Questionnaires without facilitation can 
introduce bias or cause confusion if respondents are un-
clear about terminology used in the printed questions. 
The quality of data gathered from questionnaires also 
suffers when participation is low or when the number of 
responses from a particular group is disproportionate. 

It is important to note that the BIA is a point-in-time 
discovery exercise and should be revalidated and 
updated regularly for, at least, the areas of the business 
most sensitive to downtime (i.e., those with low RTOs). 
Further, BIA results should not be viewed as “set in 
stone” for a long period of time and should be discussed 
among the stakeholder groups as the process(es) or 
technology dependencies evolve.

The quality of the BCM program, which is significantly 
influenced by the BIA, can benefit from having objective 
experts trained in program development best practices. 
BCM experts with facilitation experience can guide 
process owners to develop meaningful and realistic RTOs. 
They can then apply BCM and industry best practices (e.g., 
supporting organizations with data collection, validating 
analyses, and documenting and reporting mechanisms) to 
strengthen their preparedness and response capabilities.

Lastly, an effective BIA process relies on appropriate planning 
and scoping. The BIA or similar information-gathering 
exercise would help improve understanding of all factors 
impacting how to plan and respond to a disruptive event.

Q 18 What are the most common approaches to executing a continuity risk assessment?

The fundamentals of a continuity risk assessment do not 
differ from most other risk assessments. Continuity risk 
should be evaluated from the standpoints of likelihood, 
impact, and mitigating and compensating controls, just 
like any other type of risk. From a probability standpoint, 
organizations should:

 • Consider their unique risk profile. For instance, 
organizations located in an earthquake zone will 
devote more planning to the response and recovery 
from a possible earthquake event.

 • Conduct research to determine the likelihood of a threat 
and focus the assessment on threats most significant 
to the business. Most organizations have cybersecurity 
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risk and aspects of geographical hazards such as 
earthquakes, hurricanes and tornadoes. Additional risks 
may be specific to the organization’s industry, such as 
supply chain, seasonality and compliance. Continuity risk 
assessments should consider several factors, as types of 
events may evolve over time.

When assessing impact, organizations should: 

 • Determine the type of impacts that may arise from any 
event. The collective impact from an event should be 
considered carefully. Impacts can take multiple forms, 
such as operational, financial, customer, reputational 
and technological, as well as legal, regulatory and 
compliance related.

 • Categorize the risks (or events) that have similar 
attributes. Events that cause broad operational, 
reputational and compliance risk would warrant more 
attention than events that are localized or isolated 
and unlikely to cause detrimental impacts. 

Business continuity planners should consider available 
controls as countermeasures or mitigation techniques 
for the most probable and impactful of the risks. These 
techniques may include enhancing environmental or 
physical security controls or documenting a scenario-
specific incident response plan for that specific risk (e.g., 
a hurricane preparedness plan for the Gulf Coast or an 
earthquake response plan for the West Coast). 

Q 19 What are some alternatives to performing an exhaustive BIA and risk assessment?

When planning for near-term events with business 
continuity implications, organizations are increasingly 
implementing creative processes to streamline the rigorous 
and detailed analysis effort required to complete a formal 
BIA and risk assessment, which can span many months. 
Organizations often do not have the time to complete an 
exhaustive analysis of all environmental, manufactured, 
business process, supply chain and IT continuity risks. 

One option to identify risks and prioritize recovery needs 
is to perform an abbreviated BIA and/or risk assessment 
through an executive work session. A facilitator leads 
a high-level cross-functional team to define impacts 
(at an organizational level, as opposed to a business-
function or technology level), which in turn will be 
used to assist with establishing business-process and 
technology priority levels, recovery objectives, and an 
order of recovery. This process is designed to reach 
preliminary conclusions in days, as opposed to many 
weeks, using the input of business leaders throughout 
the organization.

Regarding an alternative for the comprehensive 
continuity risk assessment, a business continuity steering 
committee and/or project team can define a realistic 
worst-case scenario to inform an abbreviated scoping and 
planning process. The scenario, which should impact 
the entire organization, can provide a framework to 
assist planners with developing response and recovery 
strategies. The value in this approach is found in the 
streamlined manner of identifying the numerous impacts 
of a disruption without dissecting each type of triggering 
event. Many organizations have found that using a worst-
case scenario can help them plan for less-impactful events. 

While substituting a risk assessment and BIA process with 
an abbreviated approach will not result in a thorough under-
standing of all risks and impacts to the organization, the 
examples noted provide a way to jump-start the planning 
process, particularly when the organization faces a distinct 
deadline or management has not formally endorsed the 
BCM process. Going forward, the abbreviated processes 
should be refreshed with more thorough analyses that 
consider information and perspectives from multiple levels 
within the organization.
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Q 20 Are there ways to make the BCM planning process more efficient and effective?

The focus of any continuity planning effort should address 
the most relevant threats identified during the continuity 
risk assessment and consider impacts identified through 
the BIA. Not every area of the business needs to be 
prepared for every type of event or have the same level 
of rigor applied to continuity planning. Companies should 
consider being more thorough on their most critical busi-
ness lines and apply a lighter touch (e.g., less frequent, 
or less rigorous maintenance or testing) for less critical 
areas of the business. Ensuring alignment of the recovery 
priorities and subsequent plans will enable a more efficient 
response and effective recovery. The business continuity 
plan should address the facilities and resources neces-
sary to enable effective business continuity operations.

A common approach for recovery planning is focusing 
on extreme but plausible (i.e., worst-case) scenarios. Plans 
based on extreme but plausible events should also allow 
for flexibility in their implementation to allow for use during 
less-impactful situations. Alternatively, organizations may 
choose to mitigate likely scenarios by implementing a 
scenario-specific incident response plan (IRP) that aligns 
with risks associated with events that may be highly likely 
and highly impactful. Examples of these events include 

hurricanes along the Gulf Coast, earthquakes along 
the West Coast, or tornados in Tornado Alley. In these 
instances, the existence of plans that were developed for a 
likely event improves awareness of what to do, can lessen the 
risk of harm or severe injury, and can be worth any upfront 
cost associated with planning or training. 

Consideration may also be given to using checklists 
and flowcharts to summarize response and recovery 
procedures, as opposed to more robust narratives. If the 
necessary steps are clear, the likelihood that those steps 
will be followed is higher. The use of checklists and 
flowcharts may also shorten any review and revision 
cycles needed as part of program management, as the 
amount of editing and formatting will be reduced.

Lastly, it is recommended that tests (or exercises) of 
the teams are used as opportunities to “break the 
plan.” A focus on continuous improvement should allow 
the program to progress as areas for improvement 
are captured. Companies should consider a thorough 
approach for critical business lines and processes that 
include end-to-end testing and apply a less rigorous 
testing approach to those business lines or processes 
that are considered less critical or nonessential.
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Q 21 What is the difference between crisis management and crisis communications?

Crisis management is an entity’s overall effort to stabilize 
and prevent further damage after an unplanned event. 
Crisis management takes place at all organizational levels, 
beginning with executive management. It includes initial 
efforts from all departments, such as communications 
and public relations; regulatory affairs; environment, 
health and safety (EHS); human resources; legal; corporate 
security; and all business units.

Crisis communications is a crucial component of crisis 
management. It encompasses all communications before, 
during and after an event, including targeted communi-
cations to employees, customers, community, regulatory 
agencies, shareholders, the board of directors and all oth-
ers who may be affected by the situation. These communi-
cations can be deployed during any type of event that may 
be deemed a crisis, from a product recall to a data center 
fire. The trend in crisis communications is to have multidis-
ciplinary teams for internal and external communications 
working together on messaging. Public relations, sales and 
marketing, communications, legal, human resources and 
investor relations may collaborate to develop and deliver 
internally and externally directed messages.

This example illustrates how crisis management and crisis 
communications can work together: 

After a manufacturing director is confirmed to have been 
infected with a severe and highly communicable disease, 

EHS notifies the crisis management team that the director’s 
temperature was on the rise throughout the week but there 
was no concern about the virus until additional symptoms 
surfaced. The director oversees two manufacturing 
plants and is consistently in the corporate office for 
meetings. EHS informs the crisis management team that 
the director was on-site at all three locations throughout 
the week. The crisis management core team makes the 
following decisions: 

 • The CEO decides to close both factories and the 
corporate office until further notice. 

 • General counsel advises the CEO to require testing  
for all employees before reopening the facilities. 

 • The CFO determines that the organization should pay 
employees regardless of the shutdown. 

 • The CRO notes the various regulatory implications that 
could result from the outbreak. 

The crisis communications team takes the next step to 
communicate all decisions internally to employees and to 
release a statement to external stakeholders (customers, 
shareholders and regulatory bodies). 

As shown in this example, crisis communications 
processes are dependent on decisions made by the crisis 
management team, which acts as a liaison between the 
business and internal and external stakeholders.
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Q 22 How do you integrate social media into the crisis communication strategy?

If an organization uses social media channels to 
communicate with its customers, clients and other key 
stakeholders during normal business activities, those 
channels should be integrated into its crisis communications 
strategy. If an organization does not use social media during 
normal operations, a crisis event is the wrong time to start.

While it can be a very valuable tool, the use of social 
media involves considerable risks. Certain information 
should not be shared on social media due to the potential 
for sensitivity and compliance risks. When engaging 
with the public over any social media platform, there are 
reputational risks that also need to be considered.

In a crisis, effective social media communication requires 
a higher level of care and management than during 
normal operations. Organizations should have a set 
of instructions prepared in advance for how social 
media will be managed during a crisis, with consideration 
given to publishing approvals and content authorizations, 
compliance matters, and reputation management. Those 

instructions should include using a more rigorous social 
media control structure for the duration of the crisis. The 
control structure should include employee guidance and 
reminders on how individuals should use social media 
during crises. Social media policies should state clearly —  
during a crisis and at any other time — which individuals 
and, by extension, shared accounts are authorized to speak 
for the business.

Among its advantages, social media offers employees an 
opportunity to connect and network as part of various 
subgroups, a dynamic that can promote ad hoc connections, 
especially during a crisis. Employees can also assist each 
other, using social media, in recovery of a business or even 
to recover personally from an event. While only semi-
sponsored from a business standpoint, these channels can 
be well-received and efficiently “tagged” by the company’s 
official social media accounts to raise awareness and share 
information to a wider audience.

Technology is a primary tool for enhancing organizational resilience. Software as a service (SaaS). 
Remote desktops. Public cloud providers. Internet of things (IoT). These technologies have had a 
significant impact on the ability of an organization to withstand adverse events by, among other 
things, enabling the decoupling from a desktop, decreasing concentration risk, and providing 
enhancements in the storage and availability of data.
—  Kim Bozzella, Managing Director, Global Leader of Technology Consulting, Protiviti
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Q 23 Do you need a business continuity management software/system (BCMS) to develop an effective 
BCM program?

Not necessarily. For organizations that are building 
an enterprise BCM program from scratch, buying 
BCM software is not the recommended first step. 
A software’s structured nature can force users into 
providing generic responses to crucial discovery 
questions and important planning phases where some 
level of variance can be valuable. Another hazard with 
BCM software is the false sense of security it may provide 
teams that rely solely on it.

Organizations that do not have concerns related to 
regulation or complexity can run an effective BCM program 
with office productivity software paired with a knowledge 
management application that may already be in place and 
familiar to the employee base. However, BCM software can  
be valuable for:

 • Highly regulated businesses like financial services 
or insurance providers. There, a centralized BCM 
application and plan repository may simplify adherence 
to compliance obligations. 

 • Enterprises that have multiple processes, many inter-
national locations, varying jurisdictions, or diverse 
geographical threats. Such organizations will likely 
benefit from using centralized BCM software to 
manage the complexity of their BCM programs.

For organizations that use BCM software, it is important 
to remember the application is a means to an end. BCM 
software does not guarantee an effective BCM program  
or a cohesive and effective response.

Lastly, businesses should treat the BCM software acquisition 
as they would any other application: analyze business 
requirements to guide a diligent application selection 
process, include the system in the company’s third-party 
risk management (or vendor management) process, and 
budget for additional headcount to support and maintain 
the system and data post-implementation. 

One way an organization can improve its continuity impact assessment process is by taking a 
scenario-agnostic approach and focusing on the disruption-event impact on critical business 
processes, key personnel and supporting technology. Establishing a repeatable process that 
focuses on the impact vs. the cause of the disruption will help you identify, track and manage these 
risks on an ongoing basis, and will serve as the foundation for well-constructed response plans.
—  Matthew Watson, Managing Director, Protiviti
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Q 24 What are some of the key considerations when developing Information Technology Disaster 
Recovery (ITDR) strategies?

The first consideration when developing a comprehensive 
set of ITDR strategies is to ensure they are aligned with 
the organization’s business continuity requirements. It 
is not uncommon for IT teams to drive priorities while 
inadvertently being misaligned with the business needs.

The impact on customers when systems fail is also 
paramount. For instance, depending on the organization, 
customers may tolerate disruption to, or unavailability of, 
services for some time. In other cases, customers may take 
their business to competitors without notice. Teams should 
consider the cost of a lost sale and how committed the cus-
tomer is to the relationship (e.g., airline customers can easily 
take their business to a competitor, but a financial services 
client would face a more onerous task of switching).

Organizations should consider their respective industry 
regulations (e.g., HIPAA, FFIEC guidance, etc.) and ensure the 
ITDR plan is in compliance. It is not unusual for one instance 
of noncompliance to intensify the scrutiny of regulators overall. 
Any instance of noncompliance puts a brand’s reputation at risk.

Another consideration is cost versus benefit. ITDR 
strategies should always weigh the degree of resilience 
against the cost to achieve it. A complete, immediately 
available backup of every system is ideal but might not 
be feasible from a cost perspective. Too often, failure to 
proactively invest in adequate ITDR capabilities before a 
disaster event winds up being a costly miscalculation after 
the event has occurred and the full cost is realized.

The role of third parties, especially SaaS and cloud 
providers, in the organization’s supply chain and their 
own operational resilience are important parts of 
an integrated operational ecosystem. Teams should 
understand what recovery capabilities are stipulated in 
formal agreements and confirm that vendors can keep 
those commitments. 

Additionally, teams need to consider the volume, latency 
and sensitivity of data consumed and processed by each 
system. These factors guide decisions about the location 
of technical recovery capabilities and how current the 
data needs to be when it is recovered. If the ITDR strategy 
includes co-location facilities, it is prudent to consider data 
volume versus available bandwidth and the speed with 
which data must be restored.

The baseline hardware requirements of each system are 
important. One common mistake is to use decommissioned 
equipment for backup. Often, as systems are updated 
and their usage and data sets grow, these older platforms 
become inadequate.

Lastly, consider the skill sets of the technologists 
designated to support recovery operations, focusing on 
whether they can actually be made available and are 
sufficiently equipped to resume operations as rapidly as 
the business needs.

Q 25 What should disaster recovery planners consider when choosing primary and alternate sites?

In the past, BCM practitioners had a rule of thumb to have 
primary and alternate sites at least 30 miles apart (i.e., out 
of region). These days, decisions about siting are more 
likely to depend on an organization’s risks and the nature 
of its systems and data. Given the current low cost of 
bandwidth and the availability of multiple viable options, 
organizations have more latitude in selecting primary 
and alternate sites. Still, the following factors should be 
considered when making siting decisions:

 • A system’s function should drive requirements for 
backup location. For trading systems, for instance, 
the transaction speed and data volume would require 
high-performance network connectivity between sites. 
Other systems may be less demanding.

 • Businesses should be prepared to move systems to 
alternate sites if the primary location is exposed to 
disasters such as a flood, earthquake or hurricane. A single 
event could impact a wide geographic area of potentially 
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hundreds of miles. If this is likely or an unacceptable risk, 
then the alternate site should be outside the risk area. 
Likewise, risks such as terrorism, geopolitical instability 
and unstable infrastructure in a particular region could 
have a significant impact on a data center.

 • Regulators may specify requirements for siting data 
centers, disaster recovery sites, alternate offices 
and business resumption centers. Some requirements 
may be relaxed if regulators can be assured that 
the business has comprehensively assessed and 
documented its own risks and demonstrated diligence 
by refreshing its plans and assessments regularly.

 • Location of staff has historically been a major 
consideration in siting primary and alternate data centers, 
but it is less important more recently. The COVID-19 
pandemic has shown that businesses may not need staff 
located near alternate sites. The staff’s ability to access 
facilities in extreme weather is constrained if co-location 
is part of the disaster recovery strategy.

If a business’s systems interact with the public via the 
internet, alternate sites need bandwidth equivalent to the 
primary site, so failover is transparent to the user. Bandwidth 
is an even more significant factor when backups are not 
updated in real time; recovery in these situations involves 
transferring large volumes of data swiftly.

Cloud computing provides an attractive alternative to owned 
and operated data centers, or even hosted data centers. 
Cloud providers often concentrate multiple data centers 
within a region, enabling them to respond effectively to 
localized issues. These concentrations may be repeated in 
other regions to create an exceptionally resilient network 
that is responsive to failures at any single location.

Data replication strategies can also impact the 
desired distance between primary and alternate sites. 
Synchronous replication might be safe for an application’s 
most critical data, while less critical data could be replicated 
asynchronously.

Q 26 How is advancement of technology changing disaster recovery planning considerations?

The availability of robust, secure cloud solutions for 
disaster recovery represents a fundamental shift in 
disaster recovery planning and an opportunity to increase 
operational resilience. Cloud solutions can be more secure 
and provide better failover capabilities than businesses 
can accommodate with their on-premises environments.

For organizations that employ cloud technology for 
their production environments, resiliency and recovery 
are intrinsic to the platform, and disaster recovery (DR) 
capabilities are easily added. It is essential for these 
organizations to possess the expertise to govern and 
manage cloud implementations, keeping requirements 
of business process owners in the forefront. When 
businesses attend to these concerns, configuration of DR 
features in the cloud is reasonably straightforward.

There are businesses that cannot consider cloud solutions for 
disaster recovery. Disaster Recovery as a Service (DRaaS) is 
another way for such businesses to offload risks associated 
with hosting and operating their own data centers, and they 
can usually do so at a lower cost.

Whether a business pursues an on-premises or cloud-based 
DR solution, testing the chosen platform is critical to demon-
strating that failover and related processes are designed, 
documented and executed as expected. Organizations taking 
advantage of DevOps practices already benefit from an 
automated approach to developing, building, testing, and 
configuring and deploying software. DevOps also provides 
a high degree of confidence that systems will run effectively 
in any environment to which they are deployed. Businesses 
that do not follow DevOps practices will want to pay greater 
attention and carefully manage risk related to design, devel-
opment and deployment of systems that grow organically or 
ad hoc, or that are deployed via manual processes.

It is also worth noting that edge technology is growing 
in popularity in the context of DR planning. Where high 
availability is important, organizations push systems and 
content to providers all around the world. This approach 
limits the risk of overloading a central data center. Data 
can be stored and processes run at these remote points, 
providing an extra level of resilience for highly available 
systems and services.
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Q 27 What are some key considerations for pursuing Disaster Recovery as a Service (DRaaS) or  
other disaster recovery vendor solutions?

There are many solutions for setting up internally owned 
and managed disaster recovery capabilities or engaging 
with third parties at varying levels — from specific 
services/parts of the solution to entirely out-of-the-box 
solutions fully managed by an outside firm.

Disaster Recovery as a Service (DRaaS) provides a way for 
businesses to offload risks associated with hosting and 
operating their own data centers, usually at a lower cost.

Well-documented, clear requirements are essential to 
managing DRaaS costs. Detailed requirements should 
correspond to line items comprising the overall price, 
which may build in an added level of rigor and discipline to 
DR planning for some organizations.

DRaaS works most effectively for common technologies 
that vendors can easily operate and manage. When systems 
are customized or tightly integrated with other elements 
in the technical environment, they are more challenging 
for the vendor to support. DR teams should also consider 
whether the production environment is using old, unusual 
or highly specialized equipment, and should integrate the 
appropriate level of due diligence when finding vendors who 

have that same equipment available. For cases like these, 
businesses still have the option to engage providers who 
address data recovery, while retaining responsibility 
for infrastructure recovery in-house. However, 
infrastructure recovery can also be supported by vendors. 
Here, the challenge is to ensure that the system runs as 
well on the vendor’s platform as it does in the business’s 
production environment.

When choosing DRaaS, data recovery and infrastruc-
ture recovery solutions, a business needs to examine its 
requirements in the context of cost versus time to recover. 
Traditional cold sites have equipment standing ready to be 
configured and updated when they are needed. Warm sites 
have servers ready for installation of production environ-
ments. Hot sites are set up for immediate use, with up-to-
date systems and data ready for failover.

With the variety of offerings for ITDR support in the 
market now, businesses have more options than ever. The 
key to success is knowing requirements, documenting 
them in a detailed way and seeking the vendors whose 
capabilities best match the needs of the business.

Q 28 How can organizations leverage cloud services as a viable disaster recovery solution? 

Cloud-based solution providers offer a wide array of 
options, so businesses can allow their own disaster 
recovery (DR) strategies to drive their selections. Start 
with an assessment of the business’s own capabilities 
versus the resilience it needs. Consider size, budget 
and maturity level of the organization, as well as DR 
requirements particular to the business. 

For organizations whose DR strategy is already 
sound, implementation of cloud-based solutions can 
be straightforward and rapid. Among the multitude 
of options, cloud-based DR solutions fall into two 
fundamental categories:

 • High availability and hot-hot resilient services, where 
a business’s servers and data are replicated from the 

primary to the secondary data center with the shortest 
possible recovery time. This approach takes advantage 
of cloud-native features and offers configuration 
options so businesses can establish their own resilience 
parameters. To duplicate these capabilities without 
cloud-based services, a business would need three or 
more instances of its production infrastructure, located 
in various regions, each with staff on site. In these terms, 
the value of cloud-native architecture for DR is clear.

 • Data recovery and backup, whereby businesses can 
back up their data to the cloud over an Internet or 
direct network connection. This solution relieves 
businesses of the responsibility for managing various 
forms of media as well as the data backup and recovery 
storage infrastructure, but they’ll remain responsible 
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for restoring the backed-up data to infrastructure in 
the event of an outage. Therefore, cloud-based data 
backup only partially meets DR requirements for 
most businesses. Cloud providers who only offer data 

recovery and backup are beginning to lose ground 
against competing cloud providers who offer more 
robust, high-availability solutions, raising questions 
about the long-term viability of a data-only approach.

Q 29 How does switching to a cloud-based disaster recovery solution affect risk in the organization?

While a cloud-based disaster recovery (DR) solution 
introduces risk associated with storing data outside the 
organization, that risk is offset by the resilience gained by 
adopting a cloud-based approach to DR. Cloud providers 
invest significant resources into security measures, both 
in the latest security technologies and in the skills of their 
personnel. Adopting a cloud-based approach to DR could 
increase an organization’s risk tolerance from a variety of 
perspectives. Organizations that adopt cloud-based DR 
can benefit in the following ways:

 • The cost of DR testing in the cloud is usually lower 
than it is for organizations with owned or hosted data 
centers, increasing the organization’s appetite for more 
frequent tests. More frequent tests result in more 
resilient environments.

 • Cloud-based DR environments can be set up on 
demand, so the organization is freed from hardware 

procurement processes (including selection, 
negotiation, ordering, installation, configuration and 
provisioning), as well as procurement costs and delays. 
This vastly increases the flexibility of DR environments, 
facilitating nimbler modification of systems.

 • Cloud-based DR environments provide resilience faster 
and at a lower cost, so organizations can launch new 
products without compromising the DR strategies. This 
enables businesses to meet regulation-driven resiliency 
requirements with little additional overhead.

Ultimately, organizations incur the risk of storing data 
outside the organization in exchange for superior 
resilience, greater flexibility and lower overall risk. 
Organizations are unique in their security needs and 
regulatory requirements and should evaluate cloud-based 
DR’s advantages from the perspective of these factors.

Q 30 What approaches are available when leveraging a cloud solution for disaster recovery?

The approach any organization takes to leveraging a 
cloud-based disaster recovery (DR) solution will depend on 
the organization’s rate of adoption of the cloud strategy. 
Organizations that already host applications on cloud 
platforms will want to take advantage of the built-in features 
their cloud providers offer.

Organizations not yet in the cloud may want to offload 
responsibility for operating their own disaster recovery data 
centers and instead turn to cloud providers that specialize in 
services like these, with approaches varying from full-scale 
to point solutions. It is not uncommon for organizations to 
embrace the cloud version of the application, as resilience is 
often a benefit associated with a move away from an on-
premises strategy. If a vendor offers a cloud-based service 

for their application, it is possible to run the system with the 
cloud version of the application as a backup.

Approaches to adopting cloud-based DR vary by degree 
of reliance on integration with cloud technology. In other 
words, solution options vary by the degree to which 
an organization chooses to take advantage of cloud 
technology’s intrinsic benefits. To take greatest advantage 
of these features requires fundamental changes to the 
organization’s system architecture.

Approaches can be broadly considered by increasing 
degrees of cloud integration:

 • Cloud-based DR as an additional data center requires 
configuring a cloud environment to emulate the 
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on-premises data center. This approach replicates 
servers, processes and all other components of the 
physical environment to enable swift and smooth 
transition when needed. Organizations can specify 
that the cloud environment be set up in advance. This 
approach of treating the cloud as another data center and 
preconfiguring it is more sophisticated and complex than 
many organizations require, but it can represent dramatic 
cost savings for some applications and some use cases.

 • Cloud-based DR takes advantage of cloud-native 
offerings, including snapshots, data replication and other 
services. Cloud-native applications are built with a high 
degree of automation and resilience in mind. Cloud-native 
applications are designed to be more resilient, as failover 
can be instant and transparent for the best-available 
resilience of systems. In comparison, applications designed 
for DR in a traditional data center are typically reliant on 
manual monitoring and recovery activities.

Q 31 What are some key considerations for selecting and/or negotiating hosted solutions or disaster 
recovery support?

Selection of a disaster recovery (DR) solution depends 
primarily on an organization’s specific technical re-
covery needs. Cloud-based DR providers offer superior 
capabilities and security, but it is unusual for a cloud provider 
to negotiate anything at variance with their standard service 
level agreements (SLAs). In many cases, organizations 
that use unusual or older infrastructure may find cloud 
providers do not offer customized solutions that allow for a 
company’s architectures or nuances. In these instances, these 
companies must rely on traditional DR providers that are 
constrained by the physical hardware in their data centers. 
Organizations can also engage a third party to manage their 
cloud-based DR, placing the third party between them-
selves and the provider to bolster the SLA with additional 
services. When selecting cloud-based DR providers, compa-
nies should ensure the provider can scale to accommodate 
the organization’s needs and, if so, understand how, and how 
quickly, that scaling is accomplished.

Whether they choose cloud-based or traditional DR 
providers, companies should ask the following:

 • How long can the organization run in DR mode? 
Standard contracts may specify a week or two. 
Organizations should consider whether that duration 
is enough and must understand the implications if that 
timeline is exceeded. 

 • Can the provider assist with failback (i.e., restoring 
data saved or modified in DR mode back to the 
primary environment)?

 • How is DR testing conducted, and how does the 
provider support those tests?

 • How is the provider’s technology and physical space 
used when the organization does not need it? Do 
the provider’s facilities function as primary for one 
customer and secondary for another, for example?

 • How does the provider handle events that require 
simultaneous recovery of multiple systems? If the 
provider has several clients in a DR situation at the 
same time, how are they prepared to address that 
circumstance? To what extent can the provider abide 
by the SLA in extreme circumstances or when the 
organization may be competing with the provider’s 
other customers for the same resources after a large-
scale or regional disaster?

 • Is the hot site also used as a primary site for other 
clients, thereby calling into question whether it is 
always available? Sites used only for DR — and thus 
unused for periods of time — may not function as 
planned when needed.

 • Can the provider (or the organization’s own team) 
configure infrastructure remotely? In the absence of 
this capability, DR infrastructure can “drift,” causing a 
misalignment with the production environment.

 • Does the provider stay current with new versions of 
hardware, operating systems, middleware and other 
infrastructure components?
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 • What are the costs related to testing and other 
processes to exercise the infrastructure from time to 
time? These are sometimes overlooked in negotiations, 
but they do require time and resources on the part of 
both providers and their customers.

Ultimately, when choosing cloud-based or traditional DR 
providers, it is important to be clear and detailed about 
delineating responsibilities.

Q 32 What other requirements and recommendations should organizations consider as part of their IT 
governance practices? 

There are numerous BCM-related resources that may 
offer guidance, requirements and/or recommendations 
which apply to most companies. For instance, most of 
the well-known cybersecurity standards (e.g., NIST CSF, 
ISO 27001, CIS CSC) focus not only on the confidentiality 
and integrity of data but also its availability. Additionally, 
the increased focus on privacy with the introduction of 
the General Data Protection Regulation (GDPR) and the 
California Consumer Privacy Act (CCPA) has heightened 

the focus on not only how to maintain continuous access 
to data subject information but also how to ensure privacy 
protections regardless of how or where the data is stored. 

The expectations on IT leadership of both public and private 
sector organizations for improved preparedness are higher 
than ever before. Additional government and industry bodies 
and/or requirements and control standards for technology 
components of business continuity and crisis management 
are listed in the regulatory sources in the Appendix. 

A BCM best practice is enabling the chief operations officer to engage board members and discuss 
the potential shocks to business processes and systems throughout the enterprise. Gaining 
additional perspectives provides all constituents with a more thorough understanding of the crucial 
importance for establishing BCM plans and simulating situational impacts. Conversations about how 
the organization manages cybersecurity risks or responds to a ransomware attack are just a couple 
of examples of why broad executive perspectives are necessary.
—  Terry Jost, Managing Director, Protiviti
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THIRD-PARTY RISK  
MANAGEMENT AND BCM



Q 33 How do sourcing, outsourcing and procurement strategies impact business continuity and 
operational resilience?

An organization’s approach to sourcing, outsourcing and 
procurement has a direct impact on its ability to maintain 
business continuity. If the sourcing and procurement strategy 
focuses exclusively on driving down costs, organizations 
may find themselves sourcing from fewer providers to 
leverage spend and increase buying power. Relying on fewer 
vendors increases the risk, however, should any one vendor 
be unable to support their customers due to a disruption 
and an inability to recover promptly. Organizations should 
consider all aspects of a vendor’s capabilities and total 
cost of ownership, including business continuity, and not 
consider cost alone when selecting vendors. They should 
also evaluate “fourth-party” vendors, vendors/suppliers of 
the organization’s key vendors, where feasible. Examples of 
fourth-party vendors are prevalent in the technology space 
and could include Amazon Web Services or Microsoft, which 
may host critical SaaS products.

Organizations in heavily regulated industries must 
understand specific requirements and obligations as 
they pertain to third-party management, including 
requirements for business continuity management 

and disaster recovery capabilities and plans. These 
considerations, including risk assessment, due diligence, 
contracting requirements and ongoing monitoring, must 
be addressed as part of the sourcing and vendor selection 
process. In addition, regulators increasingly are focusing 
on fourth-party risk, as noted above.

Outsourcing is especially impactful on an organization’s 
business continuity capabilities. Executives sometimes 
develop blind spots when they assume that outsourced 
providers are managing their own business continuity 
effectively and when estimating the impact that out-
sourced provider operations and processes can have on 
their own internal processes. As a result, organizations 
do not typically apply the same level of rigor and over-
sight to outsourced functions as they would to internal 
functions. The inclination to assume outsourced vendors 
are managing business continuity effectively grows 
more hazardous as organizations increasingly rely on 
outsourcing. It is prudent for organizations to understand 
contingencies that may need to be employed as they 
relate to any third party deemed critical. 

Q 34 How should organizations identify and prioritize vendors to manage business  
continuity effectively?

Ideally, all new and prospective vendors go through a 
risk assessment process that addresses the inherent 
risks across applicable risk domains (including business 
continuity) associated with the service or category of 
spend being addressed. The results of the initial risk 
assessment, combined with vendor criticality — as 
identified through the business impact analysis (BIA) — 
should dictate the level of due diligence required, with 
results of the due diligence culminating in segmentation 
and tiering. The vendor segmentation should then drive 
contract considerations and specific requirements, as 
well as frequency of ongoing monitoring. Segmentation 
and tiering will dictate whether, and how often, the 
organization reviews and tests vendors’ business 

continuity plans. The riskiest or most critical vendors 
might be reviewed every quarter, where the least risky 
or least critical vendors may be reviewed only every 
year or two.

When considering management of vendor relationships, 
organizations can prioritize based on the difference 
between transactional dealings with vendors of 
commodity goods and services that can be readily 
replaced, versus more strategic relationships, where 
the cost, time frame and complexity of switching 
providers is more severe. These more strategic vendors 
should be prioritized and more actively managed as 
part of an organization’s overall business continuity 
posture. Organizations should assess if their strategic 
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vendors’ business continuity plans are aligned with the 
organization’s own strategy and should evaluate how 
these vendors manage their plans in terms of oversight, 
testing and other factors. 

For vendors that supply goods — particularly goods 
that contribute to an organization’s finished product — 
businesses should assess the revenue generated from the 
finished product to determine the criticality of the vendor’s 
goods to production and prioritize accordingly.

For information technology vendors, considerations 
should include whether the vendor will access the 

organization’s network or share data, what software 
is used to perform tasks on the network, how many 
business users rely on the vendor-provided service, and 
what business process the service supports. The vendor’s 
responses may trigger more questions to understand 
the vendor’s systems and protocols better. How is the 
application developed and hosted? Do they test the 
application regularly? Does the vendor have practices 
in place to recover systems quickly enough? Does the 
vendor rely on other key vendors/suppliers (fourth 
parties) to deliver the service to the organization?

Q 35 Why is it important for organizations to understand and assess their vendors’ business continuity 
plans and capabilities?

Organizations can enhance their in-house recovery strategies 
if they have a better understanding of their vendor’s 
contingency plans. Having a high level of comfort in a 
vendor’s plans and how those plans are validated and tested 
means the company may not need to put as much time and 
resources into a particular element of planning. Also, knowing 
how those critical vendors will respond to a disruption can 
influence the organization’s recovery activities. 

The criticality of any good or service, and the probability 
and impact of vendor outages and disruptions, are likely 
considered as part of the organization’s BIA, where each 
vendor is assigned a level of criticality and, perhaps, a 
recovery time objective (RTO).

Business continuity procedures should include documenting 
whether a vendor possesses or will gain the capabilities to 
ensure they can provide goods and services within agreed-to 
SLAs. Additionally, as vendors are onboarded, they may 
be segmented and tiered according to the inherent risks to 
govern the depth and extent to which any vendor’s business 
continuity capabilities will be overseen and reviewed.

All of these actions can be reinforced by having frequent, 
open communication between the organization and the 
vendor. The first step is requiring all critical vendors to 
have defined relationship owners on both sides. These 
relationship owners can communicate expectations, assist in 
monitoring performance against agreed-upon measures and 
contract terms, and actively participate in plan development, 
exercising and gap resolution.
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Q 36 How should a business continuity program consider the impacts of disruption to vendor or 
supply chain partner operations?

An organization’s business continuity plan should document 
its vendors’ or trading partners’ abilities to identify, respond 
to and recover from potential business interruptions. The 
process starts with identifying what potential risks could 
lead to an interruption of services delivered to consumers 
or disruption of the entire supply chain. The process must 
consider all components and contributors to the consumer 
service or to the supply chain.

Business continuity planning typically assesses the 
probability and impact of any threat. It is important, 
however, to consider unlikely threats as well. These 

are sometimes called black swan events — unexpected 
outlier events with severe consequences that are 
extremely difficult to predict. Those organizations 
adopting operational resilience practices should already 
be planning and exercising for “extreme but plausible 
events.” Defining and testing risk response strategies in 
anticipation of both likely and unlikely events protects 
organizations from undue struggle and chaos when a 
crisis is underway; they would only need to execute on 
the plans already developed.

Q 37 Should vendors’ business continuity plans and capabilities be tested? If so, how often?

When an organization tests its business continuity plan, 
either as a tabletop exercise or a thorough dry run, the 
vendors supplying critical goods and services should 
participate. Vendors with roles in the organization’s 
disaster recovery strategy should collaborate on 
periodic cutover testing. Organizations should also seek 
opportunities to participate in their vendors’ testing 
where and when appropriate.

Assessments of vendors should include evidence that 
they have sound business continuity programs and that 

those programs include rigorous testing, followed by a 
review of test results to demonstrate that the vendor can 
meet the organization’s recovery time objectives.

Where a vendor’s outage could have a high impact on 
the organization, such tests might occur as frequently 
as annually. Where vendor relationships carry less 
risk, testing might be conducted in alternate years. 
Relationship owners on both sides should work together 
to determine the frequency and depth of testing and how 
they will participate.

In the financial services industry, financial institutions are more focused than ever on operational 
resilience, of which business continuity is a key component. The highly interconnected nature 
of banking environments creates significant concerns about the ability of a contagion to disrupt 
banking services. Similar concerns are emerging in other industries, underscoring the need for a 
continuing focus on business continuity and resilience.
—  Ali Yasin, Managing Director, Protiviti

Guide to Business Continuity & Resilience  ·  34



REGULATIONS, STANDARDS 
AND GUIDANCE



Q 38 How should regulations and standards shape the development of a BCM program?

BCM regulatory requirements and standards are 
increasingly being enhanced in response to a growing 
focus on corporate governance and risk management 
and the devastating impacts on the business from 
technology disruptions and catastrophic events. The 
enhancements are designed to help organizations 
develop more effective continuity responses to the 
evolving threat landscape, including providing enhanced 
protection for employees and all those who depend on 
an organization’s services (e.g., customers, clients and 
patients, third parties). 

Regulations and standards are used to drive BCM 
program development, measure adherence and assess an 
organization’s resilience maturity. While regulations and 
standards often provide guidance on required or suggested 
controls, areas of focus and approaches to BCM, they rarely 
dictate specific items, formats or levels of detail in planning 
documentation. The most comprehensive guidelines and 
standards are geared toward financial services. Using these 
more rigorous guidelines, it is not uncommon for other 
industries to apply the relevant controls and strategies as 
they model their BCM program against best practices.

Q 39 What specific guidance does the Federal Financial Institutions Examination Council (FFIEC) 
provide regarding BCM? 

The FFIEC standard is recognized as one of the most 
stringent BCM standards in the U.S. marketplace. It places 
significant emphasis on governance, risk assessment, BIA, 
planning, recovery, resiliency, testing and maintenance 
requirements. It also contains a section related to senior 
management’s business continuity responsibilities, which 
is a helpful reference for any company and an indicator 
that BCM is no longer something that is just taken care of 
by back-office technical teams.

Many organizations, including non-financial services 
entities, model their BCM programs after the FFIEC 
standard. Originally published in 1996, the standard was 
significantly expanded in 2003, 2008 and 2015, and most 
recently refreshed in November 2019. Although still listed 
in the category of IT examination, the FFIEC standard 
states that BCM should be based on “enterprisewide, 
process-oriented approaches that consider technology, 
business operations, testing and communication strategies 
critical to the continuity of the entire entity.” 

Additionally, the 2019 update changed the booklet title 
from “Business Continuity Planning” to “Business Continuity 
Management.” The update reflects the changes in customer 
and industry expectations for the resiliency of operations. 
Further, the booklet emphasizes that “business continuity 
should not be focused only on the planning process to 
recover operations after an event, but rather it should 

include the continued maintenance of systems and controls 
for the resilience of operations. Business continuity should 
be incorporated into the risk management lifecycle of all 
systems, applications, services, business processes and 
operations of an entity.” 

The points below summarize the FFIEC guidance regarding 
developing the scope of an effective and efficient BCM 
program and establishing a repeatable lifecycle:

 • Effective BCM governance depends upon the involvement 
of the board and senior management to set the tone and 
establish a culture of resilience across the business.

 • BCM elements should align with strategic goals and 
objectives and underpin broader operational resilience 
objectives of an organization.

 • A thorough BIA and risk assessment should form the 
foundation of a comprehensive BCM program and identify 
the maximum tolerable period of disruption where harm 
would be caused to the customer, firm and market.

 • A BCM program should include strategies that meet 
both recovery and resiliency objectives to remain 
within impact tolerance.

 • The BCM program should be developed on an 
enterprisewide basis and incorporate incident response, 
disaster recovery, business resumption, operational 
resilience and crisis/emergency management.
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 • A BCM training program should be implemented for 
personnel and other stakeholders.

 • The effectiveness of the BCM program should be 
validated through annual, or more frequent, testing, 
capturing lessons learned and opportunities to improve 
the overarching resilience of an organization.

 • The BCM and test program should be thoroughly 
documented, evaluated by institution management, 
independently reviewed by an internal and/or external 
audit function, and reported to the board.

 • The BCM and test program should be updated to reflect 
and respond to changes in the institution and gaps 
identified during continuity testing.

 • Other financial institution policies, standards and 
processes should be integrated into the BCM program.

Rather than stipulate a series of “do’s and don’ts” with explicit 
requirements, the FFIEC booklet provides companies with 
practices to make robust assessments of their needs and 
reasonable judgments on the composition and content of 
their BCM programs. For example, following their discussion 
of institutions serving critical financial markets, the FFIEC 
suggests that the BCM program and its critical elements be 
based on an entity’s size and complexity and aligned with the 
financial institution’s business strategy and risk appetite. 

Q 40 What are ISO 22301 and ISO 22313? 

ISO 22301, published by the International Organization 
for Standardization (ISO) in 2012 and updated in October 
2019, established an international standard that provides 
the structure and requirements for implementing and 
maintaining a BCM program. As with other ISO standards, 
ISO 22301 applies the Plan-Do-Check-Act (PDCA) 
model and focuses on the business continuity lifecycle. 
Organizations seeking ISO certification of their BCM 
program can do so by engaging an accredited third-party 
certification group. The ability to certify a BCM program 
and provide a degree of assurance to third parties (e.g., 
customers, clients, partners, regulatory bodies) with respect 
to the integrity of the program is an attractive proposition for 
a number of organizations.

The introduction of ISO 22301 essentially replaced BS 
25999-2, which was developed by the British Standards 
Institution (BSI). In fact, ISO 22301 is an upgrade because

it places greater emphasis on understanding requirements, 
setting objectives and measuring performance. Ultimately, 
organizations that have previously aligned their programs 
with the BSI standard should have a straightforward 
transition to ISO 22301. 

ISO 22301 was designed to be applicable to all types of 
organizations. The principles are familiar to seasoned 
BCM professionals, but how the requirements are 
ultimately applied depends on the risk environment in 
which the organization operates and management’s goals 
and objectives.

ISO 22313, published in 2020, clarifies the concepts 
introduced by ISO 22301 with explanations and examples to 
assist organizations during implementation. While ISO 22313 
does not introduce any new concepts or requirements, it 
provides a better sense of what an ISO 22301 BCM program 
looks like and how the standard can be applied.

Q 41 How does NFPA 1600 differ from more familiar BCM guidance? 

NFPA 1600 is a standard published by the National Fire 
Protection Association (NFPA) that focuses on disaster 
management and business continuity. Headquartered in 
Massachusetts, NFPA is a standards-making body known 

for its NFPA 101®: Life Safety Code®, which governs 
most life-safety issues in commercial buildings across 
the country. It is common for local and state governments 
to adopt NFPA standards verbatim into their building and 
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life safety codes. The standard became especially significant 
after the federal 9/11 Commission recommended it as the 
National Preparedness Standard and encouraged entities 
such as insurance companies and credit rating agencies 
to include it in their evaluations of customers. The U.S. 
Department of Homeland Security (DHS) sponsors a 
resource known as “Ready Business” and has adopted NFPA 
1600 as the American National Standard for developing a 
preparedness program.

Work on the NFPA 1600 standard began in the 1990s, 
with the first version published in 1995 and most recently 
updated in 2019. Unlike other standards and regulatory 
requirements, NFPA 1600 is industry neutral and even 
applies to the public sector. When it was first published, 
NFPA 1600 was three pages long and included elements of 
prevention, preparedness, response and recovery. Today, 
NFPA 1600 is a complete emergency management and 
business continuity standard that includes guidance on 

crisis communications, emergency operations center (EOC) 
management and family preparedness.

There is no specific industry or class of organization that 
is legally required to adopt NFPA 1600. However, many 
organizations use it to guide the development of their 
continuity and emergency response preparations. The 
standard is sufficiently flexible and can be adopted by all 
types of organizations (e.g., large, small, public or private), 
as it is structured on general recovery principles that 
would be found in an effective emergency management 
program (e.g., BIAs, crisis management, plan development, 
testing, training and education). Organizations can tailor 
the standard to their needs and build procedures specific 
to their recovery needs. The 2019 edition focuses on 
crisis management in general and crisis communications 
in particular, consistent with the distributed nature of the 
current workforce and the need to effectively communicate 
with both employees and external groups. 

Q 42 How does the COBIT standard address BCM? 

Control Objectives for Information and Related 
Technologies (COBIT) is a generally applicable and 
accepted standard for sound IT governance and 
management practices. The standard provides a reference 
framework for management and users, as well as for 
information systems (IS) audit and control and security 
practitioners. COBIT, issued by ISACA and now in its 
sixth edition (COBIT 2019), provides tools to assess 
and measure an enterprise’s IT capability across one 
governance and four management domains:

 • Domain 1: Evaluate, Direct and Monitor (EDM)

 • Domain 2: Align, Plan and Organize (APO)

 • Domain 3: Build, Acquire and Implement (BAI)

 • Domain 4: Deliver, Service and Support (DSS)

 • Domain 5: Monitor, Evaluate and Assess (MEA)

Business continuity activities are addressed primarily in 
the DSS04 domain/process area. The “manage continuity” 
process, as described by COBIT, is designed to “establish 
and maintain a plan to enable the business and IT 

organizations to respond to incidents and quickly adapt to 
disruptions.” This process enables continued operations 
of critical business processes and required information and 
technology services, and helps firms maintain available 
resources, assets and information at a level that is 
acceptable to the enterprise.

Although COBIT tends to be IT focused in many process 
areas, the “manage continuity” process incorporates 
characteristics that include IT as well as business 
recovery activities. The DSS04 process is organized  
into eight practices:

 • Define the business continuity policy, objectives  
and scope

 • Maintain business resilience

 • Develop and implement a business continuity response

 • Exercise, test and review the business continuity plan 
(BCP) and disaster response plan (DRP)

 • Review, maintain and improve the continuity plans

 • Conduct continuity plan training
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 • Manage backup arrangements

 • Conduct post-resumption review

Each practice is supported with suggested activities, 
example metrics, references (e.g., National Institute 

of Standards and Technology (NIST) 800-53), typical 
organizational responsibilities, process inputs/outputs, 
recommended skills and corresponding policies. 

Q 43 Describe the connection (if any) between the Sarbanes-Oxley Act (SOX) and business continuity.

When the Sarbanes-Oxley Act (SOX) was passed in 
2002, management and auditors struggled with defining 
the scope of business continuity as an internal control 
related to financial reporting. However, as SOX compliance 
has become more commoditized for public companies, 
management and external audit firms have been able to 
come to a middle ground on this topic.

The most common business continuity-related controls 
in this area focus on system/data backups and periodic 
restorations of applications/environments deemed in-scope 
for SOX purposes. In other words, external auditors mainly 
want to gain comfort that management is backing up their 
key SOX-related systems and data on a regular basis and has 
methods of detecting and addressing backup failures should 
they occur. Further, it is not uncommon for external audit 
firms to confirm that management can restore systems or 

critical files from those backups, should the need arise. This 
can be evidenced by performing and documenting targeted 
restoration activities and proving that backed-up data is 
accessible and intact. Most audit firms have determined that 
specific business continuity or IT disaster recovery plans are 
not required by SOX regulations.

Regardless of how BCM and IT disaster recovery topics 
are treated within regulations such as SOX, most executive 
managers continue to advocate business continuity-related 
processes because they are viewed as sound business 
practices that are in the best interests of the companies 
which implement them. For service-oriented organizations 
(e.g., payroll services, business process outsourcing, cloud 
computing), business continuity is a topic that remains very 
near the top of the list when clients perform their annual 
vendor audits or issue-related audit questionnaires.

Organizations must consider unimaginable disruption scenarios as an essential component of their 
comprehensive crisis management program. The potential convergence of disaster events will require 
risk management functions to ask many bold questions. What if there is a regional power outage, with 
the digital infrastructure failing during a period of work from home with all the corporate offices closed? 
Do remote workers have the capability to perform their work given that multiple disaster events may 
be occurring simultaneously? What key infrastructure redundancies should be in place to address 
aggregate compounding disaster events that will ensure resilient enterprise operations?
—  Damon Owen, Managing Director, Protiviti

Guide to Business Continuity & Resilience  ·  39



TESTING, TRAINING  
AND MAINTENANCE



Q 44 What are the prevailing practices regarding the storage of business continuity planning 
documentation? 

There is no one-size-fits-all BCM documentation storage 
approach. Storage practices should be guided by these 
two important considerations about business continuity 
plans: They should stay current, and they should be 
accessible to all personnel when needed.

A library distributed solely in hard copy would be difficult 
to keep updated and even harder to confirm that all 
personnel are referencing current versions as needed. 
For BCM documents, all employees should have access 
to the most current versions. Further, it is far easier for 
those tasked with maintaining the documents to keep 
a primary source updated, instead of multiple versions. 
Typically, BCP libraries are maintained on an all-company 
network file share, intranet/SharePoint site, or other 
employee and/or third-party portals.

While accessibility is key, it is also critical to maintain security 
over the library of risk assessment, impact analyses, strate-
gies and planning details, and exercise results. These docu-
ments often contain proprietary and sensitive data, including 
names, roles, contact information, IP ranges, procedures and 
partners, among others. Companies that provide goods or 
services may also be requested to provide these documents 
in whole or in part and may or may not desire to share. 

Considerations should be made to maintain the classification 
of these documents and to confirm appropriate controls are 
put in place to ensure they remain secure.

A library of planning materials should be accessible 
to personnel based on their role in the organization, 
their responsibilities during recovery, or the processes 
they support. The prevalence of mobile technologies 
and ubiquitous internet access means most personnel 
carrying personal or company-issued smartphones 
and tablets can access these BCM documents through 
cloud-based document storage and SaaS BCM software 
solutions as needed.

Storage decisions should be made with the goal of enhancing 
how quickly employees consume content and can execute 
on the recovery and resumption procedures. Business 
resumption plans may be further segmented by end-to-end 
processes (e.g., periodic financial reporting functions), an 
entire workstream (procure to pay), or, even further, to the 
specific responsibilities by role. The goal of this segmentation 
is to make it as fast and seamless as possible for all personnel 
to find the parts of the plan that are most pertinent to them, 
and then to help those people understand the immediate 
inputs and outputs to their processes.

Q 45 How often should business continuity-related documentation be updated and how can 
organizations keep the plans current?

In general, business continuity documentation should be 
reviewed and updated at least annually. However, a more 
frequent review and update process may be required as 
changes in the organization occur. The business continuity 
team should stay abreast of changes such as mergers, 
acquisitions, divestitures, entry into new markets, orga-
nizational restructuring, or the implementation (or retire-
ment/sunsetting) of technology. Key factors to consider 
may include:

 • Business unit and associated function listing and 
validation of criticalities as determined in the BIA, 
including reassessment of maximum tolerable 

downtime (MTD), recovery time objective (RTO),  
and recovery point objective (RPO) metrics 

 • Risks or threats that may impact key business operations

 • Business unit/function dependencies/
interdependencies (IT and non-IT)

 • Adoption of new technologies, including migration 
to private or public clouds, implementation of new 
enterprise application solutions, retirement of legacy 
systems, etc.

 • Opening/closure of key office locations or facilities 

 • Key employee/vendor contact information
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 • Changes to recovery strategies

 • Permanent remote/hybrid work policies

 • Resource requirements matrices, including insourcing 
or outsourcing and offshoring, nearshoring or 
onshoring of major functions and processes

 • Onboarding of new key third-party providers

 • Major changes to upstream or downstream supply chains

 • Data, intellectual property and documentation storage 
locations, including cloud-hosted environments

 • Changes to regulatory environment/reporting 
requirements

Given the decentralized nature of most business 
continuity programs, a cross-functional team should be 
responsible for maintaining the crisis management and 

crisis communications plans, as well as updating risk 
assessments and business impact analyses. Business 
function and technology owners should be responsible 
for their individual resumption and IT disaster recovery 
plans, respectively. These plans tend to focus more 
on recovery of a distinct process, set of processes, or 
specific technology stack. While responsibility for making 
plan updates may lie with various individuals and/or 
cross-functional teams, the BCM program coordinator 
should oversee all changes to ensure consistency with 
organizational policy requirements.

Regardless of the process used, maintenance should be 
based first on a defined schedule. If an organizational 
change management process is underway, BCM should 
be integrated into this program.

Q 46 How often should BCM plans be tested?

BCM plans should be tested as often as possible, but 
within reason. Management expectations, test objectives, 
the maturity of the planning process, and system/process 
criticality are all factors that drive how often to exercise a 
team and validate strategies and plans. Most organizations 
test business continuity processes once or twice a year; 
however, this can be increased due to factors such as:

 • Changes in business processes

 • Changes in technology, facilities or critical  
vendors/third parties

 • Changes in business continuity or crisis management 
team membership

 • Changes in executive management

 • Anticipated or planned events, which may result in a 
potential business interruption.

Organizations may also choose to conduct more tests or 
exercises if operations are decentralized across multiple 
locations. Additionally, some business continuity coordinators 
may choose to conduct testing in stages, given the dispersion 
of their personnel, the size of their IT infrastructure, the 
size of the business, or their relative inexperience with 
ITDR or BCM testing. Others may decide to rotate as many 

people as possible through the training experience, via a 
test or exercise, given the valuable benefits. Regulatory 
requirements may also influence the number of tests 
performed annually.

Organizations should also follow up at least annually on the 
exercises performed by their critical vendors. Many vendor 
management functions will include this in a periodic review 
of vendor risk. However, as noted in other questions in this 
guide related to third-party disruption risk, all critical vendors 
should have designated relationship owners within the 
organization who should also take an active role, as contracts 
will allow, in validating exercise activity and results. Where 
possible, joint participation in exercises on both sides of the 
relationship should occur.

Lastly, IT environments change rapidly. Plan coordinators 
should ensure IT disaster recovery procedures are updated 
in tandem with established technology change management 
procedures. When this occurs, alignment with recovery 
requirements of the business should be confirmed.

No matter how many tests are conducted each year, planners 
should schedule them well in advance to ensure maximum 
participation. Also, planners should develop a progressive, 
incremental testing schedule that includes a timetable of events.
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Q 47 What testing options are available for BCM programs?

Testing options for a BCM program come in all shapes and 
sizes. (See the Appendix for a detailed list of testing options.) 
Regardless of the testing option employed, the BCM team 
should incorporate actual data and simulate real-world 
conditions whenever possible, and the facilitation team 
should develop test scenarios based on results from the risk 
assessment. Additionally, teams should not ignore unlikely 
events that could occur (e.g., COVID-19). If the organization 
is new to BCM testing, it should start small and slowly work 
up the maturity curve. For example, management could begin 
by having tabletop discussions regarding various recovery 
scenarios with the business. From there, management could 
enhance the test to include a coordinated, sample-based 
recovery of applications, processes and departments, 
and graduate to perform a fully simulated test that includes 
restoring major components of the business and the 
supporting IT environment simultaneously.

Further, business continuity coordinators should be 
empowered to be original, to encourage engagement of their 
recovery teams, and to be creative during the testing.

 The following creative measures may be considered: 

 • Facilitating a test like the Monopoly® board game. 
The test could then use “Chance Cards” to insert 
unanticipated variables into the test process. 

 • Inserting realism into testing exercises by asking key 
personnel to consider a localized or regional disaster 
(e.g., tornado or hurricane) that can result in key BCM 
team members or other personnel being shut out of 
the communication aspects of the exercise or to “sit 
out” the entire exercise. This would help evaluate how 
alternate personnel responds to the situation if key 
decision-makers are unavailable. 

 • Organizations should incorporate variability in testing 
approaches. Conducting the same test twice a year 
could lead quickly to stagnant outcomes, a lack of 
perceived value and bored participants.

 • Organizations that are adopting operational resilience 
practices should also consider that their exercises use 
“extreme but plausible” scenarios and involve cross-
functional teams of business, IT and vendor personnel, 
where appropriate. 

Q 48 Should organizations expand testing beyond IT?

Organizations should create a testing strategy and  
policy that dictates standards and guidelines for both 
the business and technology teams and functions. All 
areas of the organization can experience disruptions 
unrelated to the loss of technology (e.g., loss of key 
personnel, facilities, vendors) and need to be prepared. 

For non-IT business continuity tests, companies should 
consider testing all other facets of their programs, such 
as crisis management and business resumption teams and 
corresponding plans. Applicable testing methods may include: 

 • Walk-throughs of existing plans with recovery teams

 • Departmental or companywide simulations in which 
employees must execute crisis management and/or 
business resumption activities, using their plans as a guide 
to respond to defined scenarios (scheduled or unplanned)

 • Cooperative exercises with key external partners  
and customers

 • Industrywide exercises administered by local industry 
organizations, trade associations or service bureaus

 • Local response procedures to a regional crisis

Furthermore, business users should contemplate and test 
their preparedness against scenarios in which key systems 
or data are unavailable for a prolonged period, which may 
be the case during a complex data center failover or during 
the response to a security incident (e.g., denial of service, 
malware). These black-swan events may be described 
as “extreme but plausible.” Under these circumstances, 
business teams may need to enact manual workarounds to 
continue operations and should therefore be rehearsed in 
their procedures and on a regular cadence. 
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End users can also participate in the IT team’s IT disaster 
recovery testing by performing validation when data 
is restored from backups, availability and performance 
testing when applications are restored, and load testing 
if there is any concern about making systems unavailable 
due to a high volume of users. These steps not only 
validate application and database servers, but also 
can validate connectivity during periods of high load, 
assess throughput and performance of the network, 
and test interfaces with third parties (e.g., cloud service 
providers, or CSPs).

Organizations should also follow up at least annually 
on the exercises performed by their critical vendors. 
Many vendor management functions will include this 
in a periodic review of vendor risk. Where possible, 

joint participation in exercises on both sides of the 
relationship should occur.

Broader participation in testing can help organizations 
better determine their level of preparedness for dealing with 
disruptions. This is because various types of disruptions, 
including any loss or unavailability of systems and data, 
will require employees to perform alternative procedures. 
Therefore, it is imperative that representatives from 
across the organization participate in business continuity 
testing. While IT may be responsible for the recovery of 
systems and data, it is business users who must resume 
operations and delivery of services and should therefore 
be familiar with and rehearsed in any communications and 
workarounds that may be needed.

Q 49 What are some successful business continuity training approaches?

A common approach to business continuity training is to 
review formal roles and responsibilities and ensure that 
what is documented meets business requirements. In 
many cases, roles and responsibilities are boilerplate and 
may not be cohesive within the organizational structure 
or culture. After ensuring roles and responsibilities 
are well-defined and assigned appropriately, training 
materials should be reviewed to ensure all roles and 
responsibilities are covered. 

For example, as a member of the company’s crisis 
management team, a vice president of IT may wear 
multiple hats, including being responsible for initiating an 
IT disaster recovery response and serving as a building 
evacuation leader. In this example, any training regimen 
should address both responsibilities and ensure all 
components of the business continuity program remain 
relevant and actionable. Additionally, as part of any role-
based training, alternate and tertiary personnel to a 
given role should be trained as well. Training a primary 
resource without training others who may assume that 

role during an actual event introduces considerable risk.

Content can be delivered in numerous ways, but it is 
critical that any multi-site organization provide the same 
quality and cadence of training anywhere a defined role 
is represented. In an actual event, senior management 
needs to know that local decisions will be made 
consistently, and that each person in a specific role 
knows the responsibilities and defined course of action. 

For most organizations, some level of customized training 
is necessary, depending on their individual priorities. 
Many larger organizations have found a matrix training 
system to be a highly effective complement to facility-
based training. In these approaches, crisis management, 
business resumption and IT disaster recovery personnel 
at each site are trained together. This approach 
improves standardization and dissemination of best 
practices without compromising the specificity required 
in plans covering a call center, manufacturing plant or 
other facility.
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Q 50 How does BCM awareness differ from BCM training?

Awareness is an inherent part of training; however, training 
is not necessarily part of awareness. These terms are often 
used interchangeably, but they represent different levels of 
involvement as they relate to business continuity. 

Awareness implies that one possesses knowledge of 
the BCM program or related activities. For example, the 
company may distribute an email communication pointing 
employees to an internal repository that houses business 
continuity plan documents and asking that they familiarize 
themselves with the materials. However, awareness does 

not necessarily imply that one has knowledge of how to 
execute the business continuity plan. 

Role-based training, on the other hand, is a stricter 
regimen that pertains to receiving specific instruction on 
how to execute business continuity plan activities and 
solidifying that instruction with recorded proficiency 
exercises. This instruction may be provided through 
classroom, computer-based, test-based, and/or 
instructional guides and templates.

Q 51 What certification options are available for BCM practitioners?

There is no shortage of certifications in the business 
continuity space. Nonetheless, rather than selecting the 
first certification option that appears through a Google 
search, people seeking BCM certification must first decide 
why they are getting the certification in the first place. Do 
you own a BCM program at your company? Are you in a 
professional services role and looking to offer consultative 
advice about BCM to your clients? Are you an internal audit 
practitioner seeking to broaden your knowledge on auditing 
your company’s BCM program? These questions will offer 
guidance on which certification option would be the most 
appropriate for you and your respective circumstance.

Below is a sample of organizations and respective 
certifications:

 • The Disaster Recovery Institute International, or DRI 
International (also known as DRII) — DRII offers several 
general certifications, including Associate Business 
Continuity Professional (ABCP), Certified Functional 
Continuity Professional (CFCP), Certified Business 
Continuity Professional (CBCP) and Master Business 
Continuity Professional (MBCP), but they also offer other 
BCM-related certifications focused on specific areas such 
as vendor, audit, cyber resilience, healthcare continuity, 
public sector continuity, and risk management.

 • The Business Continuity Institute (or BCI) — BCI 
offers a Certificate of the Business Continuity 
Institute (CBCI), which is the first step to proving 
your industry knowledge and joining the BCI’s 
global network of business continuity and resilience 
professionals.

 • International Organization for Standardization (ISO) 
— ISO 22301 is an international standard for business 
continuity management. The ISO organization 
offers the Certified ISO 22301 Business Continuity 
Manager accreditation for practice professionals 
related to this standard.

 • Business Resilience Certification Consortium 
International (BRCCI) — The BRCCI provides business 
continuity and IT disaster recovery training and 
certification services. Their mission is to deliver world-
class training and certification programs focused on 
management and planning of business continuity and 
IT disaster recovery. 

It is important to note that senior certifications may 
require client references and most BCM certifications 
mandate annual education and CPE requirements to 
preserve your accreditations. 
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Ensuring continuity of operations has long been a foundational 
consideration for financial institutions when it comes to sup-
porting clients and stakeholders. That focus has only increased 
over the past several years as organizations transition to new 
customer-centric services, cloud platforms and other ways of 
automating their operations. As the industry evolves and risks 
escalate, maintaining a clear understanding of how to strategi-
cally prepare for, respond to, and recover from major disruptive 
events has never been more critical for financial institutions.

Concerned about the changing risk dynamic, financial regula-
tors are also increasingly focused on continuity of operations. 
In addition to updating existing guidance and regulations, a 
number of regulators have proposed rules aimed at strength-
ening the operational resilience of financial institutions. As 
explained in the section on business continuity management 
basics, operational resilience is a logical extension of existing 
business continuity management elements. Under operational 
resilience, firms that support important business services that 
customers (and the broader economy) rely on are expected to 
demonstrate their ability to respond to “extreme but plausible” 
scenarios effectively.

Q 52 What regulatory guidance and standards should financial institutions rely on?

Depending on organizational type, U.S. depository institutions 
may be subject to various regulations and guidance from bodies 
such as the Board of Governors of the Federal Reserve System 
(FRB), the Federal Deposit Insurance Corporation (FDIC), the 
National Credit Union Administration (NCUA), the Office of the 
Comptroller of the Currency (OCC), and the Consumer Financial 
Protection Bureau (CFPB). For business continuity specifically, 
the Federal Financial Institutions Examination Council (FFIEC) 
maintains a standard Business Continuity Management booklet, 
which describes principles and practices for IT and operations 
for safety and soundness, consumer financial protection, and 
compliance with applicable laws and regulations. The principles 
in the booklet are designed to guide examiners in evaluating 
financial institution and service provider risk management 
processes to ensure the availability of critical financial services. 
Examiners expect financial institutions to apply the guidance 
and often benchmark against the principles and practices 
outlined as part of an assessment. 

U.S. non-depository financial institutions should look 
to guidance provided by the Securities and Exchange 
Commission (SEC), the Commodity Futures Trading 
Commission (CFTC) and the Financial Industry Regulatory 
Authority (FINRA). Sometimes institutions come together 
to issue joint advisories on business continuity. A good 
example of this is the interagency business continuity and 
disaster recovery planning guidance issued by FINRA, the 
CFTC and the SEC following Hurricane Sandy in October 

2012. Websites for each of the agencies also contain agency-
specific information on business continuity and pandemic 
preparedness requirements for supervised firms.

In Europe, the European Banking Authority’s Guidelines 
on Internal Governance (GL44) provides a consolidated 
view of supervisory expectations on transparency of the 
corporate structure, the role, tasks and responsibilities of 
the supervisory function on IT systems as well as business 
continuity management. Increasingly, the European 
Commission is focusing on digital operational resilience of 
the financial sector, particularly in the areas of information 
and communications technology and security risks. There 
is also the Basel Committee on Banking Supervision’s 
“High-Level Principles for Business Continuity,” outlining 
key considerations that banks must incorporate regarding 
business continuity and disaster recovery. 

Across the Asia-Pacific region, the Australian Prudential 
Regulation Authority (APRA), the Monetary Authority of 
Singapore (MAS) and the Hong Kong Monetary Authority 
continue to issue new and updated guidance on business 
continuity. It is worth noting that many APAC regulators 
look to international standards, such as the ISO, to shape 
their respective guidance. As an international organization, 
ISO’s business continuity management standards, like ISO 
22301/22313, blend the requirements from several national 
standards, including those from the United States, Japan, 
Singapore, Canada and Australia. 
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Q 53 How has U.S. regulatory guidance on business continuity changed in recent years?

The most notable recent update to existing BCM 
guidance came in the form of an updated FFIEC handbook 
in November 2019. The revised business continuity 
management booklet offers increased clarity, with detailed 
examples designed to make it easier for financial institutions 
to comply with its guidance and to help examiners determine 
whether management is addressing risks related to the 
availability of critical financial products and services.

The detailed examples in the latest booklet cover various 
phases of the BCM lifecycle, from governance to aligning 
BCM elements with the organization’s strategic goals, 
developing a business impact analysis, conducting a 
risk assessment to identify risks, and creating effective 
strategies for resilience and recovery objectives. It walks 
through the process of establishing a business continuity 
plan, disaster recovery plan and crisis management 

plan, as well as implementing a training program, 
conducting exercises and tests, updating and improving all 
programmatic components, and reporting and monitoring.

One of the most significant changes in the new booklet is 
its emphasis on risk identification and risk assessment, such 
as the likelihood of impact of different threat categories. 
For instance, it describes the speed of onset or velocity of a 
threat, the size of the affected area, and how to assess the 
likelihood of impact appropriately. Another crucial update is 
the inclusion of a business impact analysis recovery objective 
timeline. This is helpful because it describes key concepts 
such as recovery point objectives, recovery time objectives, 
maximum tolerable downtime, data loss potential, and critical 
disruption points. These concepts are more fully defined in 
the new version than in the previous one.

Q 54 What is operational resilience and how is it relevant to business continuity for financial institutions?

In July 2018, UK supervisory authorities (the Bank of 
England, the Prudential Regulation Authority and the 
Financial Conduct Authority) brought the concept of 
operational resilience into the limelight with the publication 
of a joint discussion paper, titled Building the UK Financial 
Sector’s Operational Resilience. Since then, other regulators 
have followed suit by issuing proposals on enhancing the 
resilience of financial institutions. Most recently, the Basel 
Committee released a consultation paper with proposals 
intended to strengthen banks’ ability to withstand 
significant operational failures or wide-scale disruptions.

Operational resilience is defined by the UK supervisory 
authorities as “the ability of firms and financial market 
infrastructures and the financial sector as a whole to 

prevent, adapt, respond to, recover and learn from 
operational disruptions.” 

Firms are expected to take ownership of their own 
operational resilience by following a set of approaches or 
a framework, which includes identifying their important 
business services; setting an impact tolerance for each 
of these services; quantifying the maximum acceptable 
level of disruption through severe but plausible 
scenarios; identifying and documenting (also known as 
mapping) the necessary people, processes, technology, 
facilities and information required to deliver each of 
their important business services; and performing a self-
assessment of their operational resilience.
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Q 55 How should firms consider third-party-related risks as a component of business  
continuity management?

According to a 2019 survey by the UK Financial Conduct 
Authority, third parties are the second biggest root cause 
of operational outages — after change management. 
Supply chain disruptions can have a significant impact on 
key business processes and undue concentration of services 
among shared service providers, such as cloud providers, can 
also have dire consequences if ignored or left unmanaged. 
Firms need to understand their third-party relationships well 
and remember that regulators will hold them responsible for 
the work (or failures) of third parties. As such, incorporating 
the third parties into their continuity planning is critical. 

Businesses should obtain assurances and verify that their key 
third parties are maintaining robust controls.

Beyond contractual obligations, firms should take steps 
to improve their understanding of how vendor outages 
can impact their own operations. They should proactively 
understand and address third parties along the critical 
path of business services, working with them to monitor 
and respond to events. This includes actively engaging 
the vendors in testing, exercises and planning activities. 

Q 56 Are financial institutions, such as banks, required to recover disrupted operations within a 
defined time period?

There is currently no regulation or legislation-defined 
rules mandating specific recovery time objectives 
for institutions. However, regulators do have a clear 
expectation that entities will establish their own recovery 
objectives based on widely used standards such as 
RTO, RPO, MTD, and impact tolerance, to name a few. 
Firms are expected to set recovery objectives based on 
a rational understanding of the potential impacts of an 
unplanned and undefined disruption. The expectation is 

that each organization would apply these standards as 
outlined in the FFIEC booklet. Recovery time objectives 
of processes and systems should be established through 
a business impact analysis. The likelihood of risk and an 
understanding of cost benefit should be factored into this 
analysis and as part of the firm’s broader risk management 
program. An examiner would typically assess the work 
performed and determine whether the conclusions 
reached around recovery are reasonable.

Q 57 Are business continuity standards for financial institutions set only by the regulatory agencies?

The U.S. Department of Homeland Security (DHS) 
also offers guidelines to the financial services sector, 
which it defines as “a vital component” of U.S. critical 
infrastructure. In 2010, the agency, in partnership with 
the U.S. Department of the Treasury, published a sector-
specific plan that details how the National Infrastructure 
Protection Plan (NIPP) is implemented within the financial 
services sector. The NIPP provides a risk management 
framework designed to enhance the safety of U.S. critical 
infrastructure. The DHS’ Banking and Finance Sector-
Specific Plan: An Annex to the National Infrastructure 
Protection Plan provides a description of the complex 
nature of the sector and an overview of its products and 

services. The products and services are:

 • Deposit, consumer credit, and payment systems

 • Credit and liquidity products

 • Investment products

 • Risk transfer products (including insurance)

The plan underscores the interconnectedness of the 
financial services sector to other critical infrastructure 
sectors, such as communications and IT. These critical 
infrastructure sectors, if disrupted, would undermine 
the financial services sector’s ability to conduct normal 
business. The plan also lays out the following vision 
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statement on business continuity: “To continue to improve 
the resilience and availability of financial services, the 
banking and finance sector will work through its public-
private partnership to address the evolving nature of 
threats and the risks posed by the sector’s dependency 
upon other critical sectors.” Additionally, these three goals 
for the financial services sector are outlined:

 • Achieve the best possible position in the face of myriad 
intentional, unintentional, man-made, and natural threats 
against the sector’s physical and cyber infrastructure;

 • Address and manage the risks posed by the dependence 
of the sector on communications, IT, energy and 
transportation systems sectors; and

 • Work with the law enforcement community, financial 
regulatory authorities, the private sector, and 
counterparts outside the United States to address 
threats facing the sector.

Details of the Banking and Finance Sector-Specific Plan can 
be accessed on the DHS website.

Q 58 To what extent are financial institutions responsible for the business continuity of vendor-
supported systems?

Regulators expect financial institutions to establish 
acceptable business continuity plans for all systems 
required to perform key activities, including systems used 
for customer-facing, financial reporting and compliance 
(e.g., AML transaction monitoring and sanctions 
screening). For vendor-supported systems, a financial 
institution’s due diligence procedures should consider the 
vendor’s business continuity standards and practices, as 

well as how those standards and practices align with their 
individual needs. Contracts with vendors should reflect 
obligations and expectations, and financial institutions 
should consider participating in vendor business 
continuity tests or, at minimum, require evidence (such 
as SOC reports) that the program has been consistently 
maintained and regularly tested.

Regulators expect financial institutions to establish acceptable business continuity plans for all 
systems required to perform key activities, including systems used for customer-facing, financial 
reporting and compliance.
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Healthcare organizations are facing multiple challenges in 
the development and maintenance of emergency prepared-
ness operation and recovery plans. Along with increasing 
regulatory scrutiny, such as The Joint Commission’s rein-
statement of the survey process to dealing with simultane-
ous events and the recent increase in natural disasters, such 
as the COVID-19 global pandemic, healthcare organizations 
are being asked to adhere closely to current mandated 
emergency preparedness standards.

While this guide does not present the many details surrounding 
each potential variable that healthcare organizations may 
want to take into account when developing and/or assessing 
the strength of their emergency management program, all 
healthcare organizations should at least consider the points 
highlighted below (in addition to the industry-independent 
considerations already discussed in this publication).

Q 59 How can healthcare organizations ensure their emergency preparedness plans meet current 
regulatory requirements?

Both the Centers for Medicare & Medicaid Services 
(CMS) and The Joint Commission are advising healthcare 
organizations to ensure their readiness for an all-hazards 
approach to emergency management is a top priority. With 
the increased likelihood for simultaneous events, such as 
a global pandemic occuring at the same time as natural 
disasters like hurricanes and wildfires, organizations that 
are not prepared to bring their facilities and systems up to 
compliance would face significant challenges. Not only will 
lives depend on organizations being prepared and compliant, 
but the future of the organization as a key contributor to the 
healthcare infrastructure could also be at stake.

Developing an emergency preparedness plan that is 
consistent with regulatory requirements is no simple task. 
Healthcare organizations should be continually developing, 
refining and executing all emergency preparedness 
plans to not only meet regulatory expectations, but 
more importantly, to increase their readiness to respond 
effectively to an emergency situation when it occurs.

To meet all the requirements, at a minimum, healthcare orga-
nizations must consider undertaking the following activities:

 • Engage in planning activities prior to developing a 
written emergency operations plan, which is a critical 
component of the emergency preparedness plan.

 • Engage leaders to help develop and maintain a written 
emergency operations plan that describes the response 
procedures to follow when emergencies occur. The 
plan also should include identification of the healthcare 

organization’s capabilities and response procedures 
for when the organization cannot be supported by the 
local community to provide communications, resources 
and assets, security and safety, staff, utilities or patient 
care for at least 96 hours.

 • Conduct a hazard vulnerability analysis (HVA) to identify 
potential events, and rank them based on probability, 
severity and organizational risk. Through the HVA, 
organizations can work with community partners to 
prioritize the potential emergencies identified, communicate 
needs and vulnerabilities to emergency response agencies, 
and identify the community’s ability to meet its needs.

 • Develop a communications plan to help facilitate how the 
healthcare organization connects with staff, external 
authorities, patients and their families, media, suppliers, 
vendors, and others regarding the emergency; to update 
local, state and federal authorities; and to connect with 
identified alternative care sites. The communications 
plan must include any backup systems and technologies 
utilized, how resources and assets will be managed 
during emergencies, how the organization will obtain 
and replenish medications and supplies, as well as 
share resources and assets with other local healthcare 
organizations; and arrangements for transporting 
patients, managing security and safety during an 
emergency, managing hazardous materials and waste, 
and managing utilities, water and fuel. Memoranda of 
understanding should be created for all community 
resource partners.
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 • Staff must be trained for their assigned emergency roles 
to determine how the organization will manage patients 
during emergencies. For example, develop a plan for 
keeping patients on the premises or evacuating them 
if the facility is not safe; determine how the organization 
will manage scheduling, triaging, assessing, treating, 
admitting, transferring and discharging patients; and 
finally, define how the organization will manage any 
increase in demand for services, medications, patients’ 
personal hygiene and sanitation needs, mental health 
needs, dietary needs, and mortuary services.

 • Disaster privileges need to be granted for volunteer 
licensed independent practitioners during emergencies. 
Determine how volunteers will be distinguished from 
regular staff and who will oversee their performance, 
addressing any state or federal waivers.

 • Perform an evaluation of the effectiveness of the 
healthcare organization’s emergency management 
planning activities. This should include activating the 
emergency operations plan twice a year and conducting 
an annual exercise that includes an influx of simulated 
patients. In addition, the organization should conduct 
an annual exercise that includes participation in a 
communitywide exercise.

 • Recovery strategies and policies need to be developed for 
mandated after-action reports and business and emergency 
operation plan modification from lessons learned.

 • The creation of business continuity plans (BCPs) for all 
essential and critical services that address an all-hazards 
approach are essential components of emergency 
management recovery. Ensuring that patients continue 
to receive appropriate care and healthcare providers 
are able to respond to major events in the community 
are driving forces behind much of what a healthcare 
organization’s BCP entails. The clinical implications of 
having an effective or ineffective BCP are too numerous 
to be addressed in this document. A BCP must protect 
the organization’s physical plant, IT systems, supply 
chain, financial and clinical operations, and other infra-
structure from direct disruption or damage so that it can 
continue to function throughout or shortly after an emer-
gency. BCPs assist healthcare facilities in meeting their 
business resilience and recovery needs, as well as meeting 

regulator guidelines for recovery, as the goal of regulators 
is an effective and efficient return to normalcy or a new 
standard of normalcy for the provision of community 
healthcare delivery. A healthcare organization’s geograph-
ical reach and the breadth/depth of its strategic initiatives 
also must be taken into consideration in its BCP efforts.

 • An effective business continuity plan must be based on 
a business impact analysis (BIA) that takes into account 
all essential and critical services. It should outline the 
criticality of mission/business processes through an 
all-hazards risk analysis. Organizations should identify risk 
mitigation and recovery strategies based on criticality, 
identify resource requirements needed to resume 
mission/business processes and related interdependen-
cies (facilities, personnel, equipment, software, data files, 
system components, and vital records), as well as identify 
recovery priorities for sequencing recovery and resources.

 • The BIA serves as a starting point for the disaster 
recovery planning and defines the key parameters such 
as maximum tolerable downtime (MTD), recovery time 
objectives (RTO), recovery point objectives (RPO) and 
resources/materials needed for business continuity. It 
should also be used to support the development of other 
continuity plans associated with recovery, including, but 
not limited to, the incident response plan (IRP) and busi-
ness continuity plan (BCP)/continuity of operations plan 
(COOP). The BIA also assists in identifying preventive 
controls for the functions and resources included in the 
development of business continuity plans.

 • Business continuity plans need to also consider how 
business processes can continue without key critical 
technologies and those details should be communicated 
and training provided for those who may need to enact 
them. These plans need to consider those key systems that 
may be cloud based to ensure backup processes can occur 
should the system be unavailable to ensure a resilient 
organizational approach.

 • Business continuity plans need to be tested. The type and 
extent of testing requirements will ensure a healthcare 
organization’s BCP is designed effectively and everyone 
involved is trained and aware of their responsibilities. Also, 
testing requirements may vary significantly based on the 
type of organization and state of operation.
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Q 60 Does the Health Insurance Portability and Accountability Act (HIPAA) include a requirement to 
implement BCM processes?

Several aspects of BCM are included in the security section 
of the HIPAA requirements. Specifically, HIPAA (Section 
164.308) calls for:

 • Risk Analysis (required) — §164.308(a)(1)(ii)(A)

 • Contingency Plan — §164.308(a)(7)(i)

 — Data Backup Plan (required) — §164.308(a)(7)(ii)(A)

 — Disaster Recovery Plan (required) — §164.308(a)(7)
(ii)(B)

 — Emergency Mode Operation Plan (required) — 
§164.308(a)(7)(ii)(C)

 — Testing and Revision Processes (addressable) — 
§164.308(a)(7)(ii)(D)

 — Application and Data Criticality Analysis 
(addressable) — §164.308(a)(7)(ii)(E)

As noted above, the business continuity-related provisions 
of HIPAA are designated as either required or addressable. 
In terms of HIPAA, addressable does not equate to 
optional. This simply means the organization must assess 
whether or not the requirement makes sense in its 

environment; if not, then a similar provision should be in 
place to act as a compensating control with the intent of 
performing the same type of safeguard. According to the 
U.S. Department of Health and Human Services (HHS), 
decisions made regarding addressable specifications must 
be documented.

Additionally, HIPAA Section 164.310 requires contingency 
plans for facility access and security. Section 164.312 requires 
procedures to gain access to protected health information 
(PHI) during an emergency. A common misconception is 
that the HIPAA requirements are focused exclusively on 
IT. Although most of the Final HIPAA Security Rule can be 
perceived to be focused heavily on IT, PHI is found in many 
forms, and the Emergency Mode Operation plan is not 
truly an IT issue at all. Rather, this requirement addresses 
how the provider will continue to protect PHI if normal 
IT controls are not available or functioning appropriately, 
which could have a significant impact on the organization’s 
ability to continue operations in an acceptable manner, if not 
handled appropriately.

Q 61 Does The Joint Commission require business continuity planning for hospitals?

The Joint Commission requires that healthcare organiza-
tions have an integrated emergency management plan, 
including policies and procedures that address the organi-
zation’s identification of its emergency preparedness, and 
response and recovery activities that are coordinated 
with an organization’s integrated program, including a 
hazard vulnerability analysis, acquisition and storage of 
clinical supplies, staff assignments, emergency protocols, 
and continuity of operations planning. Business con-
tinuity plans assist healthcare facilities in meeting their 
business resilience and recovery needs, as well as meeting 
The Joint Commission Emergency Preparedness Program’s 

Healthcare Preparedness Capability and Healthcare 
System Recovery initiative, the goal of which is an effec-
tive and efficient return to normalcy or a new standard of 
normalcy for the provision of healthcare delivery. Continu-
ity of operations planning ensures the ability to continue 
essential business operations, patient care services and 
ancillary support functions across a wide range of poten-
tial emergencies. The healthcare organization’s continuity 
of operations planning may be an annex to the organiza-
tion’s emergency operations plan and, during a response, 
should be addressed under the incident command system.
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TECHNOLOGY, MEDIA AND 
TELECOMMUNICATIONS



Q 62 What are some of the supply chain considerations for technology, media and telecommunications 
(TMT) organizations?

TMT industry group organizations with hardware manu-
facturing operations around the world need to take the 
appropriate steps to guarantee that required supplies and 
materials are available in each region. Prior to COVID-19, 
many TMT organizations prioritized efficiency in the supply 
chain, including just-in-time models. Such approaches are 
vulnerable to being disrupted. Supply chain strategies 
focused on just-in-time models and single-source providers 
may need to be revisited. As became evident during the 
COVID-19 global pandemic, effective business continuity 
planning around the supply chain likely involves ensuring 
that TMT companies have more than one source for key 

supplies and materials. Diversifying the supply chain is key 
so that it is not concentrated with one supplier or a small 
group of suppliers, or within a specific geography.

There are several considerations for ensuring continuity 
of supply, including postponement, inventory pooling, 
locating supply and manufacturing closer to customers, 
and establishing multiple sources of supply, among other 
options. Post-pandemic, it is likely more TMT organi-
zations will shift their supply chain strategy to ensure 
resilience in the event of future disruptions. 

Q 63 How should TMT organizations address or revamp their research and development programs to 
ensure business continuity?

TMT organizations can benefit from building redundancy 
into their research and development (R&D) operations. 
Unforeseen events and business interruptions such as the 
COVID-19 global pandemic make it clear that establishing 
R&D operations in just one location or region results in 
concentrated risk. TMT organizations should consider how 
they might diversify R&D efforts in different locations 
around the world, as it is less likely that all of them would 
experience the same level of interruption.

More broadly, TMT organizations also might consider 
how they can transform their R&D operations. The 
type of precision equipment required and clean-room 

setup that are part of R&D activities prevent this work 
from being conducted remotely. While it is not possible 
in every instance, TMT organizations should take a 
strategic look at their R&D function to assess how they 
might reinvent it so that progress can continue amid 
significant business interruptions.

Consider that for some TMT organizations, R&D activities 
increased notably during the COVID-19 pandemic, but 
for others they stopped entirely, as onsite facilities were 
unavailable. Formulating innovative solutions to these 
challenges will be key for TMT organizations going forward.

Q 64 What are some other key considerations for TMT organizations to address as part of their 
business continuity planning?

Resources — both human and physical — are key areas 
for TMT organizations to address in their business 
continuity management efforts. During the COVID-19 
pandemic, many TMT organizations experienced surges 
in demand in areas including, but not limited to, product 
delivery, customer service, online traffic (e.g., streaming 
content) and network bandwidth. TMT organizations 

should consider the capabilities within their infrastruc-
tures, as well as the infrastructure of third parties (e.g., 
telecommunications and cable providers), to accom-
modate growth quickly if events and, more important, 
customers and clients demand it.

From a people perspective, TMT organizations, like those 
in any other industry, need to have strong communications 
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plans to keep their workforce engaged continually during 
a major business interruption that necessitates employees 
working remotely for an extended period. For example, 
the COVID-19 pandemic resulted in interruption of 
key functions such as accounting, finance, customer 
service and help desk in many organizations. To ensure 
improved continuity of service in these and other core 
functions, TMT organizations might explore utilizing 
managed services or variable labor models that are 
designed to maintain operations and activities even amid a 
major business interruption.

TMT organizations also can benefit from conducting deeper 
and more frequent scenario-planning exercises to consider 
how to manage through unanticipated events and their ef-
fects. What is the response if a large percentage of the cus-
tomer base seeks to renegotiate contracts or agreements? 
What if revenue is impacted severely by one or more types 
of unanticipated events or business interruptions? What is 

the plan for the organization to manage through the crisis? 
This last point is especially relevant for emerging TMT 
companies that may have just one revenue stream or a small 
number of them. Effective business continuity management 
might call for exploring strategies to diversify the business 
so that it can, at least partially, offset the effects of a major 
business interruption.

Finally, like companies in many other industries, TMT 
organizations should consider their overall network and 
data security posture. The COVID-19 global pandemic 
forced millions of employees to work remotely, creating 
new and sometimes fertile ground for cyberattacks and 
bad actors to flourish. TMT organizations, given their 
heavy reliance on digital and cloud-based environments, 
should ensure that their cybersecurity measures are 
not only up to date but also resourced appropriately to 
manage the many changes that can occur during any 
business interruption.

Q 65 What are the best practices for ensuring the availability of critical infrastructure for the 
communications industry? 

Customers have evolved over the years to demand more 
network availability and performance from communications 
companies. As a result, these organizations have increasingly 
focused on the deployment of processes, systems and 
supporting infrastructure designed to eliminate or minimize 
the impact of disasters or network outages. 

Key areas to consider include, but are not limited to,  
the following:

 • Topology — The network topology should be developed 
to withstand network disruption. It may include redundant 
paths for transmission networks for critical network 
elements. Further, the organization must monitor the 
transmission capacity for each redundant path. Testing 
of redundant paths should be included as part of disaster 
recovery testing.

 • Redundancy — The critical network infrastructure 
should be deployed with geo-redundancies. This may 
include active-active or active-standby configuration. 

 • Data centers — Communications organizations should 

consider the deployment of data centers in multiple 
geographic regions. Redundant network elements 
should be deployed in separate data centers.

 • Preventive maintenance — The critical network 
infrastructure elements, especially without redundancy, 
should include frequent health checks and preventive 
maintenance activities to minimize unplanned outages. 

 • Backup — The backup strategy and processes 
should be aligned with recovery point objectives. 
Organizations should conduct storage and validation of 
backups in alignment with defined policy.

 • Spare parts — Communications organizations 
should have a defined strategy for managing spare 
parts. Buffer stock should be considered for critical 
infrastructure at each location. Further, the deployment 
of a multivendor network infrastructure should include 
spare parts for each location. 

 • People — Cross-training of employees should be 
considered to ensure the availability of resources for 
performing critical tasks in case of network unavailability. 
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Q 66 What are some key considerations in incident management planning for the  
communications industry? 

The communications industry requires a robust incident 
management plan due to multipronged threats covering 
network operations, cybersecurity, and physical infrastruc-
ture like buildings and data centers. The following areas 
must be considered in incident management planning:

 • Functional alignment — Incident management planning 
usually covers the network operations center, security 
operations center and physical security. Typically, a 
separate department deals with each of these areas, 
leading to multiple incident plans. The organization 
must ensure alignment of each incident management 

plan with the corresponding impact analysis. Further, 
the organization should define escalation criteria, 
including the invocation of a crisis management plan. 

 • Crisis management planning — The crisis management 
plan should be developed and documented with 
enough flexibility to address any type of reported 
incidents. It may include multiple emergency response 
teams depending on the type and nature of the event. 
For instance, the response team for network equipment 
failure would be different from one to address a 
physical threat to a data center. 

Q 67 What are some vendor-related technology considerations in business continuity planning for 
communications organizations? 

Communications organizations work with numerous 
technology vendors that provide, for example, telecom-
munications and IT equipment, as well as security infra-
structure. Network operations are sometimes outsourced 
to vendors as well. Vendor risks are cascaded to the 
organization’s risks. Therefore, they should be an essential 
component in business continuity planning.

Vendor-related issues for communications organizations 
to consider include, but are not limited to, the following:

 • Contractual requirements — As part of the vendor 
contract, the organization should state all expected 
business continuity requirements, depending on the 
area of scope. These may include incident and disaster 
management plans, inventory requirements, information 
backups, and preventive and health check activities. 

 • Disaster recovery plan — Vendors may be required 
to submit disaster recovery plans, especially for areas 
related to network operations. These plans should 
be aligned with the organization’s requirements and 
its recovery point and time objectives. Moreover, 
these plans should be tested in alignment with the 
organization’s BCM policy. 

 • Incident management plan — The vendor’s incident 
management plan should adhere to the organization’s 
incident policy. It may include the alignment of escalation 
and impact criteria, workflow requirements and evidence 
collection requirements. 
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Q 68 What are some of the key technology-related challenges faced by communications organizations 
in maintaining an effective business continuity program? 

Communications organizations face unique business 
continuity planning challenges due to the large number of 
IT and telecommunications systems they leverage. They 
should review the following areas on a periodic basis to 
ensure the alignment of the business continuity program.

 • Network changes — Due to the size and number of 
network systems in communications organizations, they 
are among the top challenges these organizations must 
address in maintaining their BCM program. Network 

changes occur due to factors including, but not 
limited to, new technologies, patch upgrades, network 
optimization and network faults. These changes may 
accumulate over time and alter business continuity 
requirements significantly. Therefore, the BCM 
program must continuously monitor network changes.

 • Disaster recovery testing — The critical infrastructure 
may limit the ability and type of disaster recovery tests 
performed by the organization. These tests should be 
scheduled to minimize the impact on the business.

Resources — both human and physical — are key areas for TMT organizations to address in their 
business continuity management efforts. TMT organizations should consider the capabilities within 
their infrastructures to accommodate growth quickly if events and, more important, customers and 
clients demand it.
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CONSUMER PACKAGED 
GOODS/RETAIL



The ability of retailers to adapt to changing conditions and 
recover rapidly from unexpected natural events, accidents or 
deliberate attacks can be critical to maintaining customer loyal-
ty and brand reputation, as well as their competitive advantage 
in the market. The COVID-19 global pandemic put a strain on 
consumer packaged goods and retail companies’ resilience and 
showed that a BCM program set up to respond to this specific 
crisis scenario has been decisive for an organization’s survival 
and transition to the “new normal.” Companies that were 
prepared to shift their business operations from their brick-and-
mortar stores to e-commerce had more chances to contain 
losses. Likewise, organizations that did not rely on a centralized 
distribution strategy were able to reduce their supply chain 
disruption risks and maintain product availability, thanks to 
a broader warehousing and distribution facilities network. 
Retailers that had emergency procedures in place and had 

properly trained employees at each location were able to limit 
the rate of infection and ensure the safety of their employees 
and customers, reducing the operational and reputational risk 
of such a disruption. 

Many retailers and consumer products organizations must 
revisit the cost-benefit analysis of their business continuity 
strategies and operational risk tolerance, with greater focus on 
the impacts of widespread events affecting the entire supply 
chain — from sourcing, through manufacturing and distribution 
and up to the point of sales. They also must address and plan 
for potential events — such as technology outages, critical 
supplier unavailability or natural disasters in areas where key 
operations and facilities reside — that can adversely affect 
business continuity.

Q 69 What is the impact of omnichannel strategies on the business continuity plan?

Consumers are rapidly shifting their behavior toward 
e-commerce. For retailers, it’s more important than ever 
to have the ability to shift their customers seamlessly from 
one channel to the other (e.g., physical stores, e-com-
merce, social media), not only in the sales processes but 
also for various communications and customer 

engagement activities. In this new environment, IT systems 
availability is critical to maintain and preserve retailers’ digital 
life. Recovery time objectives need to be reviewed in order to 
reduce downtime in the event of a business interruption and 
to enable continuous delivery of a seamless and personalized 
cross-channel customer experience.

Q 70 Do the organization’s business recovery strategies consider stock keeping units  
(SKU) optimization?

In the event of a supply chain disruption due to the 
unavailability of raw materials or finished/semi-finished 
products, default of suppliers or subcontractors, or 
events affecting the organization’s main manufacturing, 
warehousing and distribution facilities, it is good practice 
to prioritize the production of high-demand/best-seller 

products, versus products for which there historically is 
fluctuating demand, to maximize revenues until operations 
return to normal. This analysis should also consider that 
unexpected changes in consumer behaviors might occur, 
increasing the demand for specific products (or SKUs) at 
the expense of other products in inventory. 
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Q 71 How should global trade tensions be considered in the BCM program?

Consumer packaged goods and retail companies should 
evaluate the risks of a trade war involving emerging 
markets and significant macroeconomic changes (e.g., 
Brexit), and evaluate the impact of an import tariff 
increase or a restriction on imports to their business. 
This analysis should consider the overall reliance on a 
foreign country, including manufacturing plants, critical 
vendors and suppliers, logistics facilities, the likelihood 

that the country could be involved in a trade war in 
the future, or the medium- and long-term effects of an 
existing trade war. In the event of business concentration 
in high-risk areas, mitigation strategies should be imple-
mented to reduce the impact of a business interruption 
or slowdown due to a trade war (e.g., reduce imports and 
differentiate sourcing).

Q 72 Should customer service be included in a business continuity plan?

Customer service typically is not considered to be a critical 
process for retail operations in the event of a short outage 
(e.g., a few days). However customer relationship process-
es become more critical as recovery time becomes longer. 
In the event of an extended business interruption, cus-
tomers might need information about deliveries, product 
availability and online payments, among other areas. A 
company’s failure to communicate with customers and 

clients during an outage might negatively impact its brand 
reputation and customer loyalty, especially in an omni-
channel/multichannel environment. Business continuity 
plans should consider resumption solutions for customer 
service. Contract agreements with external vendors 
should include business continuity requirements that can 
adequately support the company’s recovery objectives.

In the event of an extended business interruption, customers might need information about 
deliveries, product availability and online payments, among other areas. A company’s failure to 
communicate with customers and clients during an outage might negatively impact its brand 
reputation and customer loyalty, especially in an omnichannel/multichannel environment.
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ENERGY/UTILITIES



Q 73 Can BCM planning account for complex, international supply chains that can be disrupted by 
geopolitics?

BCM programs should be developed in a manner that 
accounts for all levels of risk for the organization. In the 
energy and utilities space, this includes well-thought-out 
considerations of the complexity of their supply chains 
and should account for multiple contingencies, including 

geopolitical conflict that can impact these supply chains. 
Business continuity professionals should engage with all 
supply chain partners to identify appropriate contingen-
cies to maintain critical operations. 

Q 74 Should field sites and operational plants have their own business continuity plans?

This depends on the governance of the organization. 
Some have an enterprise continuity plan with flexibility 
to account for additional contingencies specific to field 
sites, refineries and plants. Other organizations have 
separate business continuity plans for operational sites 

and supporting offices. Either way, it is important that an 
organization has appropriate contingencies, with corre-
sponding collaboration and communication strategies 
outlined for operational facilities so that critical opera-
tions can be maintained. 

Q 75 Why is having a business continuity program in place especially important for the  
energy industry?

Having a business continuity program in place is important 
for a few reasons. First, energy and utility organizations 
must consider the safety of their employees, visitors, 
guests, partners, contractors, vendors and other third 
parties. Next, many organizations may already have 
environmental, health and safety procedures in place; 
however, mature crisis management plans and other 
business continuity plans (depending on the crisis) should 
run in parallel to ensure there is an organized response and 
communication from leadership. Further, enterprise risk 

management is not comprehensive if the BCM posture is 
not mature. Lastly, energy organizations are highly reliant 
on IT and other power/utilities and systems to run their 
operations. A delayed response or recovery time can 
result in a significant impact to the sector, revenue loss, 
reduced production, and potential reputational damage 
due to the increased market and social media attention that 
likely would result. Having resilience measures and business 
continuity strategies and plans in place is critical to mini-
mizing these impacts. 

Q 76 What type of outages should energy and utility organizations plan for?

All energy and utility organizations should perform a conti-
nuity risk assessment to identify the highly likely and highly 
impactful scenarios that could affect them. Based on those 
identified risks, they should develop recovery strategies and 
incident response plans. A few examples are:

 • Cyber incident response plan

 • Hurricane response plan

 • Pandemic plan

 • IT/power outage plan
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MANUFACTURING



Over the past few decades, manufacturers have been 
consistently trying to eliminate redundancies by streamlining 
their processes and consolidating their supply chains. In the 
midst of recent events, such as the COVID-19 pandemic, 
trade wars and other natural disasters, manufacturers have 
faced significant disruptions to their business. The challenges 
facing manufacturers range from supply chain disruptions to 
potential product defects to IT systems failures. Managing 
risks that threaten business continuity is even more challeng-
ing, often requiring more resources for global manufacturers 
due to inherently more complex supply chains and dynamic 
organizational relationships. 

In light of recent events, manufacturers must critically analyze 
their organizations to ensure risks threatening business con-
tinuity are appropriately mitigated, including for those events 

that were considered black swans. Manufacturers should 
begin by thoroughly reviewing their supply chain, including 
every supplier that helps support it, to assess risk fully and 
determine alternatives to replace any essential “cogs” in the 
machine should they fail. Additionally, manufacturers must 
consider other factors, such as the use of just-in-time inventory 
management, co-manufacturers and single-site manufacturing, 
and their associated risks and benefits, when assessing the 
organization’s business continuity. 

While this guide cannot present the many details surrounding 
each potential variable that manufacturers may want to take 
into account when developing and/or assessing the strength of 
their BCM programs, all manufacturers should at least consider 
the following questions (in addition to the industry-indepen-
dent considerations already discussed in this publication).

Q 77 How can pursuing a single-source supply strategy affect my organization’s overall risk of 
business interruption?

Supply strategies are complex by nature. There are many 
instances where a single-source supply strategy is the 
right business decision, even when alternate sources of 
supply exist. In instances where a company is reliant on 
a sole-source supplier, finding alternates is more daunting, 
as it may require changing product specifications or 
working closely with other key suppliers to develop 
alternatives. Neither of these approaches is typically fast. 
Furthermore, moving to an alternate supplier may carry 
the risk of quality issues and must be managed carefully. 
Supplier relationships honed over a period of years cannot 
be replaced overnight with an expectation of comparable 
performance levels.

As manufacturers streamline their supply chains and rely 
more heavily on single- and sole-source suppliers, they 
are discovering new organizational risks they have not 
measured. Even in cases where companies do measure the 
financial risks of a certain supplier (e.g., credit risk), they 

may not have considered business interruption risks stem-
ming from a man-made or natural disaster. The COVID-19 
pandemic brought supply chain risk to the forefront as 
companies, economies and even countries have struggled 
to appropriately source critical goods, including personal 
protective equipment. Single- and sole-source vendors 
should be included in a manufacturer’s risk assessment, 
business impact analysis, continuity strategy and business 
continuity planning. These critical vendors are key “cogs” 
in the effective operations of these organizations and 
should be treated no different from any other internal 
critical function or process. Additionally, pandemic, 
political and natural disaster risks, such as COVID-19, 
trade wars or wildfires, and their impacts on revenue and 
operations, should be measured; lead times need to be 
understood; alternate sources for critical supplies should 
be identified; and strategies to mitigate the impact of 
business interruptions occurring among key suppliers need 
to be developed.
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Q 78 Has management designed manual backup procedures to carry out manufacturing schedules and 
order releases?

Most modern manufacturers have switched to auto-
mated manufacturing resource planning and enterprise 
resource planning systems. Therefore, many have not 
considered manual workarounds to carry out manufac-
turing schedules and order releases during an outage. If 
management does not have the confidence in the re-
sumption capabilities of its IT systems, it should consider 
developing manual backup procedures to facilitate the 
continued operation of critical manufacturing processes. 

It is especially important for manufacturers to think 
through how these manual workarounds will be executed 
if their onsite workforce is disrupted.

Alternatively, mothballed systems could be utilized to 
continue operations in the event of a prolonged disruption. 
In light of recent global events, these systems may provide 
manufacturers with a unique alternative to deal with vari-
ous risks that could impact the company’s IT infrastructure.

Q 79 How do companies that rely solely on single-site manufacturing or centralized operations plan 
for the impact of a long-term outage?

Over the past two decades, globalization, outsourcing, 
increased cross-border sourcing, IT and shared services 
centers have encouraged many organizations to con-
solidate facilities and streamline processes to eliminate 
nonessential and redundant activities, as well as to focus 
and automate remaining activities. The waves of total 
quality management, process reengineering and Six Sigma 
process improvements have created a bias for strong sup-
plier relationships and tight coupling with supply chains, 
with the objective of driving down costs of processes and 
products while preserving quality standards.

As such, manufacturers may rely solely on a single site for 
manufacturing of specific products, as opposed to building 
redundant, or multiple, manufacturing operations to meet 
total demand for their products. However, considering that 
the COVID-19 pandemic caused operations to be shuttered 
in specific cities, states and even countries for extended 
periods of time, it is important for manufacturers to evaluate 
the capital cost of retaining multiple sites of operation, with 
the potential benefit of continued manufacturing during 
times of crisis. Alternatively, they should consider gaining 
access to other production facilities that could be retooled in 
a timely manner to minimize a prolonged disruption.

Q 80 How do companies that utilize just-in-time inventory production methods ensure continuity in 
operations during disruptions?

In order to reduce the carrying cost of inventory, many 
manufacturers have continued to decrease inventory lev-
els and adopt just-in-time (JIT) manufacturing and delivery 
techniques. Having minimal inventory on hand exposes JIT 
manufacturers to potential disruptive events. Any impacts 
to the supply chain, especially in the case of sole-source 
or single-source suppliers, can cause issues for these 

manufacturers to produce promised goods for their end 
customers. JIT manufacturers must consider the use of 
multiple suppliers for key inputs and storing additional 
inventory to combat possible business continuity risks, 
while also considering the potential trade-offs in quality, 
time and cost. 
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Q 81 How can manufacturers that utilize third-party co-manufacturers ensure minimal disruptions 
from these organizations?

Whether it be component parts or fully developed 
products, it is becoming increasingly common for large 
manufacturers to outsource a portion of their operations 
to third parties. As with any third-party relationship, it is 
important to ensure the organization has included contrac-
tual protections, such as service level agreements (SLAs) 

that guard against shortfalls in performance or disruption. 
Additionally, defining quick and effective communications 
protocols between the organization and the third-party 
co-manufacturer will allow for timely identification of key 
issues and bottlenecks and enable agility in handling these 
problems as they arise.

Q 82 Where does a product recall procedure fit into a BCM program?

Every manufacturer should have a robust and tested 
product recall procedure as part of its standard operating 
procedures. The product recall process also should be 
integrated into the crisis management plan. An effective 
recall plan should include the following procedures: 

 •  Pull product in the event an issue is discovered due to 
safety or quality concerns 

 • Communicate to customers and stakeholders about  
the issue

 • Trace and isolate the product defect’s root cause 

 • Track mechanisms to determine defective product 
marketplace proliferation and elimination

 • Dispose of the product in a financially and 
environmentally responsible manner 

Many industries are regulated to develop and test these plans.

For a manufacturer, a product recall is among the most 
significant and potentially devastating crises that can oc-
cur, because it can affect not only finances and operations 
but also brand and reputation and people’s health and 
safety. Product recalls should be managed no differently 
from any other significant crisis event. An interdisciplinary 
team of business-unit and corporate senior managers 
should consider all facets of managing the crisis.

In light of recent events, manufacturers must critically analyze their organizations to ensure risks 
threatening business continuity are appropriately mitigated, including for those events that were 
considered black swans.
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GOVERNMENT



Q 83 Are there any special or unique considerations for government organizations with regard to 
business continuity planning?

For the most part, no — although circumstances may differ 
in specific countries. In the United States, most government 
agencies have adopted business continuity planning as part 
of contingency planning for their overall risk management 
program. At the U.S. federal government level, most agencies 
adhere to guidance set forth in the NIST/U.S. Chamber of 
Commerce paper, “Contingency Planning Guide for Federal 
Information Systems.”

Of note, some government agencies are moving beyond 
business continuity planning for many of their systems. 
They are planning for pandemics and other catastrophic 
events that not only may bring down data centers, but 
also eliminate command and control. This is referred to as 
devolution planning.

Q 84 What are some common challenges or gaps that government organizations may need to consider 
as part of their business continuity planning?

Among the common gaps, government agencies may not 
perform sufficient testing and exercises to validate recovery 
strategies and procedures. Escalation and decision-making 
often operate differently during an actual event versus what 
is articulated in plans. A strong testing program is critical to 
test crisis management and decision-making teams and lead-
ers in different scenarios. Also, continuity planning processes 
often fail to cover all critical services — instead, they focus 
on those for which it is easier to demonstrate continuity (e.g., 
cloud-based systems). Government agencies should consider 
ways to enhance continuity planning to ensure that all critical 
business processes are covered by their continuity operations.

Another common business continuity planning challenge in 
government is siloes, with individual departments in an agency 
having their own plans that are unknown to other departments. 
Specifically, there can be challenges with linkages (or lack of 
effective linkage) to other internal plans and processes, such as 

incident management frameworks and information communi-
cations and technology (ICT) disaster recovery arrangements to 
support business-critical functions. In addition, an agency’s 
role in the overall government response to an emergency 
will impact the agency’s specific internal business conti-
nuity risk management and planning. Across a government 
agency, there should be a central repository of business 
continuity plans that management can access immediately 
in the event of an emergency. 

Finally, rotating personnel remains a challenge in govern-
ment. Individuals designated to be responsible for updating 
and maintaining government agency business continuity 
plans will change jobs, and new personnel are not trained to 
carry out all of their responsibilities regarding continuity plan-
ning. This results in less effective preparation for a business 
interruption or catastrophic event.

Q 85 What actions can government organizations take to remedy these gaps?

Government entities have compiled a number of best practices 
in business continuity, including guidelines on training business 
continuity teams, testing, and exercises to evaluate recovery 
strategies and ensure the availability of government information 
systems in the event of a catastrophe. Among the benefits of fo-
cusing more on business continuity training, testing and exercises 
include reinforcing the ability to conduct repeatable procedures, 
coordinating organizational communications, uncovering 
weaknesses in procedures, and identifying resource gaps. 

Conducting these activities also can happen without adversely 
impacting government entities. They will help build confidence 
in the overall operations and maintenance of the government 
information system, increase the overall strength of the pre-
paredness program, and improve the ability of team members 
to perform their roles and carry out their responsibilities 
regardless of adverse circumstances.
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GLOSSARY

Key Term Definition Source

BCM program  
governance

The system of rules, practices and processes by which a business continuity 
program is overseen, directed and controlled.

Protiviti, based on 
best practices

Business continuity

The strategic and tactical capability of the organization to plan for and respond to 
incidents and business disruptions in order to continue business operations at an 
acceptable predefined level.

BCI/DRJ

The capability of an organization to continue the delivery of products or 
services at acceptable predefined levels following a disruption. ISO 22300:2018

Business continuity  
management (BCM)

The process for management to oversee and implement resilience, continuity and 
response capabilities to safeguard employees, customers, and products and services. FFIEC

A holistic management process that identifies potential threats to an organization 
and the impacts to business operations those threats, if realized, might cause, and 
that provides a framework for building organizational resilience with the capability 
of an effective response that safeguards the interests of its key stakeholders, 
reputation, brand and value-creating activities.

ISO 22300:2018

Business continuity  
plan (BCP)

The documentation of a predetermined set of instructions or procedures that 
describe how an organization’s mission/business processes will be sustained during 
and after a significant disruption.

NIST

One or more comprehensive written plans to maintain or resume business in the 
event of a disruption. FFIEC

The documentation procedures that guide organizations to respond, recover, 
resume and restore to a predefined level of operation following disruption. ISO 22300:2018

Business impact  
analysis (BIA)

An analysis of an information system’s requirements, functions and 
interdependencies used to characterize system contingency requirements and 
priorities in the event of a significant disruption.

NIST

Management’s analysis of an entity’s requirements, functions and 
interdependencies used to characterize contingency needs and priorities in the 
event of a disruption.

FFIEC

The process of analyzing activities and the effect that a business disruption might  
have on them. ISO 22300:2018

Business recovery  
planning

Steps taken to resume the business within an acceptable time frame following  
a disruption. BCI/DRJ
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Key Term Definition Source

Business resumption 
planning

One of three core disciplines of BCM. Business resumption addresses restoration 
of disrupted business functions following a disruption. The planning resource is 
known as the business resumption plan. The audience of these plans is the first-line 
personnel.

Protiviti, based on 
best practices

Cloud service  
provider (CSP)

A company that offers technology platforms, and access to those platforms, for 
purposes of leveraging cloud-based storage, infrastructure or application services.

Protiviti, based on 
best practices

Continuity of operations 
plan (COOP)

Management policy and procedures used to guide an enterprise response to 
a major loss of enterprise capabilities or damage to its facilities. It defines the 
activities of individual departments and agencies and their subcomponents to 
ensure that their essential functions are performed.

BCI/DRJ

Continuity risk  
assessment (CRA)

The point-in-time process of identifying operational risks to an organization and 
defining and implementing relevant controls with a focus on business continuity-
related events.

Protiviti, based on 
best practices

Crisis communications

As part of crisis management, crisis communications is the planning, 
development and delivery of all messaging utilized as part of a coordinated 
response to an event. Crisis communications should include audiences both 
internal and external to the organization and may include the use of phone, email, 
websites, social media and mass notification tools. 

Protiviti, based on 
best practices

Crisis management
The process of managing an entity’s preparedness, mitigation response, 
continuity or recovery in the event of an unexpected significant disruption, 
incident or emergency.

FFIEC

BCI/DRJ

Cybersecurity  
incident response

The reactive security function of an organization’s defense in-depth strategy. If, 
for any reason, proactive defenses fail, reactive defenses assume the full burden of 
organizational security. Where mature proactive defenses are characterized by the 
logical application of resources to risk and functionality, mature incident response 
and reactive security are characterized by a maximum of flexibility and vigilance. 

Protiviti’s incident response methodology highlights several functions in constant 
communication. Containment efforts are established and then modified by new 
discoveries in the investigation. Vigilance efforts protect against new threats or 
previously unknown threats. Restoration to business function within acceptable 
risk categories is the goal. Advisory services are directed toward communication of 
information to organizational leadership and delegation of authority to act during a 
crisis within acceptable boundaries.

Protiviti, based on 
best practices

Disaster recovery (DR)

One of three core disciplines of BCM. Also known as IT disaster recovery (ITDR), 
this set of processes, policies and procedures relates to preparing for recovery 
or continuation of technology infrastructure, systems and applications vital to an 
organization after a disaster or outage. Disaster recovery focuses on information 
or technology systems that support business functions, as opposed to business 
continuity, which involves planning for keeping all aspects of a business functioning 
amid disruptive events. Disaster recovery is a subset of business continuity.

BCI/DRJ
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Key Term Definition Source

Emergency  
management/
operations

See Crisis Management. FFIEC

In the healthcare sector, an organization will use its emergency operations plan 
to define its response to emergencies and help position itself for recovery after 
the emergency has passed. Various aspects of a recovery effort could take place 
during an event or after an event. Recovery strategies and actions are designed 
to help restore systems critical to providing care, treatment and services in the 
most expeditious manner possible. 

The Joint 
Commission

Emergency operations 
center (EOC)

The facility used by the incident or crisis management team after the first phase 
of plan invocation. An organization must have a primary and secondary location 
for an EOC in the event of one being unavailable. It may also serve as a reporting 
point for deliveries, services, press and all external contacts.

BCI/DRJ

An EOC is the physical location where an organization sets up during an 
emergency to coordinate response, recovery actions and resources, and to 
make management decisions. These centers are sometimes referred to as crisis 
command centers, situation rooms, war rooms or crisis management centers. 
A properly designed EOC should serve as an effective and efficient facility for 
coordinating emergency response efforts. An EOC can be used for different 
purposes, including operations tracking, decision-making and training.

The EOC can optimize communication and coordination through effective 
information management and presentation. Due to the difficulty of centralizing 
key decision-makers at a single location, especially during a disaster scenario, 
organizations should consider making multiple virtual options available (e.g., 
conference call options, video chat, hard line, and cellular options).

Protiviti, based on 
best practices

Emergency response

Actions taken in response to a disaster warning or alert to minimize or contain 
the eventual negative effects, and those taken to save and preserve lives and 
provide basic services in the immediate aftermath of a disaster, for as long as an 
emergency situation prevails.

BCI/DRJ

Enterprise risk  
management (ERM)

Includes methods and processes used by organizations to manage risks and seize 
opportunities related to achievement of their objectives. BCI/DRJ

Financial risk
Economic and quantifiable impacts resulting from a disruption to normal business. 
This may include loss of revenue, unusual incurred expenses, market capitalization, 
sanctions or penalties due to legal or compliance concerns, etc.

Protiviti, based on 
best practices

Incident management
The process of identifying, analyzing and correcting disruptions to operations 
and preventing future recurrences. The goal of incident management is to limit 
disruption and restore operations as quickly as possible.

FFIEC

Incident response

The response of an organization to a disaster or other significant event that 
may significantly impact the organization, its people or its ability to function 
productively. An incident response may include evacuation of a facility, initiating 
a disaster recovery plan, performing damage assessment and any other measures 
necessary to bring an organization to a more stable status.

BCI/DRJ
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Key Term Definition Source

IT disaster recovery 
(ITDR) See Disaster Recovery. Protiviti, based on 

best practices

Major incident  
management (MIM)

See also Crisis Management. The method by which an organization plans for 
and responds to an event impacting personnel, assets, the brand, property and 
equipment, etc. 

Protiviti, based on 
best practices

Maximum allowable 
downtime (MAD) See Maximum Tolerable Downtime (MTD). FFIEC

Maximum tolerable 
downtime (MTD)

The amount of time mission/business processes can be disrupted without causing 
significant harm to the organization’s mission. NIST

The total amount of time the system owner or authorizing official is willing to 
accept for a business process disruption, including all impact considerations. FFIEC

The time it would take for adverse impacts, which might arise as a result of not 
providing a product/service or performing an activity, to become unacceptable. ISO 22300:2018

Mission-critical

Any telecommunications or information system that is defined as a national 
security system or that processes any information that the loss, misuse, disclosure 
or unauthorized access to or modification of would have a debilitating impact on 
the mission of an agency.

NIST

Mobile recovery center

Mobile recovery centers provide temporary workspace facilities onsite to aid 
local recovery capabilities. These facilities are typically equipped with power, 
environmental systems, IT assets (including personal computers) and voice/data 
communications (delivered through satellite coverage).

Most providers of mobile recovery solutions promise delivery within 24 to 72 
hours. Mobile recovery solutions are flexible and can be used as data centers, 
call centers and general office space. Configurations for general office space, 
ranging from 10 to 1,000 seats, are typically available. Some organizations use 
mobile recovery solutions as retail space if needed to support an affected 
customer base (particularly when customer service is needed following a natural 
disaster).

Protiviti, based on 
best practices

Operational resilience

The ability of systems to resist, absorb and recover from or adapt to an adverse 
occurrence during operation that may cause harm, destruction or loss of ability to 
perform mission-related functions.

NIST

The ability of an entity’s personnel, systems, telecommunications networks, activi-
ties or processes to resist, absorb and recover from or adapt to an incident that may 
cause harm, destruction or loss of ability to perform mission-related functions.

FFIEC

Operational risk

The risk of loss resulting from inadequate or failed procedures and controls. This 
includes loss from events related to technology and infrastructure failure, 
business interruptions and staff-related problems, and external events such as 
regulatory changes.

BCI/DRJ

Pandemic The worldwide spread of a new disease. WHO
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Key Term Definition Source

Public Company  
Accounting Oversight 
Board (PCAOB)

A nonprofit corporation established by Congress to oversee the audits of public 
companies in order to protect investors and the public interest by promoting 
informative, accurate and independent audit reports.

PCAOB

Recovery point  
objective (RPO)

The point in time to which data must be recovered after an outage. NIST

The point in time to which data used by an activity is restored to enable the 
resumption of business functions. The RPO is expressed backward in time from 
the point of disruption and can be specified in increments of time (e.g., minutes, 
hours or days).

FFIEC

The point in time to which data is restored and/or systems are recovered after 
an outage. BCI/DRJ

Recovery time  
objective (RTO)

The overall length of time an information system’s components can be in the 
recovery phase before negatively impacting the organization’s mission or mission/
business processes.

NIST

The period of time within which systems, applications or functions must be 
recovered after an outage. RTO includes the time required for assessment, 
execution and verification.

BCI/DRJ

Regulatory risk Similar to legislative or statutory risk, but usually comprised of rules imposed by a 
regulator rather than through direct government legislation. BCI/DRJ

Reputation risk

A type of risk that relates to unwanted or negative attention resulting from an event or 
disruption impacting normal business. Reputation risk can be realized due to negative 
social media activity (e.g., Glassdoor, Facebook or LinkedIn comments) intended to 
paint the organization in a negative light toward a broad audience. 

Protiviti, based on 
best practices

Resilience

Ability to prepare for and adapt to changing conditions and withstand and recover 
rapidly from disruptions. Resilience includes the ability to withstand and recover 
from deliberate attacks, accidents or naturally occurring threats or incidents.

NIST

Process and procedures required to maintain or recover critical services such as 
remote access or end-user support during a business interruption. BCI/DRJ

Risk assessment

Overall process of risk identification, risk analysis and risk evaluation. ISO Guide 73

The process of identifying the risks to an organization, assessing the critical 
functions necessary for an organization to continue business operations, defining 
the controls in place to reduce organization exposure and evaluating the cost for 
such controls.

BCI/DRJ
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Key Term Definition Source

Sarbanes-Oxley Act 
(SOX)

The Sarbanes-Oxley Act is a series of legislation established in 2002. From a 
compliance perspective, the most important sections within these are often 
considered to be 302, 401, 404, 409, 802 and 906.

SOX controls regarding IT disaster recovery focus on backup and recovery 
requirements for all in-scope SOX applications and underlying data. 

Protiviti, based on 
best practices and 
soxlaw.com

Simulation One method of exercising teams in which participants perform some or all of 
the actions they would take in the event of plan activation. BCI/DRJ

Third-party (vendor)  
risk management See Vendor (Risk) Management. Protiviti, based on 

best practices

Training and awareness A formal process for educating employees and raising an understanding for a 
continuity program. 

Protiviti, based on 
best practices

Vendor (risk)  
management

The ongoing practice of defining, assessing and monitoring business partners, 
suppliers or third-party providers to determine risk associated with delivery of 
necessary products and/or services as part of an established business relationship.

Protiviti, based on 
best practices

Work from home (WFH) A recovery strategy and alternative working arrangement where personnel utilize their 
place of residence, or locale away from the primary office, to complete daily work.

Protiviti, based on 
best practices
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INFORMATION SOURCES

Australian Prudential Regulatory Authority

Basel Accords

California Consumer Privacy Act

CIS Critical Security Controls (formerly SANS Top 20)

Commodity Futures Trading Commission

Critical Infrastructure Protection

DHS — Banking and Finance Sector-Specific Plan

DHS — Financial Services Sector, Sector Overview

Dodd-Frank Wall Street Reform and Consumer Protection Act

Federal Emergency Management Agency (FEMA)

Federal Energy Regulatory Commission

Federal preparedness circulars

FINRA

GDPR.EU

Homeland Security Act

Hong Kong Monetary Authority

HHS/HIPAA

ISO 22300:2018

ISO/IEC 27001, ISO/IEC 27002 and ISO 27031

ISACA

Monetary Authority of Singapore

ITIL

NFPA: High-rise buildings safety

NASD

EPA: National Contingency Plan Subpart J

NIST Cybersecurity Framework

North American Electric Reliability Corporation (NERC)

NYDFS Cybersecurity Regulation (23 NYCRR 500)

US DOL: OSHA

U.S. Environmental Health and Safety (EHS)

The Joint Commission

USA PATRIOT Act

U.S. Department of Energy

U.S. Food and Drug Administration (FDA)

World Health Organization (WHO) — COVID-19 Guidance

Guide to Business Continuity & Resilience  ·  78

https://www.apra.gov.au/sites/default/files/Prudential-Standard-CPS-232-Business-Continuity-Management-%28July-2017%29.pdf
https://www.bis.org/basel_framework/chapter/SCO/10.htm?inforce=20191215
https://oag.ca.gov/privacy/ccpa
https://www.cisecurity.org/advisory
https://www.cftc.gov/
https://www.cisa.gov/protecting-critical-infrastructure
https://www.cisa.gov/sites/default/files/publications/nipp-ssp-banking-finance-2010-508.pdf
https://www.cisa.gov/financial-services-sector
https://www.congress.gov/bill/111th-congress/house-bill/4173
https://www.fema.gov/media-library/assets/documents/89510
https://ferc.gov/sites/default/files/2020-06/Order-765.pdf
https://www.fema.gov/pdf/library/fpc66.pdf
http://www.finra.org/about
http://gdpr.eu/what-is-gdpr/
https://www.dhs.gov/homeland-security-act-2002
https://www.hkma.gov.hk/eng/
http://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
http://www.iso.org/obp/ui/#iso:std:iso:22300:ed-2:v1:en
https://www.iso.org/standard/44374.html
https://www.iso.org/standards.html
https://www.mas.gov.sg/
https://www.itlibrary.org/index.php?page=ITIL_v3
https://www.nfpa.org/Public-Education/Staying-safe/Safety-in-living-and-entertainment-spaces/High-rise-buildings
http://www.finra.org/sites/default/files/Corporate/p009762.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://www.nerc.com/Pages/default.aspx
https://www.dfs.ny.gov/system/files/documents/2019/02/dfsrf500txt.pdf
https://www.osha.gov/
https://www.hhs.gov/about/agencies/asa/foh/ehss/index.html 
http://www.jointcommission.org/standards/standard-faqs?p=1
https://www.congress.gov/bill/107th-congress/house-bill/3162
https://www.directives.doe.gov/directives-documents/100-series/0150.1-BOrder/@@images/file
https://www.fda.gov/medical-devices/postmarket-requirements-devices/recalls-corrections-and-removals-devices
https://www.who.int/emergencies/diseases/novel-coronavirus-2019
https://www.epa.gov/emergency-response/national-contingency-plan-subpart-j


TESTING OPTIONS

Testing Type Description/Attributes Pros Cons

Tabletop Exercise A facilitated session with various 
recovery team members, with a 
conceptual walk-through of planning 
materials using test scenarios and a 
series of predeveloped test scripts for 
any combination of crisis management, 
business resumption and IT disaster 
recovery personnel.

 • Easy to coordinate  
and execute

 • Low cost and relatively 
low effort required from 
participants

 • Identifies glaring gaps  
in plans

 • Safe place for discussion

 • Lower value because of 
limited time and use of 
verbal discussion only

 • Requires use of many 
assumptions that may or 
may not hold true in a real 
disaster event

Simulation Simulation of a disaster event to 
determine how well the plan responds 
to the specific event in the operational 
environment.

 • Highest likelihood of 
identifying gaps in 
capabilities and the plan 
(both large and small)

 • One of the costlier testing 
methods and the most 
impactful to the business if 
not isolated properly (i.e., 
could create unintended 
impact to the business 
if simulation efforts are 
unsuccessful)

Procedure Verifica-
tion Test (Business 
Function Testing) — 
also referred to as a 
“Desktop”

Evaluation of the logic of a specific 
procedure in determining if a deficiency 
exists through a combination of desk 
checks and simulations. Limited in scope 
to a specific process or business unit.

 • Allows for a very focused, 
deep dive of an area, 
process or technology 
to identify a plan and/or 
configuration flaws

 • Narrow in scope and  
related results

Communication 
Testing (e.g., Call 
Tree or Emergency 
Mass Notification 
System [EMNS])

Testing the accuracy and completeness 
of the organization’s employee call tree, 
customer contact information channels 
and critical supplier, vendor and 
business partner contact information. 
Testing can be done as part of a tabletop 
exercise or simulation or potentially 
as a standalone activity. This is a key 
component of the BCM process.

 • Various modes of 
communication can be 
assessed (e.g., BCM 
alert system, email, text 
message, phone call, 
recorded message line)

 • Identifies gaps in coverage 
for employee and other 
internal stakeholders

 • This testing type often 
ignores communications 
with critical third-party 
vendors, suppliers, 
regulators and law 
enforcement

IT Disaster 
Recovery Testing

An exercise to conduct an announced 
or unannounced disaster simulation and 
execute documented system recovery 
procedures. The primary objective 
is to verify that critical systems and 
backup data can be recovered based 
on a specific timeline and documented 
application, data and infrastructure 
interdependencies.

 • Can be used to exercise 
“active-active” and “active-
passive” IT continuity models

 • Often focuses on specific 
systems or technologies and 
utilizes scenarios in isolation 
(e.g., SAN environment 
outage, VPN concentrator 
failure) 

 • Failures of IT infrastructure 
often do not occur in siloes 
during a true disaster event
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Testing Type Description/Attributes Pros Cons

Alternate Site 
Testing 

A test of all restoration/recovery 
components at an alternate site. This 
should include a test of the organization’s 
ability to relocate staff to the alternate 
site, as well as a validation that recovery 
processes and IT assets operate.

 • Validates if an alternate 
site is equipped to support 
failover recovery needs 
and helps organizations 
extrapolate how long 
they could persist in the 
alternate environment

 • Capacity needs, requirements 
and timing may be hard to 
replicate in a test, as most 
companies will choose to 
perform this testing during 
the best possible time (versus 
the worst)

End-to-End Testing A test of all aspects of alternate 
facilities, business processes and 
IT. An end-to-end test differs from 
an alternate site test in that critical 
suppliers/business partners and 
customers — internal or external —  
are included within the scope.

 • This test typically validates 
connectivity to the 
business’s production 
site and examines all 
integration between 
internal and external 
stakeholders.

 • Very challenging, costly and 
time consuming to coordinate

Work From Home Enabling employees to work from home 
or from a remote location when unable 
to work from a primary location. As 
the COVID-19 pandemic of 2020 has 
shown, having all employees working 
from home is a real possibility.

 • Allows for continued 
productivity even when 
employee groups need to 
be dispersed

 • Helps to minimize spread 
of infectious diseases 
between employees

 • Identifies what jobs can 
effectively be performed 
from outside of the office 
for a prolonged period

 • Increased cost and strain on 
IT infrastructure supporting 
remote connectivity

 • Reduction in team 
communication and 
camaraderie unless 
compensated with 
technology (e.g., video 
conference calls)

Pandemic  
Simulation

A testing scenario focused on the 
potential disruptions caused by a 
pandemic and its potential effects on 
the business (e.g., losing a large portion 
of the workforce due to illness at the 
same time)

 • Identifies areas where 
resources are thin and 
require cross-training

 • Identifies single points of 
failure in the system

 • Various characteristics 
about the pandemic (e.g., 
how long it lasts, length of 
illness, transmission rate) 
must all be assumed for 
the simulation; however, 
all these things are very 
hard to predict with real 
pandemics

Crisis Management 
Simulation

A testing option focused on convening 
only the crisis management team to 
drill on how various types of situations 
would be handled and the types of 
decisions that would need to be made, 
by whom and on what timeline. Often 
leverages the tabletop approach.

 • Frequent exercises like 
this drive the level of 
communication and 
cohesion of the crisis 
management team

 • Allows for even the most 
outlandish scenarios to be 
contemplated

 • Requires many 
assumptions to be made 
regarding how things would 
work “in real life”
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ABOUT PROTIVITI

Protiviti (www.protiviti.com) is a global consulting firm that delivers deep expertise, objective insights, a tailored approach, and unparalleled collaboration to 
help leaders confidently face the future. Protiviti and its independent and locally owned Member Firms provide clients with consulting and managed solutions 
in finance, technology, operations, data, digital, legal, governance, risk and internal audit through its network of more than 85 offices in over 25 countries.

Named to the 2022 Fortune 100 Best Companies to Work For® list, Protiviti has served more than 80 percent of Fortune 100 and nearly 80 percent of 
Fortune 500 companies. The firm also works with smaller, growing companies, including those looking to go public, as well as with government agencies. 
Protiviti is a wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P 500 index.

ABOUT OUR IT CONSULTING SERVICES

In today’s rapidly evolving technological environment, a trusted adviser – one who not only provides relevant insights, but delivers a combination of 
strategic vision, proven expertise and practical experience – can enhance the value of your business with technology. Our global IT Consulting practice has 
helped CIOs and IT leaders at more than 1,200 companies worldwide design and implement advanced solutions in IT governance, security, data management, 
applications and compliance. By partnering with us, you ensure that your IT organization performs with the same focus and excellence with which you manage 
day-to-day business operations. We will work with you to address IT security and privacy issues and deploy advanced and customized application and data 
management structures that not only solve problems, but also add value to your business.
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Managing Director, 
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+1.212.603.5429 
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Managing Director
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