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Al The American Privacy Rights Act of 2024: Could this
2024  framework become the data privacy panacea?

By Sameer Ansari

Managing Director and leader of Protiviti's Security and Privacy Practice

On April 8, 2024, U.S. Representative Cathy McMorris Rodgers (R-WA) and U.S. Senator Maria Cantwell (D-
WA) announced the American Privacy Rights Act. This act aims to establish a comprehensive set of rules
that govern the usage of citizens' data. The bipartisan draft legislation seeks to create a national standard
for data privacy and security, addressing the unrequlated sale of online data. Additionally, the draft
legislation aims to ensure individuals have the right to maintain control over their personal information.

Why it matters

The APRA bill, or the American Privacy Rights Act, looks to address ongoing concerns related to data

privacy in the digital era, proposing an approach to empower consumers to have greater control over their
online data and personal information. The act, if passed, would:

e Provide all Americans with a basic right to digital privacy
o Create a national law requlating how companies can use personal data

e Limit companies’ability to track, predict and manipulate people’s behaviors for profit without
their knowledge and consent

e Establish a uniform national standard for data privacy and security in the United States

What's more, the act will eliminate the patchwork of state laws that currently exist and provide a
mechanism for the Federal Trade Commission and state authorities to enforce the law. The proposed act

also creates a method to determine fines that are based upon the nature, severity and duration of a
violation.

Framing the big ideas that will shape the next 10 years
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What they say

Saying “Americans deserve the right to control their data,” Lawmakers Sen. Maria Cantwell (D-Wash.) and
Rep. Cathy McMorris Rodgers (R-Wash.) introduced a bipartisan bill that would set “clear, national data
privacy rights and protections for Americans.”

McMorris Rodgers says:

“This landmark legislation gives Americans the right to control where their information goes and who can
sellit. It reins in Big Tech by prohibiting them from tracking, predicting, and manipulating people’s
behaviors for profit without their knowledge and consent. Americans overwhelmingly want these rights.”

Cantwell says:

“A federal data privacy law must do two things: it must make privacy a consumer right, and it must give
consumers the ability to enforce that right... our bill does just that. This bipartisan agreement is the
protections Americans deserve in the Information Age.”

What we say

Protiviti Senior Managing Director Tom Moore comments:

“This demonstrates the increasing importance of data privacy to consumers in their daily lives and the
need to address the patchwork of state privacy laws that have emerged in the U.S. For businesses who
want to use data responsibly to reach and serve those consumers while innovating and improving their
operations, it's critical they engage with their trusted advisers on the implications of this proposal. While
this bill may be reworked, modified, or dropped, organizations should continually assess not only on their
privacy compliance program but also on their business models and desire to build sustainable
relationships based on trust with consumers.”

The bottom line

The announcement is seen as reinvigorating the debate over how data privacy should be regulated in the
U.S. Although the bipartisan and bicameral approach taken by Cantwell and McMorris Rodgers is
constructive to seeing federal legislation enacted, there is a long way to go and not much time until the
November elections. Many interested parties will be weighing in over the months ahead including
consumer and civil rights organizations, academics, industry and trade associations as well as other
legislators at both the state and federal level. While it is too early to tell whether this effort will lead to
passage of a U.S.-wide data privacy law in this or future sessions, and an effective date for compliance
may be years away, if at all, companies and their boards should pay close attention now to how this
current process will impact their enterprise.
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About Protiviti

Protiviti (www.protiviti.com)is a global consulting firm that delivers deep expertise, objective insights, a
tailored approach and unparalleled collaboration to help leaders confidently face the future. Protiviti and
our independent and locally owned Member Firms provide clients with consulting and managed solutions
in finance, technology, operations, data, analytics, digital, legal, HR, governance, risk and internal audit
through our network of more than 85 offices in over 25 countries.

Named to the 2024 Fortune 100 Best Companies to Work For” list, Protiviti has served more than 80
percent of Fortune 100 and nearly 80 percent of Fortune 500 companies. The firm also works with smaller,
growing companies, including those looking to go public, as well as with government agencies. Protiviti is
a wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P
500 index.

About VISION by Protiviti

VISION by Protiviti is a global content resource exploring big, transformational topics that will alter
business over the next decade and beyond. Written for the C-suite and boardroom executives worldwide,
VISION by Protiviti examines the impacts of disruptive forces shaping the world today and in the future.
Through a variety of voices and a diversity of thought, VISION by Protiviti provides perspectives on what
business will ook like in a decade and beyond.
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